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DCRS#show running-config | begin interface
interTace Vlianl

1p address 192.168.1.254 255.255.255.0
|

interface vlianl0
Iip address 192.168.10.254 255.255.255.0

interface Vvlan20
ip address 192.168.20.254 255.255.255.0
|

interface vlan30
ip address 192.168.30.254 255.255.255.0
|

interface vlan40
ip address 192.168.40.254 255.255.255.0
I

interface vl1an200

ip ospf authentication message-digest

ip ospf message-digest-key 1 md5 O 12345
1p address 192.168.200.254 255.255.255.0

interface Loopbackl
ip address 10.0.0.2 255.255.255.255
|
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hostname DCRS
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?C#show run

nho service password-encryption
|

hostname AC |

sysLocation China
sysContact 400-810-9119
|

username admin privilege 15 password 0 admin
|
authentication 1line console login Tlocal
|
|

AC# show running-contig | begin 1ntertace
intertace Vlans0
Iip address 192.168.50.254 255.255.255.0

interface V1an60
1p address 192.168.60.254 255.255.255.0
|

fnterface vlian200 |

1p ospf authentication message-digest

ip ospf message-digest-key 1 md5 0 12345
1p address 192.168.200.253 255.255.255.0

!
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CS6200-28X-EI#show vian

VLAN Name Type Media Ports

1 default static ENET Ethernet1/0/1 Ethernet1/0/3
Ethernetl1/0/9 Ethernetl1/0/10
Ethernet1/0/11 Ethernet1/0/12
Ethernet1/0/13 Ethernet1/0/14
Ethernetl1/0/15 Ethernetl/0/16
Ethernetl1/0/17 Ethernet1/0/18
Ethernet1/0/19 Ethernet1/0/20
Ethernetl/0/21 Ethernetl/0/22
Ethernet1/0/23 Ethernet1/0/24
Ethernet1/0/25 Ethernet1/0/26
Ethernetl/0/27 Ethernetl1/0/28

10 VLANOO10 Static ENET

20 VLANOO20 static ENET Ethernetl/0/4

30 VLANOO30 Static ENET Ethernetl1/0/5

40  VLANO040 Static ENET Ethernet1/0/7 Ethernet1/0/8

200 VLAN0200 static ENET Ethernet1/0/2 Ethernet1/0/6

LR e R RS RS X, L& AC, %O M Ay KI5Z 8] ospf ) & 5%t 5% 2L
ARG EE (239 Uil: PikREHEHICE 75, SR AC i tifid B & A 8 4
1. Bk
router ospf 1
router-id 10.0.0.1

default-information originate
network 192.168.200.0/24 area 0.0.0.0

network 10.0.0.1/32 area 0.0.0.0

redistribute connected

area 0.0.0.0 authentication message-digest
exit

exit

2. ZZHHLE



router ospf

area 0 authentication message-digest
network 10.0.0.2/32 area 0

network 192.168.1.0 0.0.0.255 area 0O
network 192.168.10.0/24 area 0O
network 192.168.20.0/24 area O
network 192.168.30.0/24 area O
network 192.168.40.0/24 area O
network 192.168.200.0/24 area 0

|
|

3. AC B HICE

router ospf

area 0 authentication message-digest
network 192.168.50.0 0.0.0.255 area 0O
hetwork 192.168.60.0 0.0.0.255 area 0O
network 192.168.200.0 0.0.0.255 area O
|
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FF % AT Flood 5 47 :

ICMP % K k5 47, % A&44 2000, #hH1EEFr;

UDP 4% K A1 47, % &A4 1500, #h1FEFr;

SYN RS H 547, REMRIE 5000, B &ERAELTF IP 2000, #h1EEF;
FF % VAT DOS I 4 :

Ping of Death 3X &5 4 ;

Teardrop K& 47 ;
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interface ethernetd/2
zone “trust”
ip address 192.168.200.2 255.255.255.0
mahage ping
manage telnet
manage ssh
manage http
manage https
1p ospf authentication message-digest
ip ospf message-digest-key 1 md5 GtIXTKCpy8aI2@lpllYBxumuLRWcM

router ospf 1
router-id 10.0.0.1
default-information originate
hnetwork 192.168.200.0/24 area 0.0.0.0
network 10.0.0.1/32 area 0.0.0.0
redistribute connected
area 0.0.0.0 authentication message-digest

DCFW-1800# show ip route
Codes: K - kernel route, C - connected, § - static, 2 - ISP, R - RIP, 0 - OSPF,

B - BGP, D - DHCP, P - PPPoE, W - wireless, H - HOST, G - SCUPN, U - UPN, H - IMPORT,

I - ISIS, ¥ - SYNC., L - 1llb outbound, > - selected first nexthop. = - FIB route, b - BFD enab)
le

Routing Table for Uirtual Router <{trust-ur>

$>% 0.0.0.0/0 [1/0/1] via 202.102.1.2, ethernetd/1

H>x 10.8.08.1/32 [08/0/1] is local address, loopbackl

0>x 10.0.0.2/32 [1160/2/1] via 192.168.200.254, ethernet®/2, 00:50:38

C>x 10.10.10.0/2Y4 is directly connected, tunnell

H»= 10.10.10.254/32 [0/0/1] is local address, tunnell
192.168.1.0/24 [1160/2/1] via 192.168.200.254, ethernetd/2, 00:50:38
192.168.10.0/24 is directly connected, ethernet®/o
192.168.10.1/32 [0/0/1] is local address, ethernet®/0
192.168.50.0/24% [118/2/1] via 192.168.200.253, ethernet®/2, 00:17:56
192.168.60.0/24% [118/2/1] via 192.168.200.253, ethernet®/2, 00:20:08
192.168.200.0/24 is directly connected, ethernetd/2
192.168.200.2/32 [0/0/1] is local address, ethernet0/2
202.102.1.0/24% is directly connected, ethernetd/1
202.102.1.1/32 [0/0/1] is local address, ethernetd/1
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monitor session 1 source interface Ethernet1/0/2 tx
monitor session 1 source interface Ethernet1/0/2 rx

monitor session 1 destination interface Ethernet1/0/8

2. 3 DCRS Eth4, {X A4 IP #bhk 192.168.20. 1-10 4 B 6933 6, K b ik
@, VAEE IPA AR, IBMEEEF; 105
!

am enable

1
Interface Ethernet1/0/4

switchport access vlan 30

am port

am ip—pool 192.168.20.1 10




BLEINEAR 525, |P Xkt 192.168.2.100, radius key & dcn2020; £/
5] .2k &9 DCRS LA B, & &/ TIAE1/0/21 302 LFF 3 2 F MAC o ht4s

RAYIAIE, AGEBT S F AT P M 18 4

radius—server key 0 dcn2020

radius—server authentication host 192. 168. 2. 100

aaa enable

dot1x enable
Interface Ethernet1/0/21

dot1x enable

dot1x port—-method macbased

Be E o\ 8] ¥.2[ 49 DCRS, i@ 1% DCP (Dynamic CPU Protection) . ®&, [%aik
DCRS % %)k B T A3 4#324£ 2 49 DOS (Denial Of Service) K&, H/H %

% 30 /NeL; 10 4

dcp enable

decp limit-rate 30

!

XL AEIRED |P LA 10.0.0.2/32, 5F 8B & dhcp server IREH
AP /B2 |P Hohb, Huhbie e B . 192.168.200. 100-192. 168. 200. 150, AP
i@ 1t Optiond3 7 RFEIUAC #ehb, 16 4 HLUALE — A A 135

.

service dhcp

.

ip dhcp pool vlan200

network—address 192.168. 200. 0 255. 255. 255. 0
default-router 192.168. 200. 254

option 43 hex 0104C0A8C8FD

interface Loopback1




ip address 10.0.0.2 255. 255. 255. 255
I

6. BRI L FE I E VLAN20 1 B a9 44T i+ H ALid if BT T A=k BT A
¥, BT % M3% 0 5e A 688176890, 6%

ip access—list extended bt

deny tcp 192.168.20.0 0.0.0.255 any—destination d—port range 6881
6890
deny udp 192.168.20.0 0.0.0.255 any—-destination d—port range 6881

6890
permit ip any—source any—destination

exit

DCWS:

1. R A&, 452 AC EFIEHh R 192, 168.200.253; 10 4 BLEIALE

#H R EHE AN AT

wireless
no auto—ip—assign
enable

static—ip 192.168. 200. 253

ap protile 1

name Default

hwtype 59

Interface Ethernet1/0/23

switchport mode trunk

switchport trunk native vlan 200

2. AP EHME|AC KA A7 FIAIE; 14 5

ap authentication serial—num

ap database 00-03-0f-93-93-00

serial—num WL0204201525002287




F i dhep R4, HAREE P HBEL IPxA, AT 104 ip HAEGxat, Heit
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service dhcp

ip dhcp excluded—address 192.168.50.1 192.168.50. 10

ip dhcp excluded—address 192.168. 60.1 192.168. 60. 10

Ip dhcp pool vland0

network—address 192.168.50.0 255. 255. 255. 0
lease 0 10 O

default-router 192.168.50. 254

dns—server 61.147.37.1

ip dhcp pool vlan60

network—address 192.168. 60.0 255. 255. 255. 0
lease 0 10 O

default-router 192.168. 60. 254

dns—server 61.147.37.1

!

1% # SSID DCN2020, VLAN50, #o &A% X 9 wpa—personal, 4%
GSdcn2020 9 : %X & SSID dentest , VLANGO 7=t ATINEA S5, #RAE R BL
BIa#% ssid; 14 % LB network1 BL & JE 4% 7 4, network2 Bt & JE 74

75

network 1
secur ity mode wpa—personal
ssid DCN2020
vlan 50

wpa key encrypted 7d5alf46ec0c4b544b5fc




network 2

hide-ssid

client—gos bandwidth—limit down 2048
client—gos bandwidth—Ilimit up 1024

max—clients 20

ssid dcntest

vian 60

station—isolation
!
radio 1
dot11n channel-bandwidth 20

vap O

vap 1

enable

radio 2
dot11n channel-bandwidth 40

vap O

vap 1

enable

dentest RZBEAN20/MA P, AFREIAEIRS, 5 dentest M 2& 3t 47
A, EiTiRF IMbps, T 472 % 2Mbps;: 10 %

network 2
hide-ssid
client—gos bandwidth—I|imit down 2048

client—gos bandwidth—limit up 1024




max—clients 20

6. Z b MAC 3t ity C417. C417. CA17 89 L X AsmikdE, 12 o

mac-authentication-mode black-list
static-ip 172.17.254.1
known-client c4-17-c4-17-c4-17 action global-action




