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‘Wireshask - Capture Interfsces

TPHRE—MRE. ESEMESEEOTENLK. e

Imterface Traffic link-l.v_,'rr Header Promiscuous Snaplen (B) Buffer (MB)  Capture Filter

» Bluetooth Mebsork Connection Ethernet enabled default

Ethiernst enabled defsult

A Ethernet enabled default

...................................... A, Ethernet nabled default

Ethemnet enabled defauit

Ethernet enabled default

SEPcap USEPcap enabled 3l
USEPcap2 USBPcap enabled
USEPeap3 USBPesp enabled
~ [Wirfi | ettt Anisn - Etfrermet enabled
Addresses: feBl:fLlee:B9cafdTBId, 172.16,16.172

[ Enable promiscuous mede on :

Capture Fiter for selacted Interfaces: |Enter a capture filer
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240396
919899
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138665
187614
193356
193565
251471
252084
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Source
192.168.228.135
91.189.89.199

fe80::585d:3b93:

192.168.228.1
192.168.228.254
Vmware c0:00:08

fe80: :585d:3b93:

192.168.228.1

fe80::585d:3b93:

192.168.228.1

fe80::585d:3b93:

192.168.228.1
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= QQQff
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Destination

91.189.89.199
192.168.228.135

. Ff02::1:2

192.168.228.254
192.168.228.1
Broadcast

. ff02::16

224.0.0.22

. ff02::16

224.0.0.22

. Tf02::16

224.0.0.22
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Protocol

NTP
NTP
DHCPv6
DHCP
DHCP
ARP
ICMPV6
IGMPv3
ICMPV6
IGMPv3
ICMPV6
IGMPv3

TIoOAAN.

Length Info

90 NTP Version 4, client

90 NTP Version 4, server

148 Solicit XID: 0xba8559 CID:
342 DHCP Request - Transactic
342 DHCP ACK - Transactic
42 Who has 192.168.228.2? Tel
90 Multicast Listener Report
54 Membership Report / Leave
90 Multicast Listener Report
54 Membership Report / Join g
90 Multicast Listener Report
54 Membership Repor‘t / Leave
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FhRATR e
HPFEEDS - HPFEEDS HoneyPot Feeds Protocol A |is present
HPSW - HP Switch Protocol ==
HPTEAM - HP NIC Teaming Heartbeat I=
HSMS - High-speed SECS Message Service Protocol >
HSR - High-availability Seamless Redundancy (IEC62439 Part 3 Chapter 5) <
HSR_PRP_SUPERVISION - HSR/PRP Supervision (IEC62439 Part 3) »=
HSRP - Cisco Hot Standby Router Protocol <=

~ HTTP - Hypertext Transfer Protocol contains
http.accept - Accept
http.accept_encoding - Accept Encoding
http.accept_language - Accept-Language
hitp.authbasic - Credentials
http.authcitrix - Citrix AG Auth M
http.authcitrix.domain - Citrix AG Domain
http.authcitrix.password - Citrix AG Password
http.authcitrix.session - Citrix AG Session 1D FEAMHE
http.authcitrix.user - Citrix AG Username
http.authorization - Authorization
http.bad_header_name - lllegal characters found in header name
http.cache control - Cache-Control
http.chat - Formatted text
hitp.chunk_boundary - Chunk boundary
http.chunk_size - Chunk size
http.chunked trailer_part - trailer-part
http.connection - Connection
http.content encoding - Content-Encoding
http.content_length - Content length
http.content_length_header - Content-Length
http.content_type - Content-Type
http.cookie - Cookie
http.cookie_pair - Cookie pair
hitp.date - Date
http.file_data - File Data
http.host - Host
http.last_ modified - Last-Modified
http.leading_crlf - Leading CRLF previous message in the stream may... ¥ %M ({FEs: £
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SAH(F) SEE(E) ME(V) BHRG) BERC) HiA) HiHS) =BiEY) E&EW) TIE(T) #iH)
® RE QewEFEEEaqal

[X]

Source Destination Protocol Jlength Info

27 4.260303 192.168.228.1 192.168.228.135 430 GET /shell.php HTTP/1.1
29 4.482148 192.168.228.135 192.168.228. 257 HTTP/1.1 280 0K

34 5.217678 192.168.228.1 192.168.228. 430 GET /shell.php HTTP/1.1

36 5.218456 192.168.228.135 192.168.228. 256 HTTP/1.1 200 OK

90 18.852373 192.168.228.1 192.168.228. 841 POST /shell.php HTTP/1.1
93 18.862571 192.168.228.135 192.168.228. 301 HTTP/1.1 200 OK (text/htn
103 20.517206 192.168.228.1 192.168.228. 847 POST /shell.php HTTP/1.1
105 20.538401 192.168.228.135 192.168.228. 251 HTTP/1.1 200 OK (text/htn
110 22.239821 192.168.228. 192.168.228. 839 POST /shell.php HTTP/1.1
112 22.244904 192.168.228. 192.168.228. 239 HTTP/1.1 200 OK (text/htn
127 30.716227 192.168.228. 192.168.228. 513 GET / HTTP/1.1
132 30.773060 192.168.228. 192.168. . 659 HTTP/1.1 200 OK (text/htn
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http.request.method==GET
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27 4.260303
34 5.217678
127 30.716227
133 30.816742

C - -

Source

192.168.
192.168.
192.168.
192.168.

==

(A RKiH(S) BiE(Y) EZEMW) IE(T) #HEAH)

B 4==

= QQ Qi
Destination
192.168.228.135
192.168.228.135
192.168.228.135
192.168.228.135

Protocol
HTTP
HTTP
HTTP
HTTP

Length §Infd
ET}/shell.php HTTP/1.1
ET}/shell.php HTTP/1.1
ET}/ HTTP/1.1
ET}/icons/ubuntu-logo.png HTTP
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HTCPim[1S /9258956
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Rpostizsk AT AIhttpita
http.host == "example.com" E7RiEXKIEE Hexample.comihttpiit
tcp contains "http" RB7rpayloadF & "http"EFEITE

http.request.url contains "online" ERiEKEJurl&E "online"#YhttpE



Wireshark
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HENR -4 4 st e l tiag
| L Sourc Degtination Protocol Length Info

1 0.0000080 €c:00:06:cc:00:00 Loop 60 Reply

2 0.904953 cc:01:06:0c:00:00 LOOP 60 Reply

16.9011487 COP/VTR/DTP/PAgP/UD.. CDP 41 Device ID: RZ Port ID: Fastithernet®/0

4 9.980188 cC:00:06:0c:00:00 LOOP 60 Reply

5 10.993374 CC:N:06:0C:00:00 1 00P 60 Rep ly

6 20.010333 100:06:ec:00:00 LOOP 6@ Reply

7 20.928558 :01:06: 00 :00:00 1009 60 Rep ly

f 30.011465 100:06:eC:00:00 LOOP 60 Reply

9 39.894133 :01:06:0c:00:00  LOOP 60 Reply

19 49.095765 100:06;eC:00:00 LOOP 60 Reply
11 40.936433 cC:01:06:ec:00:00 LOOP GO Reply

12 45.246118 cCi 0 COP/VIP/DTR/PARP /UD.. COP 31 Device 1D: R1  Port ID: Fastithernet®/0
13 49,991892 cCion: CC:00:06:ec:00:00 Loop 60 Reply

14 58.9901375 CC:01:006:ec: CC:01:00:ec:00:0 LOOP GO Reply
15 58.976665 192.168.1.1 192.168.1.2 1o 114 Echo (ping) request 1d-Ox0001, seqe0/0, ttl=255 (reply in 16)
16 50.99811) 192.168.1.2 192.168,1.1 (M 114 Echo (ping) reply id=0x0001, soq=0/0, ttl<255 (reguest in 15)

. 9101 « Meader Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: (S8, ECN: Not-ECT)
Total Length: 100
jcation: Ox0005 (5)

$22832838

g§2388
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cc O1 06 ec 0D 0O cc 0@ 06 oc OO 00 OR PO 45 00
0010 00 64 00 05 ZEEER ff 01 38 40 cO a8 01 81 ¢9 a8
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N |tcp. stream eq 0
Time

24 4,259692
25 4,259869
26 4, 260005
27 4.260303
28 4.260566
29 4,492148
30 4.454668
34 5.217678
35 5.217944
36 5.218456
37 5.268511
47 10.214511

AF AA TA AFSA

Frame 25: 66 bytes on wire (52
Ethernet II, Src: Vmware_ 35:f9
Internet Protocol Version 4, S
Transmission Control Protocol,

80 50 56 cO 08 88 88 ac
00 34 00 00 49 00 49 86

ed4 @1 00 50 cd e7 4b 86
72 16 cd 75 00 00 02 04
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Destination
192.168.228.135 TCP
192.168.228.1 TCP
Ctrl+M o
Ctrl+D

Ctrl+T
Ctrl+Shift+T
Ctrl+Alt+C

HRC/EGERRE S4E(M)
TERE (E M RE 4y4E())
EE/AvEIEE g
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Protocol Length Info

66 52711 » 80 [SYN] Seq=0 Wir
66 80 > 52711 [SYN, ACK] Seq-
54 52711 + 80 [ACK] Seg=1 Ack
430 GET /shell.php HTTP/1.1
60 80 » 52711 [ACK] Seq=1 Ack
257 HTTP/1.1 208 OK

54 52711 » 80 [ACK] Seq=377 £
430 GET /shell.php HTTP/1.1
60 80 » 52711 [ACK] Seq=204 /
256 HTTP/1.1 200 OK

54 52711 » 80 [ACK] Seq=753 £
60 80 » 52711 [FIN, ACK] Seq=

-r= A

>

A FATTA A Ao FA~IFET .

e Farm A
TCP it Ctrl+Alt+Shift+T 08)

Ctrl+Alt+Shift+U
Ctrl+Alt+Shift+S
Ctrl+Alt+Shift+H
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SR LARTERE LR, PARH winhex
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M Wireshark - J&85 TCP i (tcp.stream eq 0) - key.pcapng

GET /shell.php HTTP/1.1

Host: 192.168.228.135

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:55.0) Gecko/
20100101 Firefox/55.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/
*,0=90.8

Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3
Accept-Encoding: gzip, deflate

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

HTTP/1.1 200 OK

Date: Tue, 12 Sep 2017 12:14:20 GMT
Server: Apache/2.4.18 (Ubuntu)
Content-Length: @

Keep-Alive: timeout=5, max=100
Connection: Keep-Alive

Content-Type: text/html; charset=UTF-8

GET /shell.php HTTP/1.1

Host: 192.168.228.135

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:55.0) Gecko/
20100101 Firefox/55.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/
*;0=0.8

Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3
Accent-Encoding: gzin. deflat

HH 27, 2 BPHW HHE, 2 BEXE HB, 3 tumn(s). REEHE.
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ython 2.7.9 (default, Dec 10 2014, 12:28:03) [MSC v. 1500 64 bit (AMD64)] on win32
ype “help”, “copyright”, “credits” or “license” for more information.

>>> import base64

>>> a="tidesec”

>>> al=base64. b64encode (a)

>>> print al

dG1kZXN1Yw==

>>> a2=baseb64. b32encode (a)
>>> print a2
ORUWIZLTMVRQ=———=

>>> a3=baseb4. bl6encode (a)
>>> print a3
74696465736563

>>> ad=hasef4 h5i8encode (a)
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URLZRHEEZ: https://www.w3school.com.cn/tags/html_ref urlencode.asp
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